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B LKDTT (Linux Kernel Dump Test Tool)
maintainer

F MKDump (Min1 Kernel Dump) co-maintainer

B LKDTT (Linux Kernel Dump Test Tool) M
AT —

B Mkdump (Mini Kernel Dump) DBHE#E
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B Increase awareness of Kdump reliability 1ssues
as well as deficiencies 1n the kernel crash
detection mechanisms

= Presentation: Evaluating Linux Kernel Crash
Dumping Mechanisms

E KdumpD{EEHEDORIERL IV A—RILDE
ERHEEEDARRIZDOVWNTESZ LT 5

= #3%: [Linuxh—RILIZETEI95v a5
7 DL A D T4 )
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B Discuss the device initialization issues after a
kexec boot, which were not being addressed at
the moment due to lack of consensus

— BOF: Reinitialization of devices after a kexec
reboot

E EEDRINDEIZEMNIIGEHTULV =, Kexec!)
T7—hEDOTNAAOBAEEDRIREIZ DL
TiEimd 2

= BOF: Kexec )T —rEDT /N1 ADFHY]
HA1E
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ZoPresr s Evaluating Binux

Kernel GCrashrDumping
Mechanisms
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B Snapshot of the system at the time that the kernel

crashed

> Includes: memory 1image, register contents

> Essential for post-crash analysis of the kernel
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B Kernel crash dumping solutions available for Linux:
LKCD, diskdump, Kdump (in mainline kernel)

B Having a crash dumping mechanism does not guarantee
that we can obtain a dump under any crash scenario

» Need estimate of the probability of capturing a dump

B Linux|IZBITBAH—RILISYS a3 TS D4R
#: LKCD. diskdump. kdump (ZZFH—2JL)

B HA—RIVF O TREEENHEINDENST, HEE
ICE TN T
P AT OEESFRATEL., RIEETARE

Copyright(C)2006 NTT Data Intellilink Corporation 9



22 ENNEECNOIFEESHING eont /=)

B Fair comparison of existing crash dumping
solutions

» Standard testing procedures have to be established

B £TOFTY—ILENTEICHELGITNIEESE
F BERINI=-T AN —ILHARE
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Zisilireditionaifcrashrduimprtesting

B A test kernel module artificially causes the kernel
to crash

> By directly invoking “panic” or “BUG”, dereferencing
a null pointer, etc.

E TANEHDOOD—RILED2—IJLEF AL, FDE
Ta1—I)LDOERKT panic ¥° BUG FHAIESC
EIZEDTH—RILDITY 15 |ERTT
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B Problem: the coverage of the tests 1s very limited

» All the crash dumping solutions seem to be very close
in terms of reliability

— This seems to contradict theory

B Reason: the state of the HW and the execution
context 1s not being taken into account

B [ERE: LA
> BTDIIYAF U TREOEHEANERIZFEDS
EEMEEFOFIOICRATLES
= ZOTAGEITELL
B EE: HWRRREBEETOVTHORXNEEEET
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B LKDTT is a tool that forces the system to crash

by artificially creating crash scenarios

» The necessary hardware and load conditions can be

recreated
> The execution context can be precisely defined
— It 1s possible to perform realistic tests

E LKDTTIEA—RILFDEZTE AN ERIZHKE
B 5HEHA
> FEDHWDIRENEBIRTES
> 959 aBFEOEITAVTEIAMERETES
= IRERET AMDNAEIEE
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B LKDTT test results

» Kdump proved to be much more reliable than

traditional in-kernel crash dump solutions

> But several deficiencies in Kdump were revealed too

B LKDTTIZKATAMDEEE

> KAump M EE DR TEREDT#H A (LKCD. di
skdump) KYENTLVS

> LML, KdumplZIZW oD R mahFE R -
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B Crash detection

> Certain crashes with interrupts enabled are not

detectable

» There are no reliable stack overflow detection

mechanisms
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B Reliability

» Kdump 1s very vulnerable to stack overflows

> Sometimes the dump capture kernel crashes

B {SREE

> Ay A—N—DJa—WFEREL-BEST K

dump HYERBEZL Z 0N

> Do U TRF
19 A5HENHD

A DH—RILDNITYS
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B LKDTT revealed serious reliability 1ssues in Kdump and
deficiencies 1n the kernel's crash detection mechanisms

» The necessity of the fixes and enhancements proposed
during the presentation was recognized

¥ Some of them have already found their way into the
mainline kernel and there 1s more to come

B LKDTTIZ&ES> T, KdumpDEEMEDEIEDOCH—RIL
DIEZFHEB#EEEO R IR R INT-
> R TIREL-EBIEORRENLRIZFRD LN T-
¥ —EIERRDD—RILIIETRAM—RIVITHRE
x BYD IR FIFBEET A TERERTETS
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B In addition to currents users such as IBM, HP

and Intel have shown their interest in LKDTT

» More LKDTT users means more testing which, in
turn, should lead to a more reliable Kdump

> It seems that

effort

B IHO—5(IBMZ) AT HP INtel[ZH LK

DTTZF AL THEoAB &

M has even started the test automation

AN fu
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Sy BOFE S Reinitialization, of:

gdevices altera Kkexec reboot
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Sl Devicerreinitialization

unknown

B In the event of a crash the state of the devices 1s

» The dump capture kernel needs to initialize the

underlying devices again = device reinitialization

EENRELIRICT /NAADIKENAEA
» kdump A—RILDBFTLLT /A RZE#EMEL AR

NIEESHENN = TINLADE

ERIEAE
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B When the dump capture kernel boots devices
might be operational or in an unstable state

» Device drivers might not be able to handle those cases

x The kernel fails to imnitialize a device and crashes

— The crash dump capture kernel crashes

B Kdump I—RJLEBEIFFIZ. T/NAMADNREL
TWWSEEEEMNF LN
» TINAADNFEILZGULVRREIZHE > TLVS

x kdump BA—RILDNTINALZADFEYEIZR T HEN
AN

= 959 ad U TREHEOA— *)1/75\’77‘J*/:L‘d‘%>
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Sz DevicereinitializationiSolutions

4 possible solutions were proposed and discussed:

1.
P.
3.

4.

Black list of devices
Device reset (device soft-reset, PCI bus reset)

Device configuration restoration (save the configuration
performed by the BIOS and pass it to Kdump)

Driver hardening

ADDRER A EERELI::

S

CTINAARADT Y91 X

TINA Atk
TINARADEHRTED)ANT
TINA ARSI\ HE
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2.5 BOF - Conleltisien

B Start by creating a black list of devices that are

known to

have problems

> Maintainers' reaction: I do not want to see my driver
in such a (censored) list! 1 will fix any bug that might

be found!

B EHALEE

EVEME TERWT INAAD TS5 v

ALEESZEMBIRD S
P AUTHF—DRE: DN EELTWDST/INAARS
AT SYIY ZAMZASTIFELLELD T, fah

Hof=H

I

ELFYTE
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2.3, BOE © Copnleltision il

B Test kexec and kdump using LKDTT and fix
problems as they are found by hardening the
drivers

> It 1s necessary to add new test cases to LKDTT
covering the device remitialization i1ssues

B LKDTTT kexec & kdump ZTARLEABER
A\ ELTLK

> TINADBAEEIZEE T 5T AN —RFEMNT
BHENHD
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2.3, BOE © Copnleltision il

B Sometimes hardening the driver does not suffice

> Consider alternatives such as soft-resetting the device
or restoring its original configuration

¥ These two approaches are considered overkill though, so they
should only be used as the last resort

E FAALRRSANEBELTLE DS ORIEN
RN TERNEEHSHS
> FIRARY YR RIET NI RDBEEDYRRT
DFEBERE
x ERBDZDDFERIIREEZEEDODNDA . &I1EDFE
EERHNE
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A1 BOF S Copleltseln .

B Sometimes to get things started or get the ball
rolling faster F2F discussion 1s indispensable

Example: During the kexec BOF, the kexec maintainer,
the kdump maintainer, the ACPI maintainer, embedded
systems developers, and device drivers maintainers
gathered and agreed on a workable solution

B RNYEAZIRO-URARECREZHELZYT
55 . F2F CEHRAIHADIFIERBIZKETHS

{5l : £\ BOF Tld kexecD A TF—  kdump® H*
VT T — ACPID AT — #RAVATLORFEE. T
INAARSAIND AT —FENEFTHT, EIR ARG f#7
RERIZDWNWTEDHFZERDT-
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AnZ2Presentationt i Conclusion

B To increase the awareness of a certain 1ssue
presenting 1t 1n a public forum such as OLS 1s a
great help

Example: After the OLS presentation the number of
companies using LKDTT to test Kdump increased

B LinuxA1—xJ)UICEHT HERBICDOVWTEEZ R
FL-ULMEESIL. OLS IIRLEUILSFRTHA

f5]: OLS MEKREZ=->MITELT, LKDTT Q—
R ok S Y A Y
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B Present your work to an international audience of
Linux experts = Presentations

B Discuss kernel 1ssues that have stagnated or are
not being addressed properly (if at all) = BOF

P HREODOLINnUXITXFA/N\—FZEZHEF (2B DD
OO 9 5 = H3K

B nimliz. RITEYHFEN TUVEURREIZDLY
Himd S = BOF
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4,25 OIS Oppontunities /2=~

B Offer an in-depth practical introduction to your
work for prospective users/contributors =
Tutorials

B Discuss specific 1ssues and exchange 1deas with
your peers without risking your face = Corridor
conversations

E1—HLEMEZEOCT A, ERFBEAMT
IRt9 5 = Fa—FJT7IL

P BEORBEICOLWTCERLIEYERZRHLE-
U9 % = iHEAILLEE
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Thank you for your
attention
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