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Background Issues
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Traditional Solutions

* TSVIRYIRAH

o FEMZRFS R AV (LY
» Oprofile

s RERDAED—D
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* Printk
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SystemTap Introduction

» SystemTap
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SystemTap Features
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SystemTap Diagram
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— Runtime
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SCIOIORY SystemTap Project
- JAY A

— http://sourceware.org/systemtap/
« JOVITIRAIN—
—Red Hat: a77045 5.4
—IBM : kprobes, X21) 7k, kL—%, GUI
— Intel : kprobes, Scripts
— H3II : kprobe-booster, djprobe, kL —1
c TAARMN)Ea—3y
— Red Hat Enterprise Linux, Fedora Core,
Gentoo, SUSE Linux, Debian GNU/Linux, etc.

—FPYITRN)—LA—RI)THEZ S
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SystemTap on Your Linux
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1SinuX
f,ﬁﬁmﬂ How to Install the SystemTap
\ ia’"H!
c WRIGINYIT—D
— elfutils (latest version)
—gcc >4.0.2

— kernel-devel, kernel-debuginfo

« Fedora Core / RedHat~D A > XA +— L A%

— fedora-core.repoD R EE
* core-debuginfod 23> T, enable=1/ZL TH<
— YumTsystemtap, kernel-devel, kernel-
debuginfozr /> Ak—JL

o IKFIEILEEIRICHEESN S (/=7=L. kernel-devel 1>
kernel-debuginfolZ EEjFIIZA 570))

« FC6D systemtap (L2 D Tyum Tupdatel TH< A
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o3 How to Build the Kernel

-
RN A—RILTHEIGE
— SystemTaplZh B2 J49
» Loadable module support
— Enable loadable module support [Y]
— Module unloading [Y]
« General setup
— Kernel->user space relay support [Y]
 Instrumentation Support
— Kprobes [Y]
« Kernel hacking
— Kernel debugging [Y]
— Compile the kernel with debug info [Y]

— A2 A= )L . debug kernel~DU IFFEH>THLIE

$ mkdir -p /usr/lib/debug/lib/modules/ker ver/
$ 1In -s /lib/modules/ker ver/kernel
/usr/lib/debug/lib/modules/ker ver/
$ 1In -s /lib/modules/ker ver/build/vmlinux \
/usr/lib/debug/lib/modules/ker ver/
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'ﬁw} 5y, How to Use the SystemTap
_enter.
° f_-hzlgﬂljf&{EL\jj_

$ stap [options] <script file> | - | -e <script>

« AD)ThETF7AILOREAN AT UEFAUDLAT
TZE5 (“sed’M £HI2)

e sudoMfEZR 51 —H 7L EARRE
« ERXATLay
—-v: Ayt—LAL (RO T RTINS A)
—-b : relayZz{E> (REDT—2E5X )
— -1 <DIR> : BNIMD R Y) T+ZDIRMNSIET
« X BIL—FUZDIRUTCEETES
— -0 <file>: HHOIT7MILDIEE
c BRITEZEEHAICHT

()
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TSt How to Use the SystemTap

5 (cont 'd)
. EX)
— “sample.log” 771 ILA~DH 1

$ stap sample.stp —o sample.log '
—relayZ{#>
$ stap sample.stp —b '
« ZMDEE . HAIE“probe.out” Z7AILIZH S
—aAXESAVDNBERERV )T 525
$ stap —e “probe begin { printf(\“hello systemtap\”)}" '

— Z2TRDT I\
$ stap buggy.stp —vvv

5
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Concept of Probing

— EZTHROH—RILOTA—TRA D SIEHREIRNET S

H—RILET/IX
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Probe handler 1 Probe handler 2
record log entry record log entry

15 4RE1S RIS
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Script Examplel
AT ERRRAYTFEET

probe kernel.function(“__switch_to”) {
printf(“switch %s to %s\n”, execname(), kernel_string($next_p->comm))
|

$ staﬁ switch process name. stp
switch gnome-terminal to stpd
switch stpd to X

switch X to xscreensaver
switch xscreensaver to X
switch X to gnome-terminal

switch gnome-terminal to X <Fi\
17

Copyright (c) 2006 Hitachi LTD., Systems Development Lab. All right reserved el




%ﬂ Script Examplel :Commentary

probe kernel.function(“_switch_to”) {
printf(“switch %s to %s\n”, execname(), kernel_string($next_p->comm))
)

* probe probepoint { statements }

— }EE S f=probepointTstatementZ=£179 %
— probepoints
« kernel.function(“BE#&[@7 71 /L]")[.return]
« kernel.module(“E¥2—JL47).function(“B%k4 ")

* printf(“format’, ...)
— COprintfEIZIXRILE K

o $struct->member

— D—RIVEHA~ADTUERIZIESZDITH .
— BEARDAVNADTIERIZIE->EFES Z;\
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Script Example?2

 Hello World

global hello
probe begin {

hello[l] = “hello”; hello[2] = Y“systemtap”
hello[3] = “world”
exit ()

probe end {
foreach([1] 1n hello)
printf (“$s\n”, hello[i])

hello
systemtap
world




Script Example2:Commentary

global hello

probe begin {
hello[1]
hello[3]

“hello”; hello[2] = “systemtap”
“world”; exit ()

}
probe end {

foreach([1i] 1n hello)
printf (“$s\n”, hello[i])

 globalZ’O—/\JLZ#
- RYTrFADE ZH L THS BRI RE
« BRI
— BRAT = TEEES
— foreach([1> T YO RZEH] in EFEHAIF)

* begin, end -
— ADV)TDEARERRT (exit()) THEIEN S 22:\
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Script Example3

e JOLADAa— )LEETOTI7AIL

global top
probe timer.ms (1) {
top[execname (), pid()]++;

}

probe timer.ms (1000) {
foreach([1i, p] 1n top-)

printf (“%s(%d) = %d\n”, i, p, topli,pl)
delete top

swapper (0) 440
troff (4462) = 17
Xorg (2108) = 17
grotty (4463) = 9
nroff (4453) = 4
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%ﬁiﬁ Script Example3:Commentary

global top
probe timer.ms (1) {
top[execname (), pid()]++;

}
probe timer.ms (1000) {

foreach([1, p] 1n top-)
prlntf(“o ($d) = %d\n”, 1, p, topli,pl)
delete top

e [Imer/JHA—JiRA1

- —ERILIZRITIND

- ERES DR
- ZRAEFIHIRZD

— foreach(A > T vOX[+|-] in EREEFI[+]-])
s ERAUTYIRATY—h
— delete ZZ5l/ 90
- BEHDEHEY)T 22:\
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[5inds :
@ﬁ. CHROI0BY Demonstrations
A i.'." ’“:-l!

* Function Call Tracer
—PIRTLOBEBOFEVHLEZN—X
 Profiling
—YTY G R=2NDTAT7A )T
* Disk I/O operation

— gnuplot TR
[ —)é//jﬂg

* http://sourceware.org/systemtap/wiki
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http://sourceware.org/systemtap/wiki

chnolopy SystemTap GUI

\ i'ﬂlli""

« Eclipse”"—AXADIDE

— A9V T DEFE#HE
i cAV] AV
—E—%ﬁd)l:“)lzlf}ﬁo”%/fv’r DA A—R
* http: //stapgw sourceforge.net
— I\Vr—2 0D &
—EBE (A AM—ILAE)
« =1L, YIEIFEENFF(ZIDE PerspectiveZ Rmd &, 2TH
tapsetsz/N\—AL&IETH(E T H D 5)
o RIGHGLGEBH, W2 T FvTLTVEDIFTIELGL,
¢ FC60)/I,(_.\:.“
— /etc/sudoersMEE (— iR A —HF Mo ELV-LVEF)
* requirettyz "off IZLT#H<
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IDE Perspective

. Ecllpse/\—;(o)mEﬁ-'-
- BEIfTE e

e o ed (L] DD WY oE | 2] |I IDE| & Gaaphing &= Dashbaand g5 SystemTap,.,

— I4|J7X® it Probe Alisses Funcins Kemel Saurce) ™ B idelessonl. o [ =p

p—

W b= _addeventaiolo_cancd = openiCount s -
’ l9 D ‘ 7 b _addewentalolo_desinoy }

b i _addeventainio_gewents Frobe syscall, sead |
Feadl ot +=
f b= _addeventalolo_seiup read b= COUE
— I ) nJ ﬁb d~ b 1= _addeventaioio_submi 1
* b = _sddeventaioio submi_one probe begln
@ | b = _addesent s heduler princi{ "0l 0", tN10s0 tNL1 80 CNT R INTRTATS YR, “Tise™, "Read (B}, “Mritt
b = _addeventosyscal. close !
b = _sddevent mayscal fdatasyme prabe timer. ms{ 10000 |
= print £ S0 £ 00 £ 1L N7 AT ERTdvn", gettimeofday_s(), read, wr
b = _sddeventmayscal flock Foad=ll
b = _sderent osyscal, fryes Wi ta=0
readUount=
b = _sddevent mayscal lneek i teCount=l
P 1= _sddevent mayscall lseek openTount=i
R o B
L]
P _sldewent sy al, preadbd =c
- .
b _add —— ; Emor Log | 1 Comoie |
b G _addevariosyscall.ead chermirar e mpd unitied s qeidbd, sip _
Tisa Head {B) Writtem (H) Openis Beads WMrites =
b _addineent sy scal madatead 1160531250 148092 300 1 121 20
b _addeventiosywcal. nmad 1160531251 116442 13182 1 111 18
- ! 11605301252 127304 15412 1 111 18
b _addivent sy sl sondiin 1160531253 141618 17744 1 120 18
b addeansiosyscal syac 1160531254 Ta1094% =194 2 00 78
1160531255 AT prd i Fl 1 274 51 =
b _addeeentosyscal wrine L | —
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global resd, write, atagt

probe begin |

start = gettimeofday_si)
k
probe syscall . write |

write == count
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Demonstration

 SystemTapGUID T -
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Overhead Issues

SystemTap® {5 A
VATLEEE: h—RILDERERENT
— 5278 SystemTapl=&kdtERESE

— FBIELT=1EREZRIE L TLEBRDELY,

s fFEA—Y:. h—RILDITSALO—F
— R :SystemTapl- kA ERES L
— FL—HIEEICHZNIZLGELELIFZLY,
« NZYIDEREELI-DOTILESTES

BiZE 14 EE: \ \
— 50,000 probes/# MIRET 1% DA —7 3~y (200ns)

— Kprobe-booster & Djprobe % 5%

&)
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» AE—LImTEV VT IVATYTRIT
— kprobelF 215154 Z &5 (break &trap)
1 .

¢ EIint3nt [ingn2 | _ihsn3 [T %
—_————— * break |
int3 handler » Insn1 | = — —jtrap handler
| trap
handler
— 5 e F D NIB (I EITIZERAI DS
(~500ns)

- HRATZFHBIS e mE R L=y
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Kprobe-booster

« AE—LI-tiRZEREFEIT
— kprobel2[E 1§|J9$€1ﬁv(break&trap)
" it [ingn2 [ _ihsn3 [T 0

int3 handler » Insn1 | — = —ijtrap handler
trap

handler

— kprobe-booster(Etrapffil st 59
\H“ _int3n1 insn2 hsnd ] 1

___:—-'break

int3 handler > |nsn1_-| Jump booster(FEiFmHY
[ZHFE DDA —/N\
handler NYRELGE S

&)
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* Kretprobe
- BEABORERYTZFLRAZEEZMZ Tkprobezx £ 1T
» Kretprobe-booster
— FSUR) a—kDEiE 1L
— kprobeMbreakffl st Zcallip B ICEZFHZ

target function

Kretprobe-booster

oreai ORI

"% rampoline |

boost

target function

ret

call
ret

return address

return address o
33
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Technolopy = e Overhead: boosters

Centor g

. TO—T DA —AYE (FO—T DH)

overhead Pentium4(HT)

2500

2000
(6]
o
(7))

£ 1500
e]
©
2

£ 1000
>
(@)

500

0

kprobe kprobe— kretprobe kretprobe—
booster booster
N A\ L 3 —
A=~y FERC
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Djprobe

 Djprobelf. 7A—Ja—FICEED Y TT 5

execution

Before : : : "
insn1 | insn2 insn3

S N o Y T HH

probe code | insn1 | insn2 insn3 Jump

call |

handler

)
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= Comparing Djprobe with Kprobe

e KprobelZ2D D49\ 2E1T

I [EEinteht [ insn2 [ nen3  [I]

ittt break
Kprobe .
int3 handleTT L inen1 F-- = trap handler
|1 trap

handler

* Djprobeld 4t ZZE4TLAELY

| —/JEMP frsnd ! |

Djprobe probe code | insn1 | insn2 insn3 Jump

call |

handler >
AN
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Overhead: Djprobe

s TO—T DA —/I\~NYK (TFO—T DH)

overhead of probes
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1000 \
800 B
400 \

200 \
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&)
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scHNoloBY Future work
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Thank you!

and

Happy Stapping!

&)
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