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Governing Board Members
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OPEN SOURCE SECURITY FOUNDATION

ARUN GUPTA
(2024 BOARD CHAIR)
Vice President and General
Manager, Open Ecosystem
Initiatives, Intel Corporation

DECLAN O’DONOVAN
VP, Security Architecture, IAM
and Application Security,
Morgan Stanley

JAMIE THOMAS
GM, Technology Lifecycle
Services, and IBM Enterprise
Security Executive

KELLY ANN
Cloud Infrastructure Security
Engineer, Apple

MIKE HANLEY
Chief Security Officer, GitHub

BRIAN FOX
CTO, Sonatype

EMILIO ESCOBAR
Chief Information Security
Officer, Datadog

JINGUO CUI
Executive Director of
Open Source Security and
Infrastructure, Huawei

MARK RUSSINOVICH
Azure CTO and Technical
Fellow, Microsoft

PER BEMING
VP and Head of Standards &
Industry Initiatives, Ericsson
Group

ZACH STEINDLER
Acting OpenSSF TAC Chair &
Principal Engineer, GitHub

ERIC BREWER
VP of Infrastructure & Google
Fellow, Google

JOHN ROESE
Global Chief Technology Officer
Products and Operations, Dell
Technologies

MARK RYLAND
Director, Office of the CISO
AWS Security

REBECCA RUMBUL
Executive Director & CEO,
Rust Foundation (Associate
Mem Rep)

CHRISTOPHER
“CROB” ROBINSON
Former OpenSSF TAC Chair
& Chief Security Architect,
OpenSSF

GRAHAM HILL

Managing Director,
Cybersecurity & Technology
Controls,
JPMorgan Chase

JONATHAN MEADOWS
Head of Cloud Cyber-security
Engineering and Software
Supply Chain Security,
Citibank

MICHAEL LIEBERMAN
Co-Founder & CTO, Kusari
(General Mem Rep)

STEPHEN AUGUSTUS
Head of Open Source, Cisco

OPENSSF 2024 7=

DAVID DESANTO
Chief Product Officer, GitLab
(General Mem Rep)

IAN DUNBAR-HALL
Chief Engineer, Lockheed
Martin (General Mem Rep)

JUSTIN CAPPOS
Associate Professor, New York
University Tandon School of
Engineering (SCIR)

MIKE BENJAMIN
Cyber Chief Technology
Officer, Capital One

VINCENT DANEN
Vice President of Product
Security, Red Hat
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2024 £ OpenSSF Governing Board Chair

Intel £t Vice President. Developer Programs General Manager
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Christopher “CRob” Robinson
2023 £, 2024 £ TAC Chair
OpenSSF
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Technical Advisory Council Members

TAC (3. AZa=TAZEDICRI U TATTEMI B 9 ADAUN—TBRINTULET, N3,
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TAC XN\N—|3 2 F1EHAT. OpenSSF DT—F>4 J)L—7 SIG. 7OV MIEEREELET,

ARNAUD LE HORS BOB CALLAWAY
OpenSSF TAC Vice Chair & Tech Lead & Manager, Google
Senior Technical Staff Member - Open Source Security Team

Open Technologies, IBM

DAN APPELQUIST JAUTAU “JAY” WHITE
Open Source Strategist, Open Source Software and
Samsung Supply Chain Security Strategy,
Microsoft
MARCELA MELARA SARAH EVANS
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https://repos.openssf.org/principles-for-package-repository-security
https://best.openssf.org/Correctly-Using-Regular-Expressions
https://best.openssf.org/Correctly-Using-Regular-Expressions
https://best.openssf.org/Compiler-Hardening-Guides/Compiler-Options-Hardening-Guide-for-C-and-C++
https://best.openssf.org/Compiler-Hardening-Guides/Compiler-Options-Hardening-Guide-for-C-and-C++
https://best.openssf.org/Secure-Coding-Guide-for-Python/
https://best.openssf.org/Secure-Coding-Guide-for-Python/
https://repos.openssf.org/trusted-publishers-for-all-package-repositories
https://repos.openssf.org/trusted-publishers-for-all-package-repositories
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https://www.cisa.gov/news-events/news/cisa-announces-new-efforts-help-secure-open-source-ecosystemhttps://www.cisa.gov/news-events/news/cisa-announces-new-efforts-help-secure-open-source-ecosystemhttps://www.cisa.gov/news-events/news/cisa-announces-new-efforts-help-secure-open-source-ecosystem
https://www.cisa.gov/news-events/news/cisa-announces-new-efforts-help-secure-open-source-ecosystemhttps://www.cisa.gov/news-events/news/cisa-announces-new-efforts-help-secure-open-source-ecosystemhttps://www.cisa.gov/news-events/news/cisa-announces-new-efforts-help-secure-open-source-ecosystem
https://www.cisa.gov/news-events/alerts/2024/02/08/cisa-partners-openssf-securing-software-repositories-working-group-release-principles-package
https://repos.openssf.org/principles-for-package-repository-security
https://repos.openssf.org/principles-for-package-repository-security
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https://sossfusion2024.sched.com/event/1mLZi
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SOSS Community Day India
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Welcome & Opening Remarks - Arun Gupta, Vice
President and General Manager, Developer Programs,
Intel

+ Cooking up Secure OCI Artifacts with SLSA - Harsh
Thakur, Civo & Saiyam Pathak, Loft Labs

+ Building a Security-First Open Source Project: Tools
and Best Practices - Abhinav Sharma, KodeKloud

« Towards a Quantum-Proof Software Supply Chain
with Post-Quantum Cryptographic Algorithms -
Anitha Natarajan & Savita Ashture, Red Hat

+ Who Guards the Guards? - Arnab Chatterjee,
Nomura

+ Patch It Up: Real-Time Vulnerability Management
with Kyverno and KubeArmor - Barun Acharya &
Ramakant Sharma, AccuKnox Inc.

+ Al-Driven Policy Automation with Kyverno - Sonali
Srivastava & Pavan N G, InfraCloud

« Securing CI/CD: Complexity & Inspiration from
Runtime Security - Abhimanyu Dhamija, KoalaLab

« From CVE Chaos to Control: Building a “0 CVE”
Strategy - Rakshit Gondwal, BuildSafe & Harsh
Thakur, Civo

« Lightning Talk - What Do We Do With All These
SBOMSs? - Nikhita Raghunath, Broadcom

it = EDEEHD

| 3088 Community Day

INDIA

+ Connecting the Dots: SBOM and VEX in Software
Security - Rajan Ravi, Red Hat India Pvt. Ltd.

Case Study on Adversarial Emulation Using
MITRE Caldera for Kubernetes - Rudraksh Pareek,
AccuKnox

+ From Bloat to Secure: Rethinking Container Base
Images for the Modern Security Landscape -
Abhishek Anand, KoalaLab

+ How to Resolve Top 3 Security and Risk Challenges
for Enterprises Consuming Open Source - Nitish
Tyagi, Gartner

+ Automating Container Security: Docker Scout in Cl/
CD for Safer Software Supply Chains - Pradumna V
Saraf, Independent

+ CERT.in Guidelines on Software Bill of Materials
(SBOM) - Biju Nair, Legalitech

+ Adversarial Resilience in Open Source LLMs:
A Comprehensive Approach to Security and
Robustness - Padmajeet Mhaske, JP Morgan Chase

+ Quarantining and Locking Down Your Cloud
Infrastructure - Prerit Munjal, KubeCloud

+ Closing Remarks - Ram lyengar, Community
Engagement Lead - India, OpenSSF

SOSS COMMUNITY DAYS IC2WT

Secure Open Source Software (SOSS) Community
Days &, EFal)To A —F>V—X IALRTLEIK
MBXAYN—DEED A—T>Y—ZX VTR xT (0SS)
DR, X0TFVR FRZRENICEFaT7ICERDE
HOTATTEHRBL. EHZMALEIEZZENCL
TULWEY, IRVEOFFMIF C5E5 ZTEIETL,

OPENSSF 2024 7Za7J)L LAR—k 35


https://events.linuxfoundation.org/soss-community-day-india/
https://events.linuxfoundation.org/soss-community-day-india/

”

<9 OpenSSF A& OBIDD

by \
%\ OPEN SOURCE SECURITY FOUNDATION

'What'sin the SOSS?] — OpenSSF /Ry FFv X k

4 BiZI&.0penSSF (& "'What' s in the SOSS?) #O—>FLF L7z,
_Nd. OpenSSF d Chief Security Architect Td % Christopher
Robinson (&% CRobJ) ¥. Jt OpenSSF @ GM T#3 Omkhar
Arasaratnam DR+ Z2FEHBBEDRYREFYISTT, DTH T4
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« §5t:230

« Apple & : 100

« Spotify: 130

FMROF I O—-FH

ROAROAOO—-K 7V r—o3>
« Apple & : A7>O—RD 26%. &5t 1064 14

+ Buzzsprout Embed Player (OpenSSF -1k ):
AO>O—RD 24%. &5t 993 4

Spotify: #7>O—RD 16%. &5+ 676 14
Antenna Pod: o> O0—R# 7%. 85t 303 ¢4
Overcast: A7 O—RD 6%. &5t 261 4
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WHAT’ S IN THE SOSS? PODCAST #13 - GITHUB’ S MIKE HANLEY AND TRANSFORMING
THE “DEPT. OF NO” INTO THE DEPT. OF “YES AND---”

2024 £ 9 A 3 HRH
337 Ao rO—FK

WHAT’ S IN THE SOSS? PODCAST #11 - GOOGLE’ S ANDREW POLLOCK AND ADDRESSING
OPEN SOURCE VULNERABILITIES

2024 £8 B 13 HF
281 ¢S ovO—F

WHAT’ S IN THE SOSS? PODCAST #9 - SONATYPE’ S BRIAN FOX AND THE PERPLEXING
PHENOMENON OF DOWNLOADING KNOWN VULNERABILITIES

2024 F 7B 16 B
279 DAY O—Fk
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https://openssf.org/podcast/2024/08/13/whats-in-the-soss-podcast-11-googles-andrew-pollock-and-addressing-open-source-vulnerabilities/
https://openssf.org/podcast/2024/07/16/whats-in-the-soss-podcast-9-sonatypes-brian-fox-and-the-perplexing-phenomenon-of-downloading-known-vulnerabilities/
https://openssf.org/podcast/2024/07/16/whats-in-the-soss-podcast-9-sonatypes-brian-fox-and-the-perplexing-phenomenon-of-downloading-known-vulnerabilities/
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¢ Understanding the CRA: OpenSSF's Role in the Cyber Prioritizing Security: Key Findings from the OpenSSF Survey

Resilience Act Implementation — Part 1 for Financial Institutions

» The OpenSSF Armored Goose “Honk": Advancing « AIxCC Semifinals at DEF CON Showcase Al's Potential in
Open Source Security Securing Critical OSS Projects

» How We Can Learn from Open Source Software « ABird's-Eve View of LFD 121 (Developing Secure Software) —
to Address the Challenges of Al and Why Every Developer Should Take It

» OpenSSF Welcomes New Members and Introduces New » GUACVO0.8.0 Released

Initiatives at SOSS Community Day Japan

¢ Announcing SigstoreCon: Supply Chain Day!

* OpenSSF Expands Secure Development Course « Mitigating Attack Vectors in GitHub Workflows

with Interactive Labs

« Call for Proposals: SOSS Community Day Japan 2024

¢ Cybersecurity Awareness Month 2024: Stay Secure,
Stay Informed

OpenSSF SOSS Fusion Conference Kicks off with Talks from
Google and Cisco Executives

« What's Next for Open Source? Workshop Highlights and Calls
to Action to Inspire Progress for Global Sustainability

o 0SS Security Adventure: Recap of Recent Security-Focused

Events Featuring OpenSSF

Developer Relations: The Human Connection Driving Open
Source Security
OpenSSF Education Tech Talk Highlights & Future Opportunities

¢ SOSS Community Day EU Agenda Now Live!

o SOSS Fusion 2024 CFP Results: A Look at Our Diverse
and Engaging Program

« Recap on SOSS Community Day EU

¢ Celebrating Excellence: An Interview with Golden Egg Award

e OpenSSF at Grace Hopper Celebration 2024: Advancing Winner Christopher “CRob” Robinson

Diversity and Security in Open Source

¢ Recognizing Excellence in 0SS Community: Golden Egg Award

Join Us at the 0SS Security Meetup in Tokyo, Japan

Nominations Are Now Open!

¢ Must-Attend Sessions at SOSS Community Day EU and Open « Al Cyber Challenge (AIxCC) and the Needle Linux Kernel

Source Summit Europe 2024 Vulnerability — Part 1
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https://openssf.org/blog/2024/11/25/understanding-the-cra-openssfs-role-in-the-cyber-resilience-act-implementation-part-1/
https://openssf.org/blog/2024/11/25/understanding-the-cra-openssfs-role-in-the-cyber-resilience-act-implementation-part-1/
https://openssf.org/blog/2024/11/11/the-openssf-armored-goose-honk-advancing-open-source-security/
https://openssf.org/blog/2024/11/11/the-openssf-armored-goose-honk-advancing-open-source-security/
https://openssf.org/blog/2024/11/04/how-we-can-learn-from-open-source-software-to-address-the-challenges-of-ai/
https://openssf.org/blog/2024/11/04/how-we-can-learn-from-open-source-software-to-address-the-challenges-of-ai/
https://openssf.org/press-release/2024/10/29/openssf-welcomes-new-members-and-introduces-new-initiatives-at-soss-community-day-japan/
https://openssf.org/press-release/2024/10/29/openssf-welcomes-new-members-and-introduces-new-initiatives-at-soss-community-day-japan/
https://openssf.org/press-release/2024/10/29/openssf-expands-secure-development-course-with-interactive-labs/
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https://openssf.org/press-release/2024/10/22/openssf-soss-fusion-conference-kicks-off-with-talks-from-google-and-cisco-executives/
https://openssf.org/press-release/2024/10/22/openssf-soss-fusion-conference-kicks-off-with-talks-from-google-and-cisco-executives/
https://openssf.org/blog/2024/10/17/developer-relations-the-human-connection-driving-open-source-security/
https://openssf.org/blog/2024/10/17/developer-relations-the-human-connection-driving-open-source-security/
https://openssf.org/blog/2024/10/16/openssf-education-tech-talk-highlights-future-opportunities/
https://openssf.org/blog/2024/10/02/recap-on-soss-community-day-eu/
https://openssf.org/blog/2024/09/20/openssf-at-grace-hopper-celebration-2024-advancing-diversity-and-security-in-open-source/
https://openssf.org/blog/2024/09/20/openssf-at-grace-hopper-celebration-2024-advancing-diversity-and-security-in-open-source/
https://openssf.org/blog/2024/09/16/join-us-at-the-oss-security-meetup-in-tokyo-japan-2/
https://openssf.org/blog/2024/09/13/must-attend-sessions-at-soss-community-day-eu-and-open-source-summit-europe-2024/
https://openssf.org/blog/2024/09/13/must-attend-sessions-at-soss-community-day-eu-and-open-source-summit-europe-2024/
https://openssf.org/blog/2024/09/04/prioritizing-security-key-findings-from-the-openssf-survey-for-financial-institutions/
https://openssf.org/blog/2024/09/04/prioritizing-security-key-findings-from-the-openssf-survey-for-financial-institutions/
https://openssf.org/blog/2024/08/28/aixcc-semifinals-at-def-con-showcase-ais-potential-in-securing-critical-oss-projects/
https://openssf.org/blog/2024/08/28/aixcc-semifinals-at-def-con-showcase-ais-potential-in-securing-critical-oss-projects/
https://openssf.org/blog/2024/08/19/a-birds-eye-view-of-lfd-121-developing-secure-software-and-why-every-developer-should-take-it/
https://openssf.org/blog/2024/08/19/a-birds-eye-view-of-lfd-121-developing-secure-software-and-why-every-developer-should-take-it/
https://openssf.org/blog/2024/08/15/guac-v0-8-0-released/
https://openssf.org/blog/2024/08/14/announcing-sigstorecon-supply-chain-day/
https://openssf.org/blog/2024/08/12/mitigating-attack-vectors-in-github-workflows/
https://openssf.org/blog/2024/08/08/call-for-proposals-soss-community-day-japan-2024/
https://openssf.org/blog/2024/08/08/whats-next-for-open-source-workshop-highlights-and-calls-to-action-to-inspire-progress-for-global-sustainability/
https://openssf.org/blog/2024/08/08/whats-next-for-open-source-workshop-highlights-and-calls-to-action-to-inspire-progress-for-global-sustainability/
https://openssf.org/blog/2024/08/06/oss-security-adventure-recap-of-recent-security-focused-events-featuring-openssf/
https://openssf.org/blog/2024/08/06/oss-security-adventure-recap-of-recent-security-focused-events-featuring-openssf/
https://openssf.org/blog/2024/07/24/soss-community-day-eu-agenda-now-live/
https://openssf.org/blog/2024/07/24/soss-fusion-2024-cfp-results-a-look-at-our-diverse-and-engaging-program/
https://openssf.org/blog/2024/07/24/soss-fusion-2024-cfp-results-a-look-at-our-diverse-and-engaging-program/
https://openssf.org/blog/2024/07/23/celebrating-excellence-an-interview-with-golden-egg-award-winner-christopher-crob-robinson/
https://openssf.org/blog/2024/07/23/celebrating-excellence-an-interview-with-golden-egg-award-winner-christopher-crob-robinson/
https://openssf.org/blog/2024/07/19/recognizing-excellence-in-oss-community-golden-egg-award-nominations-are-now-open/
https://openssf.org/blog/2024/07/19/recognizing-excellence-in-oss-community-golden-egg-award-nominations-are-now-open/
https://openssf.org/blog/2024/07/10/ai-cyber-challenge-aixcc-and-the-needle-linux-kernel-vulnerability-part-1/
https://openssf.org/blog/2024/07/10/ai-cyber-challenge-aixcc-and-the-needle-linux-kernel-vulnerability-part-1/
https://openssf.org/community/blog-guidelines/
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Al Cyber Challenge (AIxCC) and the Needle Linux Kernel
Vulnerability — Part 2

Learn How To Develop Secure Software!

Why are Organizations Struggling to Implement Secure

Software Development?

A Deep Dive into SBOMit and Attestations

Know Your Regular Expressions: Securing Input Validation
Across Languages

July in NYC: Join Us at the United Nations’ (UN's) OSPOs for Good
2024 Conference & the “What's Next for Open Source?” Event

OpenSSF GUAC Tech Talk Highlights

Final Call: Submit your Technical Initiatives (Tl) Funding
Request by June 7th, 2024

The 0SS Security Adventure: Exploring the Frontlines of 0SS
Security through SOSS Policy Summit, RSA Conference, and

Japan Meetup
Beyond the OpenSSF: An Introduction to Other Security Efforts

it = EDEEHD

Join Us at the 0SS Security Meetup in Tokyo, Japan With
General Manager Omkhar + SOSS Community Day North

America Event Report

Open Source Security (OpenSSF) and Open)S Foundations Issue

Alert for Social Engineering Takeovers of Open Source Projects

Unveiling the Golden Egg Award Winners: Celebrating

Excellence in Open Source Security

Sessions You Won't Want to Miss at SOSS Community Day NA
and Open Source Summit North America 2024

“What's in the SOSS?” Podcast is Now Live

Join us for a TTX: Securing 0SS & Empowering Maintainers

xz Backdoor CVE-2024-3094

VulnCon 2024 Wrap-up: Securing the Ecosystem through

Global Cooperation

How Intel Uses OpenSSF Scorecard To Better Secure Its

Software Portfolio

Empowering Women in Tech: An Interview on Angela Jeffrey’s

Across the Linux Foundation

The Opportunity for DEI Participation in the Security Industry

Journey to Cybersecurity

OpenSSF Scorecard Tech Talk Highlights

(And OpenSSF)

OpenSSF Joins Open Source Consortium To Define E.U. CRA

Security Specifications

Join Our Upcoming OpenSSF Tech Talk: Proactive Supply Chain
Security with GUAC

Call for Proposals: Submit to Speak at SOSS
Community Day Europe

Unlock the Keys to Improved Software Security

Recap of SOSS Community Day North America 2024

Driving Change Together: The OpenSSF Takes On VVulnCon

Sigstore Graduates: A Monumental Step Towards Secure

Software Supply Chains

Join OpenSSF for our First Tabletop Exercise (TTX) at SOSS
Community Day North America

How OpenSSF Technical Initiatives Can Receive Strategic Funding

OpenSSF Releases Plan for Improving Software

Developer Security Education
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https://openssf.org/blog/2024/05/22/openssf-joins-open-source-consortium-to-define-e-u-cra-security-specifications/
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https://openssf.org/blog/2024/05/14/call-for-proposals-submit-to-speak-at-soss-community-day-eu/
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https://openssf.org/blog/2024/04/22/join-us-at-the-oss-security-meetup-in-tokyo-japan-with-general-manager-omkhar-soss-community-day-north-america-event-report/
https://openssf.org/blog/2024/04/22/join-us-at-the-oss-security-meetup-in-tokyo-japan-with-general-manager-omkhar-soss-community-day-north-america-event-report/
https://openssf.org/blog/2024/04/22/join-us-at-the-oss-security-meetup-in-tokyo-japan-with-general-manager-omkhar-soss-community-day-north-america-event-report/
https://openssf.org/blog/2024/04/15/open-source-security-openssf-and-openjs-foundations-issue-alert-for-social-engineering-takeovers-of-open-source-projects/
https://openssf.org/blog/2024/04/15/open-source-security-openssf-and-openjs-foundations-issue-alert-for-social-engineering-takeovers-of-open-source-projects/
https://openssf.org/blog/2024/04/15/unveiling-the-golden-egg-award-winners-celebrating-excellence-in-open-source-security/
https://openssf.org/blog/2024/04/15/unveiling-the-golden-egg-award-winners-celebrating-excellence-in-open-source-security/
https://openssf.org/blog/2024/04/12/sessions-you-wont-want-to-miss-at-soss-community-day-na-and-open-source-summit-north-america-2024/
https://openssf.org/blog/2024/04/12/sessions-you-wont-want-to-miss-at-soss-community-day-na-and-open-source-summit-north-america-2024/
https://openssf.org/blog/2024/04/11/whats-in-the-soss-podcast-is-now-live/
https://openssf.org/blog/2024/04/10/join-us-for-a-ttx-securing-oss-empowering-maintainers/
https://openssf.org/blog/2024/03/30/xz-backdoor-cve-2024-3094/
https://openssf.org/blog/2024/03/29/vulncon-2024-wrap-up-securing-the-ecosystem-through-global-cooperation/
https://openssf.org/blog/2024/03/29/vulncon-2024-wrap-up-securing-the-ecosystem-through-global-cooperation/
https://openssf.org/blog/2024/03/25/how-intel-uses-openssf-scorecard-to-better-secure-its-software-portfolio/
https://openssf.org/blog/2024/03/25/how-intel-uses-openssf-scorecard-to-better-secure-its-software-portfolio/
https://openssf.org/blog/2024/03/22/empowering-women-in-tech-an-interview-on-angela-jeffreys-journey-to-cybersecurity/
https://openssf.org/blog/2024/03/22/empowering-women-in-tech-an-interview-on-angela-jeffreys-journey-to-cybersecurity/
https://openssf.org/blog/2024/03/21/openssf-scorecard-tech-talk-highlights/
https://openssf.org/blog/2024/03/20/driving-change-together-the-openssf-takes-on-vulncon/
https://openssf.org/blog/2024/03/20/sigstore-graduates-a-monumental-step-towards-secure-software-supply-chains/
https://openssf.org/blog/2024/03/20/sigstore-graduates-a-monumental-step-towards-secure-software-supply-chains/
https://openssf.org/blog/2024/03/19/join-openssf-for-our-first-tabletop-exercise-ttx-at-soss-community-day-north-america/
https://openssf.org/blog/2024/03/19/join-openssf-for-our-first-tabletop-exercise-ttx-at-soss-community-day-north-america/
https://openssf.org/blog/2024/03/19/how-openssf-technical-initiatives-can-receive-strategic-funding/
https://openssf.org/blog/2024/03/18/openssf-releases-plan-for-improving-software-developer-security-education/
https://openssf.org/blog/2024/03/18/openssf-releases-plan-for-improving-software-developer-security-education/
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The India Initiative: An OpenSSF Awareness Program

for a Secure Future

OpenSSF Marketing Advisory Council Aims to Shape the Future

it = EDEEHD

Announcing the First Ever SOSS Fusion Conference:

How You Can Get Involved

OpenSSF Participates in Department of Commerce Consortium

of Open Source Security Advocacy

Participate in Our Survey on Secure Software

Development Education!

OpenSSF and CISA Join Forces to Secure Open Source Software

Dedicated to Al Safety

OpenSSF Securing Software Repositories Working Group

Releases Principles for Package Repository Security

Time is of the Essence to Mitigate Vulnerabilities

Graph for Understanding Artifact Composition (GUAC): Joins

OpenSSF as Incubating Project

OpenSSF Scorecard: Evaluating and Improving the Health
of Critical OSS Projects

Come to First OpenSSF Tech Talk of the Year on Scorecard

Golden Egg Award: Celebrating Exceptional Contributions

in the OpenSSF Community

SOSS Community Day North America (NA) Agenda Live

OpenSSF Supports White House's Efforts to Build More Secure

like Leaky Vessels

Post-Quantum Cryptography Alliance Launch

CVE-2023-6246 Root Access Vulnerability in glibc

OpenSSF Champions a More Secure Future in Collaboration
with Public Sector

Maintainer Motivations, Challenges, and Best Practices on

Open Source Software Security

0SS Security Sessions & FOSDEM Survival Guide

Introducing gittuf: A Security Layer for Git Repositories

and Measurable Software

Submit to Speak at SOSS Fusion 2024

OpenSSF Responds to US CISA RFI on Cybersecurity Risk
and Secure by Design Software

Scaling Up Supply Chain Security: Implementing Sigstore

for Seamless Container Image Signing

Alpha-Omega 2023 Annual Report

Linux Kernel Achieves CVE Numbering Authority Status

Submit to Speak at SOSS Community Day North America 2024

OpenSSF Election Results for Technical Advisory Council

and Representatives to the Governing Board
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https://openssf.org/blog/2024/03/15/the-india-initiative-announcement/
https://openssf.org/blog/2024/03/15/the-india-initiative-announcement/
https://openssf.org/blog/2024/03/14/openssf-marketing-advisory-council-aims-to-shape-the-future-of-open-source-security-advocacy/
https://openssf.org/blog/2024/03/14/openssf-marketing-advisory-council-aims-to-shape-the-future-of-open-source-security-advocacy/
https://openssf.org/blog/2024/03/11/participate-in-our-survey-on-secure-software-development-education/
https://openssf.org/blog/2024/03/11/participate-in-our-survey-on-secure-software-development-education/
https://openssf.org/blog/2024/03/07/openssf-and-cisa-join-forces-to-secure-open-source-software/
https://openssf.org/blog/2024/03/07/guac-joins-openssf-as-incubating-project/
https://openssf.org/blog/2024/03/07/guac-joins-openssf-as-incubating-project/
https://openssf.org/blog/2024/03/05/openssf-scorecard-evaluating-and-improving-the-health-of-critical-oss-projects/
https://openssf.org/blog/2024/03/05/openssf-scorecard-evaluating-and-improving-the-health-of-critical-oss-projects/
https://openssf.org/blog/2024/03/04/come-to-first-openssf-tech-talk-of-the-year-on-scorecard/
https://openssf.org/blog/2024/02/27/golden-egg-award-celebrating-exceptional-contributions-in-the-openssf-community/
https://openssf.org/blog/2024/02/27/golden-egg-award-celebrating-exceptional-contributions-in-the-openssf-community/
https://openssf.org/blog/2024/02/26/soss-community-day-north-america-na-agenda-live/
https://openssf.org/blog/2024/02/26/openssf-supports-efforts-to-build-more-secure-and-measurable-software/
https://openssf.org/blog/2024/02/26/openssf-supports-efforts-to-build-more-secure-and-measurable-software/
https://openssf.org/blog/2024/02/21/submit-to-speak-at-soss-fusion-2024/
https://openssf.org/blog/2024/02/20/openssf-responds-to-us-cisa-rfi-on-cybersecurity-risk-and-secure-by-design-software/
https://openssf.org/blog/2024/02/20/openssf-responds-to-us-cisa-rfi-on-cybersecurity-risk-and-secure-by-design-software/
https://openssf.org/blog/2024/02/16/scaling-up-supply-chain-security-implementing-sigstore-for-seamless-container-image-signing/
https://openssf.org/blog/2024/02/16/scaling-up-supply-chain-security-implementing-sigstore-for-seamless-container-image-signing/
https://openssf.org/blog/2024/02/16/alpha-omega-2023-annual-report/
https://openssf.org/blog/2024/02/14/linux-kernel-achieves-cve-numbering-authority-status/
https://openssf.org/blog/2024/02/13/announcing-the-first-ever-soss-fusion-conference-how-you-can-get-involved/
https://openssf.org/blog/2024/02/13/announcing-the-first-ever-soss-fusion-conference-how-you-can-get-involved/
https://openssf.org/blog/2024/02/12/openssf-participates-in-department-of-commerce-consortium-dedicated-to-ai-safety/
https://openssf.org/blog/2024/02/12/openssf-participates-in-department-of-commerce-consortium-dedicated-to-ai-safety/
https://openssf.org/blog/2024/02/08/openssf-securing-software-repositories-working-group-releases-principles-for-package-repository-security/
https://openssf.org/blog/2024/02/08/openssf-securing-software-repositories-working-group-releases-principles-for-package-repository-security/
https://openssf.org/blog/2024/02/06/time-is-of-the-essence-to-mitigate-vulnerabilities-like-leaky-vessels/
https://openssf.org/blog/2024/02/06/time-is-of-the-essence-to-mitigate-vulnerabilities-like-leaky-vessels/
https://openssf.org/blog/2024/02/06/post-quantum-cryptography-alliance-launch/
https://openssf.org/blog/2024/02/05/cve-2023-6246-root-access-vulnerability-in-glibc/
https://openssf.org/blog/2024/02/02/openssf-champions-a-more-secure-future-in-collaboration-with-public-sector/
https://openssf.org/blog/2024/02/02/openssf-champions-a-more-secure-future-in-collaboration-with-public-sector/
https://openssf.org/blog/2024/01/31/maintainer-motivations-challenges-and-best-practices-on-open-source-software-security/
https://openssf.org/blog/2024/01/31/maintainer-motivations-challenges-and-best-practices-on-open-source-software-security/
https://openssf.org/blog/2024/01/24/oss-security-sessions-fosdem-survival-guide/
https://openssf.org/blog/2024/01/18/introducing-gittuf-a-security-layer-for-git-repositories/
https://openssf.org/blog/2024/01/11/submit-to-speak-at-soss-community-day-north-america-2024/
https://openssf.org/blog/2024/01/04/openssf-election-results-for-technical-advisory-council-and-representatives-to-the-governing-board/
https://openssf.org/blog/2024/01/04/openssf-election-results-for-technical-advisory-council-and-representatives-to-the-governing-board/
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o Red Hat's Collaboration with the OpenSSF and OSV.dev Yields
Results: Red Hat Security Data Now Available in the OSV Format

An Open Source Approach to Threat Mitigation in AWS

Ubuntu Security Notices Now Available in OSV

« OpenSSF Adds Minder as a Sandbox Project to Simplify the
Integration and Use of Open Source Security Tools

Introducing Artifact Attestations—Now in Public Beta

Enhancing Open Source Security: Introducing Siren by OpenSSF

« New Guide for Package Repositories to Adopt Trusted Publishers

Where Does Your Software (Really) Come From?

¢ Neo Malware: Malicious Open Source Packages

e DruBOM: An SBOM for Drupal

« How to Make Programming Language Package Repositories

Spotlight on the OpenSSF Al/ML Working Group

More Secure
o Beyond Scores with OpenSSF Scorecard: Granular Structured

¢ Chainguard Enhances Security With OSV Advisory Feed

Results for Custom Policy Enforcement

o Improving OpenSSF Scorecard Scores: StepSecurity Automation

o Static Binary Analysis: A Final Exam for Software Supply Chain

for Four Key Checks
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Protection

¢ Case Study: Kusari's Implementation of OpenSSF

Tools and Services

« Innovative Supply Chain Security for Enterprise Cloud Platform

Service

o OpenSSF Case Study: Enhancing Open Source Security
with Sigstore at Stacklok

¢ Introducing Artifact Attestations—Now in Public Beta

¢ How Intel Uses OpenSSF Scorecard To Better Secure

Its Software Portfolio

e Scaling Up Supply Chain Security: Implementing Sigstore

for Seamless Container Image Signing
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https://openssf.org/blog/2024/11/01/red-hats-collaboration-with-the-openssf-and-osv-dev-yields-results-red-hat-security-data-now-available-in-the-osv-format/
https://openssf.org/blog/2024/11/01/red-hats-collaboration-with-the-openssf-and-osv-dev-yields-results-red-hat-security-data-now-available-in-the-osv-format/
https://openssf.org/blog/2024/10/28/openssf-adds-minder-as-a-sandbox-project-to-simplify-the-integration-and-use-of-open-source-security-tools/
https://openssf.org/blog/2024/10/28/openssf-adds-minder-as-a-sandbox-project-to-simplify-the-integration-and-use-of-open-source-security-tools/
https://openssf.org/blog/2024/08/05/new-guide-for-package-repositories-to-adopt-trusted-publishers/
https://openssf.org/blog/2024/07/31/neo-malware-malicious-open-source-packages/
https://openssf.org/blog/2024/07/31/how-to-make-programming-language-package-repositories-more-secure/
https://openssf.org/blog/2024/07/31/how-to-make-programming-language-package-repositories-more-secure/
https://openssf.org/blog/2024/07/03/chainguard-enhances-security-with-osv-advisory-feed/
https://openssf.org/blog/2024/06/28/improving-openssf-scorecard-scores-stepsecurity-automation-for-four-key-checks/
https://openssf.org/blog/2024/06/28/improving-openssf-scorecard-scores-stepsecurity-automation-for-four-key-checks/
https://openssf.org/blog/2024/06/21/an-open-source-approach-to-threat-mitigation-in-aws/
https://openssf.org/blog/2024/06/11/ubuntu-security-notices-now-available-in-osv/
https://openssf.org/blog/2024/05/24/introducing-artifact-attestations-now-in-public-beta/
https://openssf.org/blog/2024/05/20/enhancing-open-source-security-introducing-siren-by-openssf/
https://openssf.org/blog/2024/05/17/where-does-your-software-really-come-from/
https://openssf.org/blog/2024/05/08/drubom-an-sbom-for-drupal/
https://openssf.org/blog/2024/04/24/spotlight-on-the-openssf-ai-ml-working-group/
https://openssf.org/blog/2024/04/17/beyond-scores-with-openssf-scorecard-granular-structured-results-for-custom-policy-enforcement/
https://openssf.org/blog/2024/04/17/beyond-scores-with-openssf-scorecard-granular-structured-results-for-custom-policy-enforcement/
https://openssf.org/blog/2024/04/04/static-binary-analysis-a-final-exam-for-software-supply-chain-protection/
https://openssf.org/blog/2024/04/04/static-binary-analysis-a-final-exam-for-software-supply-chain-protection/
https://openssf.org/case-studies/
https://openssf.org/case-studies/
https://openssf.org/case-studies/
https://openssf.org/case-studies/
https://openssf.org/case-studies/
https://openssf.org/case-studies/
https://openssf.org/case-studies/
https://openssf.org/case-studies/
https://openssf.org/blog/2024/10/24/case-study-kusaris-implementation-of-openssf-tools-and-services/
https://openssf.org/blog/2024/10/24/case-study-kusaris-implementation-of-openssf-tools-and-services/
https://openssf.org/blog/2024/08/27/innovative-supply-chain-security-for-enterprise-cloud-platform-service/
https://openssf.org/blog/2024/08/27/innovative-supply-chain-security-for-enterprise-cloud-platform-service/
https://openssf.org/blog/2024/06/04/openssf-case-study-enhancing-open-source-security-with-sigstore-at-stacklok/
https://openssf.org/blog/2024/06/04/openssf-case-study-enhancing-open-source-security-with-sigstore-at-stacklok/
https://openssf.org/blog/2024/05/24/introducing-artifact-attestations-now-in-public-beta/
https://openssf.org/blog/2024/03/25/how-intel-uses-openssf-scorecard-to-better-secure-its-software-portfolio/
https://openssf.org/blog/2024/03/25/how-intel-uses-openssf-scorecard-to-better-secure-its-software-portfolio/
https://openssf.org/blog/2024/02/16/scaling-up-supply-chain-security-implementing-sigstore-for-seamless-container-image-signing/
https://openssf.org/blog/2024/02/16/scaling-up-supply-chain-security-implementing-sigstore-for-seamless-container-image-signing/
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JUMPSTART YOUR JOURNEY:
MASTERING OSS SECURITY
DEVELOPMENT WITH THE LINUX
FOUNDATION EDUCATION (2024-10-10)

FoTIVRETAD FFHEIHE T,

PROACTIVE SUPPLY CHAIN
SECURITY WITH GUAC (2024-06-06)

FUTRYRETADN FIFEREE TY,

BUILDING A STRONGER OPEN
SOURCE ECOSYSTEM: OPENSSF
SCORECARD (2024-03-13)

HFTUREF AN FIRELE T,
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https://forms.gle/LBGrmWguWwmojpEJ8
https://openssf.org/resources/tech-talks/openssf-tech-talk-jumpstart-your-journey-mastering-oss-security-development-with-the-linux-foundation-education/
https://openssf.org/resources/tech-talks/openssf-tech-talk-jumpstart-your-journey-mastering-oss-security-development-with-the-linux-foundation-education/
https://openssf.org/resources/tech-talks/openssf-tech-talk-jumpstart-your-journey-mastering-oss-security-development-with-the-linux-foundation-education/
https://openssf.org/resources/tech-talks/openssf-tech-talk-jumpstart-your-journey-mastering-oss-security-development-with-the-linux-foundation-education/
https://www.youtube.com/watch?v=qAC7BqkFpAE&t=1s
https://www.youtube.com/watch?v=qU6AdA9tDbI
https://www.youtube.com/watch?v=hKPsu72ol4s
https://openssf.org/resources/tech-talks/openssf-tech-talk-proactive-supply-chain-security-with-guac/
https://openssf.org/resources/tech-talks/openssf-tech-talk-proactive-supply-chain-security-with-guac/
https://openssf.org/resources/tech-talks/building-a-stronger-open-source-ecosystem-openssf-scorecard/
https://openssf.org/resources/tech-talks/building-a-stronger-open-source-ecosystem-openssf-scorecard/
https://openssf.org/resources/tech-talks/building-a-stronger-open-source-ecosystem-openssf-scorecard/
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=7y TH—T® Security Samvad. CNCF
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178
3H

o Let's Chat Open Source Security

» How To Secure Open Source Code

48
o Techniques & Tools: PINNY

 Tools & Techniques: BOLT

58
 Supply Chain Security: Fundamentals

WEHS—71>7

58
« 5 B 4 H Security Samvad in Pune

7o)

78
« 7 B 25 H Accel Cybersecurity Summit

8H
« 7 B 25 H CNCF Aug Meetup: Security
Theme (GUAC ICES=%HTT)

and more...

« Building A Culture Of Security

68
o SLSA, A Security Paradigm For
Your Builds

 Tips, Tricks, and Techniques to Ace
Supply Chain Security

g

108

« 10 B 19 H CNCF New Delhi Meetup:
Secret to Cloud Native Security

« 10 A 26 H Observability Marathon
By-Two Edition - AWS UG Bengaluru x
New Relic Oct meet-up

+ Is What You See, What You Deploy? AllDayDevOps conference

+ Scorecard: Assessments Made Easy KubeCon Hong Kong

« Security: Shift Left, or Swipe Left? DevOpsDays Kerala

EDMDIR K

« IndiaFoss 2024 (2024 £9 B 7T H~ 8 H. XY HIL—IL)
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https://www.youtube.com/live/D_0TOIW4Eu0?si=YjrECfuqXod870Pd
https://www.youtube.com/live/IWlDwiB3iqw?si=fSDW11aLI4DspsYO
https://www.youtube.com/live/orJwFKnrGHE?si=dLfkkgYBGJQwmO-x
https://www.youtube.com/live/8jUklx6rwZQ?si=79T3y_EEmjePQda_
https://www.youtube.com/live/UqbePshRNeo?si=keHevPxUhtYADITS
https://www.youtube.com/live/UqbePshRNeo?si=keHevPxUhtYADITS
https://www.youtube.com/live/DQDMsjLta9Q?si=YpNEMPI8kinVGr7i
https://www.youtube.com/live/eqv4aR6LFeg?si=GzLMOBGvHN3dCrIi
https://www.youtube.com/live/eqv4aR6LFeg?si=GzLMOBGvHN3dCrIi
https://www.youtube.com/live/SMOXA1Tr5hI?si=d_TgirADaZIvLJ5E
https://www.youtube.com/live/SMOXA1Tr5hI?si=d_TgirADaZIvLJ5E
https://www.meetup.com/kubernetes-pune/events/300494016/
https://lu.ma/AccelCybersecSummit2024
https://community.cncf.io/events/details/cncf-hyderabad-presents-august-secure-meetup/
https://community.cncf.io/events/details/cncf-hyderabad-presents-august-secure-meetup/
https://community.cncf.io/events/details/cncf-new-delhi-presents-secure-i-ous-solutions-secret-to-cloud-native-security/
https://community.cncf.io/events/details/cncf-new-delhi-presents-secure-i-ous-solutions-secret-to-cloud-native-security/
https://konfhub.com/observability-marathon-by-two-edition-aws-ug-bengaluru-x-new-relic-oct-meet-up
https://konfhub.com/observability-marathon-by-two-edition-aws-ug-bengaluru-x-new-relic-oct-meet-up
https://konfhub.com/observability-marathon-by-two-edition-aws-ug-bengaluru-x-new-relic-oct-meet-up
https://youtu.be/88jdTmvnGVs?si=e91sfg4PoMVxCAvl
https://youtu.be/ZYjdR00EArI?si=rFzDt4XOmVsUl0LA
https://fossunited.org/indiafoss/2024/booths
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https://openssf.org/training/courses/
https://openssf.org/training/courses/
https://openssf.org/blog/2024/04/15/open-source-security-openssf-and-openjs-foundations-issue-alert-for-social-engineering-takeovers-of-open-source-projects/
https://openssf.org/blog/2024/04/15/open-source-security-openssf-and-openjs-foundations-issue-alert-for-social-engineering-takeovers-of-open-source-projects/
https://openssf.org/blog/2024/04/15/open-source-security-openssf-and-openjs-foundations-issue-alert-for-social-engineering-takeovers-of-open-source-projects/
https://openssf.org/blog/2024/04/15/open-source-security-openssf-and-openjs-foundations-issue-alert-for-social-engineering-takeovers-of-open-source-projects/
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https://www.youtube.com/watch?v=7k3cHftuv9c
https://www.youtube.com/watch?v=7k3cHftuv9c
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https://landscape.openssf.org/card-mode?project=member
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44, OpenSSF. Linux Foundation Education. Cloud
Native Computing Foundation (CNCF) I&. 7XU7# RJA
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THEEFRIC Kubernetes X V5V R 21747 X a7
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DAL= TFINcDWTESZ5#L< : OpenSSF, Linux Foundation Training & Certification, and CNCF Announce
Scholarships to Support Women in Jordan Entering the Cybersecurity Field in Collaboration with US White House National

Security Council

2024 F X2 7BV IV I THEI-ADEHEEE

Fhi=bBld. EDEFaT7RYINIITOERAEZERIALZZETZIRESLV 1 F2BILEL, Developing
Secure Software] (LFD121) DX I—IANDEFREHIE. FEFCLLERLT20% B (7,990 A) EWSHFIDBEE
ZIEBAMEEBIDE Lo THIC. edX DEFNDI—R (LFD104x. LFD105x. H KT LFD106x) *ZELI-A#DIE
ZFLTe Ffz. TSigstorel; & TOpenSSF Scorecard) MDO—XZZELIARIL 1,000 AEBR ELT,

Developing Secure Software - LFD121 Secure Software Development:
2024 F — AFEH 1 8,186 A Implementation - LFD105x
2022 — 2024 FAFER 1 19,980 A 2024 F — AFHEH 1605 A

— =] :
Securing Your Software Supply Chain 2020 £ — 2024 FOAFEH 1 3,592 A

with Sigstore - LFS182x Secure Software Development:
2024 FF — AFEH 191 A Verification
2022 — 2024 FAEEH 1,551 A and More Specialized Topics - LFD106x

. . . 2024 F — AFEH 1 4TT A
Securing Projects with OpenSSF . e .
Scorecard - LFEL1006 2020 & — 2024 FOAFERK 1 3,279 A

2024 F — AFEH 1852 A *ChSOEFIE 2024 F 11 B 18 BEATTYTF—h
2023 — 2024 FAFEH 1 1,254 A ThTLED,

Secure Software Development:
Requirements, Design, and Reuse -
LFD104x

2024 F — AFEH 11,213 A

2020 £ — 2024 FOAFER 1 7,031 A
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https://openssf.org/press-release/2024/03/04/openssf-and-linux-foundation-training-certification-announce-scholarships-to-support-women-in-jordan-entering-the-cybersecurity-field-in-collaboration-with-us-white-house/
https://openssf.org/press-release/2024/03/04/openssf-and-linux-foundation-training-certification-announce-scholarships-to-support-women-in-jordan-entering-the-cybersecurity-field-in-collaboration-with-us-white-house/
https://openssf.org/press-release/2024/03/04/openssf-and-linux-foundation-training-certification-announce-scholarships-to-support-women-in-jordan-entering-the-cybersecurity-field-in-collaboration-with-us-white-house/
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OpenSSF BERYID 0SS 1> 7TV )Y —2X Siren ZzO—>FLE T,

LF & OpenSSF (3. EFa7RY I 7REBEICETIMEZRRLTVET,

OpenSSF (. DARPA Al Cyber Challenge (Z&ML £95

OpenSSF. DHS XU CISA L1g# L. Global Software Supply Chain Project #O0—>FL %7,
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https://openssf.org/blog/2024/05/20/enhancing-open-source-security-introducing-siren-by-openssf/
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Washington Post (A4 1 {% 3,890 FEa—)

Hackers race to win millions in contest to thwart cyberattacks with Al

OpenSSF MEIEE T#H S Brian Behlendorf Kl&. DARPA Al Cyber Challenge IZB89 2 KHR1E
BAR=)—D—ELT. 7—F>V—-XtFa7rOEEMZH L F LT

NPR

The Hack that Almost Broke the Internet

7t OpenSSF @ GM T#3 Omkhar Arasaratnam Fid. NPR OEAHIF L. XZ Utils D/\w o RT
BESEEIC DWW, TThud. =TV —R S EHEL TEHEDKBBIDVELDOTLES. <
DESHMBAISHLLRITNIEARS BV EVWSEEIE. MRBEWBDICRZEEENENBDET) 5B
hFEL7

Politico (Af] 5,200 AEa2—)

Hacking The Gender Gap

ERZLFERE L OpenSSF H& U Linux Foundation Y DIREICDWT. JILA>DLET=5BIC
250 DERFAN—tFa)Tr I—RBEERZIRELTVSZLICDOWVWT, TAN—BLUFHE
MR YOERREFREBERRIETHS Anne Neuberger i, TCHIZIINA> DL EIBIIER
BRFINZHICDITEE. BROREREBICEMISZITLELD] CBERTWVET,

Reuters (AR 8,400 FEa—)

Open source groups say more software projects may have been targeted for sabotage
OpenSSF & OpendS (3. XZ Utils ICBED/N\v I RT7ZIB/ALL DS & LIt AL LI-EHTIE
B0 Ffoo D JavaScript 7O TV MBIENE I TW el e ZRsEBRZREERLE L.

Fortune (A 3,630 FEa—)

After a failed Linux backdoor attempt grabs headlines, open source leaders warn

of more attacks

OpenSSF & OpenJS (3. XZ Utils LZNICKHIKIRBICDOVWTRDESICEIALTVWET, TTnso
V=) TVOZTVIIRBIE. X7 F =D TOS M aZa-7rIcHLTIRVWTWS &
BRTERL. BOoZRAILTRHDTT, HRIEEEDNEDLSIZRERLTLEIMNIBEZRAITT
22V BERME. HFER. TOPIIMIFRERTETVARLDTIIBLD L TRIFEE
HETAEDODD DD, V=9I IV 2TV RED—ETHDRREMED B D F T,

Gizmodo (AR 1,680 FEa—)

Open source Cybersecurity Is a Ticking Time Bomb
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S IV ZTIVIREIF. X7 F DO AZaZTrICH LTIV TV RER
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https://www.washingtonpost.com/technology/2024/07/27/pentagon-cybersecurity-ai-hackathon-darpa-challenge/
https://www.npr.org/2024/05/17/1197959102/open-source-xz-hack
https://www.politico.com/newsletters/national-security-daily/2024/03/05/catastrophic-fears-in-washington-as-haiti-crisis-worsens-00144923
https://www.reuters.com/technology/cybersecurity/open-source-groups-say-more-software-projects-may-have-been-targeted-sabotage-2024-04-15/
https://fortune.com/2024/04/16/xz-utils-open-source-linux-javascript-vulnerabilities-social-engineering/
https://fortune.com/2024/04/16/xz-utils-open-source-linux-javascript-vulnerabilities-social-engineering/
https://gizmodo.com/open-source-cybersecurity-is-a-ticking-time-bomb-1848790421
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The Economist. Why is so much of the internet’ s infrastructure run by volunteers?. (April 23,2024)

Axios. 1 bigthing: Open source developers face a potential crisis. (April 19, 2024)

Quartz, Open source cybersecurity could derail the internet as we know it. (May 10, 2024)

The Register. OpenSSF sings a Siren song to steer developers away from buggy FOSS. (May 20, 2024)

The Hacker News. New OpenSSH Vulnerability Could Lead to RCE as Root on Linux Systems. (July 1,2024)

TechTarget. Linux group announces Post-Quantum Cryptography Alliance. (Feb. 6,2024)

CSO. Keeping up with Al: OWASP LLM Al Cybersecurity and Governance Checklist. (March 14, 2024)

Dark Reading. Under-Resourced Maintainers Pose Risk to Africa’ s Open Source Push. (July 22,2024)

The New Stack. There Is Just One Way To Do Open Source Security: Together. (October 23, 2024)

ZDNet, Technologist Bruce Schneier on security, society and why we need ‘public A’ models. (October 24, 2024)

SC Magazine. Crowdstrike: The Aftermath - PSW #836. (July 27, 2024)

TechStrong. Securing Open Source as Critical Infrastructure with Omkhar Arasaratnam at OSS Seattle 2024. (April 19, 2024)

SiliconANGLE. Enhancing open source security: Collaborative strategies from OpenSSF. (March 21, 2024)

InfoSecurity Magazine, RSAC: Three Strategies to Boost Open source Security. (May 8, 2024)

Help Net Security. One-third of dev professionals unfamiliar with secure coding practices. (July 19, 2024)

InfoQ. Sigstore: Secure and Scalable Infrastructure for Signing and Verifying Software. (Feb 29.2024)
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https://www.economist.com/the-economist-explains/2024/04/23/why-is-so-much-of-the-internets-infrastructure-run-by-volunteers
https://www.axios.com/newsletters/axios-codebook-567e105e-263a-43d9-8fb4-e5f57739bc40.html?utm_source=newsletter&utm_medium=email&utm_campaign=newsletter_axioscodebook&stream=top
https://qz.com/open-source-cybersecurity-could-derail-the-internet-as-1851466715
https://www.theregister.com/2024/05/20/openssf_siren_warning/
https://thehackernews.com/2024/07/new-openssh-vulnerability-could-lead-to.html
https://www.techtarget.com/searchsecurity/news/366569059/Linux-group-announces-Post-Quantum-Cryptography-Alliance
https://www.csoonline.com/article/1313475/keeping-up-with-ai-the-owasp-llm-ai-cybersecurity-and-governance-checklist.html
https://www.darkreading.com/application-security/under-resourced-maintainers-pose-risk-to-africas-open-source-push
https://thenewstack.io/there-is-just-one-way-to-do-open-source-security-together/
https://www.zdnet.com/article/technologist-bruce-schneier-on-security-society-and-why-we-need-public-ai-models/
https://www.scmagazine.com/podcast-segment/13076-crowdstrike-the-aftermath-psw-836
https://techstrong.tv/videos/open-source-summit-na-2024/securing-open-source-as-critical-infrastructure-with-omkhar-arasaratnam-at-oss-seattle-2024
https://siliconangle.com/2024/03/21/enhancing-open-source-security-strategies-openssf-kubeconeu/
https://www.infosecurity-magazine.com/news/strategies-boost-open-source/
https://www.helpnetsecurity.com/2024/07/19/devs-secure-coding-practices/
https://www.infoq.com/presentations/scalable-infrastructure-sigstore/
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https://openssf.org/getinvolved/
https://openssf.org/join/
https://www.linkedin.com/company/openssf/
https://twitter.com/openssf
https://bsky.app/profile/openssf.org
https://social.lfx.dev/@openssf
https://openssf.org/newsletter/#newsletter
https://openssf.org/getinvolved/
https://openssf.org/download-the-2024-openssf-annual-report/
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