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)V —R

Ja—nWHYAN—R) ==X T TL—TD)JV—R :

e Global Cyber Policy WG GitHub

« #wg—globalcyberpolicy on Slack

e Global Cyber Policy WG Mailing List

* GRA Readiness+Awareness SIG Mailing List

* GRA Tool ing+Process+Formats SIG Mailing List
* GRA Spec Standardization SIG Mailing List

RBEDOLR—FEHIFUR

e Guidelines on reporting vulnerabilities specific to LF projects
and foundations.

e List of Linux Foundation projects

e Linux kernel security vulnerabilities should be reported to
security@kernel.org as described in the Linux kernel security bugs
page

e Report vulnerabilities specific to Linux Foundation infrastructure
or the main LF website by emailing security@linuxfoundation. org

« Alert on social engineering takeovers

XAV TFALADRRMNTISHTF4REY—IL:

e Alpha Omega partners with 0SS project maintainers to systematically
find and fix new, as-yet-undiscovered vulnerabilities in open source
code

e ONCF fuzzing handbook describes what fuzzing is and how to apply it

e OpenSSF Technical Initiatives, including Best Practices Badge,
Scorecard, Sigstore and more

o System Package Data Exchange (SPDX) open SBOM standard (ISO/IEC
5692:2021)

e Post Quantum Cryptography Alliance for the adoption and
advancement of post quantum cryptography

HZEIVYV—R

AEHDOEEER
o Kubernetes and Cloud Native Security Associate (KCSA)
e Certified Kubernetes Security Specialist (CKS)

EEFICEBPL—=250—2R
o Security and the Linux Kernel (LFD441)
o Kubernetes Security Fundamentals (LFS460)
o Zero Trust Security with SPIFFE and SPIRE (LFS482)
o Security Coding Fundamentals (WSKF601)
o Understanding Vulnerabilities and Security Threats (WSKF603)

NVRAVREBI—UavT
» Securing Coding Fundamentals (WSKF601)
» Understanding Vulnerabilities and Security Threats (WSKF603)

FEOEE NL—=2T
» Developing Secure Software (LFD121)
» Developing Secure Software — Japanese version (LFD121-JP)
» Securing Your Software Supply Chain with Sigstore (LFS182)
» Understanding the OWASP® Top 10 Security Threats (SKF100)
» Introduction to DevSecOps for Managers (LFS180)
o Introduction to Zero Trust (LFS183)
o Cybersecurity Essentials (A Must-Have for ALL Employees) (LFC108)

M O EREFEE (60-90%)
» Security Self-Assessments for Open Source Projects (LFEL1005)
» Securing Projects with OpenSSF Scorecard (LFEL1006)
o Automating Supply Chain Security: SBOMs and Signatures (LFEL1007)

ES—=>4 a—2Xx
» Kubernetes Security Essentials (LFS260)
o Mastering Kubernetes Security with Kyverno (LFS255)
e Modern Air Gap Software Delivery (LFS281)
« Implementing DevSecOps (LFS262)
o Mastering Infrastructure Security: Strategies, Tools, and Practices
(SKF200)
e Cloud Native Fuzzing Fundamentals (LFS251)
» Detecting Cloud Runtime Threats with Falco (LFS254)

WR
e Empirically driven, security-specific insights from LF Research



https://c212.net/c/link/?t=0&l=en&o=4352621-1&h=3194203270&u=https%3A%2F%2Fgithub.com%2Fossf%2Fwg-globalcyberpolicy%2F&a=Global+Cyber+Policy+WG+GitHub
https://c212.net/c/link/?t=0&l=en&o=4352621-1&h=1431242090&u=https%3A%2F%2Fopenssf.slack.com%2Farchives%2FC084A6XPX0F&a=%23wg-globalcyberpolicy+on+Slack
https://c212.net/c/link/?t=0&l=en&o=4352621-1&h=3338411423&u=https%3A%2F%2Flists.openssf.org%2Fg%2Fopenssf-wg-globalcyberpolicy&a=Global+Cyber+Policy+WG+Mailing+List
https://c212.net/c/link/?t=0&l=en&o=4352621-1&h=3338411423&u=https%3A%2F%2Flists.openssf.org%2Fg%2Fopenssf-wg-globalcyberpolicy&a=Global+Cyber+Policy+WG+Mailing+List
https://c212.net/c/link/?t=0&l=en&o=4352621-1&h=661770266&u=https%3A%2F%2Flists.openssf.org%2Fg%2Fopenssf-sig-cra-tooling&a=CRA+Tooling%2BProcess%2BFormats+SIG+Mailing+List
https://c212.net/c/link/?t=0&l=en&o=4352621-1&h=3253816624&u=https%3A%2F%2Flists.openssf.org%2Fg%2Fopenssf-sig-cra-standards&a=CRA+Spec+Standardization+SIG+Mailing+List
https://www.linuxfoundation.org/projects?hsLang=en
https://www.linuxfoundation.org/projects?hsLang=en
https://www.linuxfoundation.org/projects?hsLang=en
https://www.kernel.org/doc/html/latest/process/security-bugs.html
mailto:security@kernel.org
https://www.kernel.org/doc/html/latest/process/security-bugs.html
https://www.kernel.org/doc/html/latest/process/security-bugs.html
mailto:security@linuxfoundation.org
https://www.linuxfoundation.org/blog/openssf-openjs-alert-for-social-engineering-takeovers-of-open-source-projects?hsLang=en
https://alpha-omega.dev/?__hstc=14087400.cf6a059deff4c028bb6a4cdbf15f35e1.1721254603141.1738552556071.1738607035219.27&__hssc=14087400.3.1738607035219&__hsfp=1298092452
https://github.com/cncf/tag-security/blob/main/community/resources/security-fuzzing-handbook/handbook-fuzzing.pdf
https://openssf.org/projects/
https://spdx.dev/
https://pqca.org/
https://training.linuxfoundation.org/certification/kubernetes-and-cloud-native-security-associate-kcsa/
https://training.linuxfoundation.org/certification/certified-kubernetes-security-specialist/
https://training.linuxfoundation.org/training/security-and-linux-kernel-lfd441/
https://training.linuxfoundation.org/training/kubernetes-security-fundamentals-lfs460/
https://training.linuxfoundation.org/training/zero-trust-security-with-spiffe-and-spire-lfs482/
https://training.linuxfoundation.org/training/securing-coding-fundamentals-wskf601/
https://training.linuxfoundation.org/training/understanding-vulnerabilities-and-security-threats-wskf603/
https://training.linuxfoundation.org/security-workshops/
https://training.linuxfoundation.org/security-workshops/
https://training.linuxfoundation.org/training/developing-secure-software-lfd121/
https://training.linuxfoundation.org/training/developing-secure-software-lfd121-jp/
https://training.linuxfoundation.org/training/securing-your-software-supply-chain-with-sigstore-lfs182x/
https://training.linuxfoundation.org/training/owasp-top-ten-security-threats-skf100/
https://training.linuxfoundation.org/training/introduction-to-devsecops-for-managers-lfs180x/
https://training.linuxfoundation.org/training/introduction-to-zero-trust-lfs183x/
https://training.linuxfoundation.org/training/cybersecurity-essentials-lfc108/
https://training.linuxfoundation.org/express-learning/security-self-assessments-for-open-source-projects-lfel1005/
https://training.linuxfoundation.org/express-learning/securing-projects-with-openssf-scorecard-lfel1006/
https://training.linuxfoundation.org/express-learning/automating-supply-chain-security-sboms-and-signatures-lfel1007/
https://training.linuxfoundation.org/training/kubernetes-security-essentials-lfs260/
https://training.linuxfoundation.org/training/mastering-kubernetes-security-with-kyverno-lfs255/
https://training.linuxfoundation.org/training/modern-air-gap-software-delivery-lfs281/
https://training.linuxfoundation.org/training/implementing-devsecops-lfs262/
https://training.linuxfoundation.org/training/mastering-infrastructure-security-strategies-tools-and-practices-skf200/
https://training.linuxfoundation.org/training/cloud-native-fuzzing-fundamentals-lfs251/
https://training.linuxfoundation.org/training/detecting-cloud-runtime-threats-with-falco-lfs254/
https://www.linuxfoundation.org/research

BB 7 A

AFZE(X. Linux Foundation Researché&
OpenSSFAY20254E1 B I L f=WebFAZEIZE DLy
TWET, COREIX. BFOHY A /N\—tFa
)7 4 BHEMNSST I RF LIZRIFT BIEML
%72.“ Eﬁﬁ?’é Z & ’E’EE’]& LT L\iT ZYKt
%LT@%%@ADﬁdlomTR%L¥¢D

uﬂﬁ@ﬁﬁﬁb‘bli -U-Jjo)l/ /\’f 7xo)nlbngké
BRRL., BVWT— 2 REZHRIHICENEE
Tl YT INA T RIZDWNTIE, Linux
Foundation®MMAZE., *>2/\—, /8\—+F— O
SaZT4. Y=y AT THLFEATRE
BYUTIWEREL, Y2 TIL N4 T ADOHR
[CBHFELIz, T2 MEBEICDOVTIE, KL
REBEIRY Y==Y., PO—FDRY ) —
ZVUVEBM. TAREFIvIEERL, |
EENTEMABERTR L CERBICIERICEZET
EHTRLEMAMBEREZBEL TSI LZHR
LFEFL,

RET—2F. ER/ELEOEE, [TRUH—
BEUH—ERTONAZ— FEFERK. ¥

MRS, BN OIELFE Lz, BEEL.

HBRARGERE, REOREICELAY ., BHOM
gL T—2ERELEL,

FAEIIS8DEMTER SN, RV Y—=2F, BEE
DAO#iEH. CRADEREE. CRADEKREB|ID B2 ERHIZD
WTREbh, BuEEE, 0SSAFa1T— K, EEFO0SS
BAHREERITOEI a3 vERITONTHVET, AEA
DT7HIER, T—21y b, BAEHEEICOLNTIE, U
TORAEBET 27V RERECELESLY,

HEEIZIE, UTOEEZHE-ITEREZEENESENTL
F LT,

« 0SSHOBMZIFEELTLWAIRENBYET
* 0SSADREAEZBATELIRENHYET
- ERMBEBATEZIDRENBYET

Linux Foundation ResearchiZ & %37 132024

F128 L2025F1AICE RSN, FAE(F202541
BIZEBEINFE Lz, &§51685RDEIEEHGR

EDOR#EL I avICEABZTLEL, WEE
BDY 2 TILEIE180~205, RF 17— K34,
OSSEARE (X126 TT ., REEDHY > TILHDR
ElE. 0%ELFEET+3. 2%, I5%EFEE T+3. 8%
T9,

AR L ARBERERBIR 4 — 7 V=R BT LA = LV AEITHET D YR IO R LB

21



BREICH TS AAHKE

R15IZRT & 512, AAEIIIELEL
MEBMLERLTHY. BIEED
48%H A —R v/ 29%HVKEL DT
A 10007 OTF KEEMBICHA
BEVLWTWET, BEEDEFEALE
BRI TLNET,

B16I2Rd &SI, FRATIHFER
Hffr (38%) MEEIMIZZL . RNT
E£RY—EX (8% &ZDihDFkk
BEI 2 —HHNTLET, EBR
EEasLTa Y., NREMRE (5
£E81~249%) H41%, IRIERE

(EEE250~4,9994) H29%, KR
ARG (PE% 85,0008 L) AY28%
Lo TWVWET,

AO#E I
B15 : 2025 CRAFGAE TEIEN = A O#ET
FIZEQOEOHIBIZFEATWHETN? (IDFEIRLTLESLY)

|
Vi)

A¥La, hRF7AYA, HYTHEE @7 IYUA
1F

FOTRER (FE, 4V R, B, F27=7%KE0
FoYUh
FEF=F7 F—RFSVP. =2a—P—30F%&) |
BX |
HhE
B

=D g

ZOMOEPHE GERELTEELY

48%
29%

2025 CRAGRZ. G6. H> Z/L#t = 685

BEE HLEORIFLFAFIRLEVDEFEATTA? (IDEZRRLTIEELY)

V7 b7 — MRE, TUUZT, TFTUH
AT L GBA, BB, SEB LK
¥al)7s F—A4
C-LAJL (CE0, CFO, CTO, CIO, CISO, CSO)
P4, MISRE. BRRA, R
mazyavk
IBRRE — 2x—Sv—, T4 LI 42—, EiftR
HWRHLLFTOS Sy MEE
TEESLIHEE
ITBA — 23x—Sv—, T4 LI 42—, BEiftR
A—=ToV—R TATSL FT4R OF0) F—L
VI O TEM G Syr—Tud, JY—2R)
F—H/NMFLITAR b, TUD=F
skt
BeiTHHE
EURR PFUR B
AHEE
HRET—TT2VT
FOM FERL TS

32%
14%

2025 CRAGAZE. 07, ¥> TI# = 685

22



RET—E2~ADT7O LR AB#rEt1I

Linux Foundation ResearchlZ., &£ Bg16 : 2025ECRAFAE T:EIEN - AO#Et
(JoCIy rOT—4E2 Y b E
Data. Wor ldCABELTWEY, DT HE-DRBOETEERERILCRTLORENRTIN? (IDEBRLTLLESLY
_9 ‘t’ Y I‘ (:[is EE] ;s QEGDEHE? | EFRBNRREN (ITRVH—, y—ER TANRS H—, FfldmEx) 38%
—8. RGY—ZUTBLUVT (LS e R, A%
YO GEE ZF L THABEDRERDIE Bl A 8%y b $—ER 7nlwsrf 1SP) / Nk A7 7
Eq_ v — Fbigih—c L\agg-o 2|:j°|:| AF4T (BEEEM, TO8—T4 X2 b, HER, Webt o f@fgﬂfﬁﬁf}zg k
F4RHY—F, FOLR
o x4 FEE$Linux Foundation ESAZY—ER (%H#ii::*;ﬁ»;:v;. mz:;k'i
Researchd7—4 v kI&, RERR AN
data. wor |d/thel inuxfoundation©Z . - ik (Emkii)ﬁ
V=1 1+FE 9, Linux Foundations RAAR (RS, AR
—5ty FADT J LR ERETT A SR D
Data.Wor [d7 ™0 > b DIERARLET TATIATIA CAAT /AT MR B E)
-;—O FRIE, LY, U—R
SHER
Wik, GE - HR

RAERY T4 - fjdT
ZOMH EEELTESY)

‘2025 CRAZHZ. 014, > TN = 570

HEREABHET 224 EFEAROREELBROBEMBELRA T LS, (ID2BRLTLEZELY

1~49 24%

50~249 17%
250~999 15%
1,000~4, 999 14%
5, 000~9, 999
10, 000~19, 999
20, 000~ 18%

SINBIEL, EFFREENTL

2025 CRAGEZE, 07, ¥ T/L$ = 685

23



EEIZDINT

ADRIENN LAWSONEK (L. Linux Foundation®7—42 7+ R FTY, &lL, OxfordKETHET—4% YA/ T
DADBETEEMFELEL, HX(E. AEORAR. 5. LR— MERZEIZLTVWET, BXREIhF
TIZ. OxfordKZ. Budapest Institute for Policy Analysis (THRX FEUESTHER) . EEO0ffice
for National Statistics (AR#HHE) THEFEIHEBL-BBAHLY T3, Kk, HBMIZHEILT
AZa=FTA4I2BFBA—ToVY—RDaSHKRL—2 3 v OEENBAISEVEDLERE >TWEYT, Fi:.
HElE, OSSHEERZELFRATAEEICET 2REDER EFREDOHAEL . EXEHIRMESZHIETHRE
BOXEITEVDEDLDEF>TLEY,

STEPHEN HENDRICKESIE, Linux Foundation®#fFiBLEI4ER T, Linux Foundationh, OSSANITOAEER &
HBEICESTA/ A=Y a3 VRN ELGHEMAZERT I LT, FRELGIFRALGHRITOD LY b

DEFRAREZHOTNET, HENRICKKIX, VI Dz T7ERT7F YA MELTIHOFLULEIZTO=YEST

ERERNGRARFEEEMELTVET, Devlps, 7TV 77— a3 VEH, BRRESHGE, 7TUT

—LaVvHAKELERICET AT —YDEMKRTY, HENDRICKK [, TIZDEIMZREERT H-ODKRRIE

EEMB S UERNLGHRFEOEREZRL, 2<O7 TV r—2a VAR LEBARTFICE T HHFTDELER

HEROTWLEY . HENDRICKE (1, 000A EDHRMEREL. 0O — FREVCHRZ LA VHILT 4V
JEBELT, HROKFYIFIIT7 RUF—PFIEHEDBEVRE— 7Y TREICHBENA ¥ U X ZiRt
LTWET,

P EE

REICSHAWLEEZ, EELGCERECRBEB LAGKHEBOV LV -ERICEREBLLETES,
[Z. Mirko BoehmE. Elizabeth BushardE. Hilary CarterE. Sally GooperE. Mia Chaszeykak. Mike
DolanE. Anna HermansenE., Christian (fukami) HorchertE. Angelah Liuk. Todd Moorek.
Christina OlivieroEk. David A. Wheeler&. Christopher (CRob) RobinsokZIZL®H&T 5, AEXTO
T RADHEABEREICSHRAN LW -EREDSER ELinux FoundationDEFREDEHRICEBB L EITE
ElB

24



Al : OSSTEEBEREBICH T SHREEEROIVELT

OSSEMKL ~NJL 0SS{RFFEED F 1%
At 61%
RSB  RKFELTVAEETOD Y bOI—FZERFLEY., EHAMICRELTOET 14%

HRRE BT, O— FERHBILEY. ATERELEY. FFa AV PEHRELEY LTOET 67%
REHGES  EICHBEORE LEFBR/ADSMETOTVET 50%

N . ERAOBSEEAY TS5 v —/RUA—ITRELTVET 54%

HABR : VI P TEEALTOETA, BEMICERLTOERA 54%

2025 CRAZAZE. 027~032, #> 7L = 183

A2 : CRAICH ¥ 5 2RISR E

T ——————ee

Fo(FEELTLAEN 36%
FADDLEBHLTLS 26%
EABHELTLD 17%
FELTWS 12%
ETHEHELTLD 5%
FEITEHLTLSD 4%
2025 CRAZAE. 018, ¥ L% = 685

THE

L LINUX

FOUNDATION

i BIBRRR EARARERBR : A—7' 0 Y —RTBT DA "= L2V > RIEIT D U IR Ok LWL
Research 25




A3 : Hhigi HICRAD B8 EE

ke BN RE/HF5 T T RFFE I
Fo(FEHELTLEN 34% 29% 40% 37%
FADDLEBHLTLD 27% 27% 26% 27%
EABHELTWLD 17% 18% 14% 17%
BELTWLD 13% 14% 10% 14%
ETHEHELTLD 5% 5% 7% 1%
5% 6% 2% 4%

FEITEHELTLD

2025 CRAZAZE. Q18~Q6, Y- J)L¥K = 615

A4 : f3EIRIRRICRAD B

INRRRE (1~249

hIRIE (250~

KHRHE (5000 E

FEITEHELTLS

"EE) 4,999 %8) "ER)
FoEBELTLEN 33% 32% 36% 32%
FADLLEBHELTLS 25% 21% 30% 27%
EOBHELTLD 18% 20% 15% 18%
BELTWLD 13% 16% 12% 9%
ETHEHELTWLS 6% 6% 2% 10%
5% 6% 4% 4%

2025 CRAFAZE. Q18~Q15, 4> J)L#K = 555

THE

L LINUX

FOUNDATION

Research

BBMAR L RPERELRBR : A— 70 V=BT 54— LUy REICHT 2 HEIR O R LW ELE

26



A5 : RJLY T RICRAD SR E

“e ESCE S RAFa1T—R FEEFI0SS

FoK@EHLTULAN 30% 30% 20% 34%
FAODLBELTLD 25Y% 23% 13% 33%
EARBLTLD 19% 21% 24% 14%
RELTWD 15% 15% 24% 13%
ETHRHELTWLS 6% 9% 1% 2%
FEIZEHELTLD 5% 4% 11% 4%
2025 CRAZAZ. 018~Q26. H> /L% = 389

A6 : CRAZEHL : HEIIHELZZ T TLEINESIHBRELTLEI M ?

BEEELESLEONMIRMIHISERT SORNBINLIDTAATTAT (DERRLTGEE

EIA 58%

Ry 42%

2025 CRAFAZE. 024, > J)L# = 384

A7 : CRARERH : EELAFOEBLF+5

EMELORBMSRECANTSPRNBIEAT (DERRLTGEEY

2025 1%
2026 6%
2027 28%
2028 4%
DINDIEV, FRFHEESTO 51%
2025 CRAZBE. 022, #> F)L#% = 384

i BIBRRR EARARERBR : A—7' 0 Y —RTBT DA "= L2V o RIEITR D U IR Ok LWL
Research 27

THE

L LINUX

FOUNDATION




A8 : CRAR R DBTEMLRIAIICEY S

=4

41%

(AYAY-4

59%

2025 CRAFAZE. 025, H> JIL# = 384

A : BERLOSSRF 17— FOEWNETSBHYvv T

A

43%

(AYAY-4

57%

2025 CRAZAZE. Q2. oo JIL#g = 384

A10 : SBOMSIZ & & &% E DK 7FE B

FWL, TRTORBTHIGLTVEY 34%
—HOHBTEHFIELTOVETHN, TRTORBTEHY FHA 25%
FTARTOEETHIELTWADLITTEHY FEAN., JBEFHELTVEY 6%
FAOMBIISBNEEH L TOETH, BEFEALTELT, SELHY FEA 9%
FADMEBIESBMZIDNTECREBHLTLERA 4%
DIMDIEL, FRIFHEEATL 21%
2025 CRAFAZE. 028, > FIL#K = 205

THE

L LINUX

FOUNDATION

Research

BBMAR L RPERELBIR : A— 70 V=BT 5 A N— LUy REICHT 2 WO LW ELE
28



A11 : BLERFEICE 1T H0SSHETS it B

0SSTOP Y MIKBEETOTS LADRBICESTVET 46%
BatbTavik—3y MRy FZERLTWET 20%
FYREGRBOVAR—FR Y MIBEEBRATVET 11%
HR—bRENA—=D 3 Vv FRFIVEA—TSAAN=U30DaViR—RY FEFERLTVET 9%
BAEICHEZEML TOETA, EEMALLTOEEA 0%
®ULELTOVERA 1%
DMBIEN, FEREEALL 12%
2025 CRAZAZE. 030, #> JiL#k = 205

A2 : A—H—IZEIT508StH 1) T« AIREDIY A

BEEORNTIE. MRLTLSISIYR A bokra ) TRRERRELTET AT (oEmRLE GRS I

[ZLN, 088TET Y bDEF Y T4 RKEEHMIFHELTLET 38%
HEBE. PHSATVWETYTT—rOa32=FT1 LKR—FIEKFELTVET 44%
WWE, FEALTWLAR0SSTAS Y FOEFa Y T4 HEEZERLTLELA 9%
DODE, FITHEM L 9%
2025 CRAZAZE. 029, ¥ )L = 205

A13: CRAICE S EFRY A /"\—tEF 2 T+ BHEE

BUEONMLE. UK. ¥4/ —tra) T BEELRCARTSNERRSTIAT (rnaroemR

&Ly 22%
(AYAY-4 19%
BElC. IELTWD IO Y MIEFaUTABE RvF) Z2ERICRBLTHET 16%
AMBEL, FIEREENEN 449,
2025 CRAZAE. 029, %> FIL% = 205

BBMAR L RPERELBIR : A— 70 V=BT 5 A N— LUy REICHT 2 WO LW ELE

HE
I esedlc
29

L LINUX

FOUNDATION




A14 : OSSEHAR L RILRI0SSERFFBE

ke EEE5E ERS5H
25% K 13% 5% 21%
25%~50% 21% 18% 23%
51% to 75% 20% 17% 22%
1%Ll E 41% 58% 26%
DML EFFREELSGTL 5% 1% 9%
Fi 69% 47%

2025 CRA Survey, 027 by @32, Sample Size = 193

A15 : OSSEER L A JL 5l SBOMAE R AR 352

SR A R T e

=E5E BRI S H
F, IRTORAKTHERFTY 43% 26%
Foy, —EORETERPTT 27% 25%
FTRTOBUBTERFTEHY FLAN., EREFELTNET 8% 5%
SBOMIZDWNTIFEBH L TV AAY, MERERLTE LT, SHELFEEZHY FEA 8% 12%
SBOMIZDWVT 2K RE L TLEEA 0% 9%
DINDIEL, FRFHEESTO 14% 24%

2025 CRAZAZE. 028~Q32, > J)L#K = 193

THE

L LINUX

FOUNDATION

Research

BBMAR L RPERELBIR : A— 70 V=BT 5 A N— LUy REICHT 2 WO LW ELE

30



A16 : OSSEHELL RJLAI0SSEF 1 1) T 1 DAItHE

#wa =EEE BEEE5E
[FL, 088TAT Y bDEFa Y T4 RAREEHMISFTFHELTLET 38% 51% 26%
HHBREE. 2HASATVE 7Y IT— PRI I a=F 1 LAR—MIUKTFELTWET 46% 36% 55%
WWE, B-BARATR088T02 ) DX TARKEHRLTLERA 9% 7% 12%
AHBEN, FEHEEMNTN 7% 7% 7%

2025 CRAZAZE. 034~Q32, H > J)L# = 173

A17 : OSSHER L RIVBI EBRAD Y A N—t X2 ) T4 BEAOEBEE

we =EEE BEREEE
F 21% 27% 16%
(AYAY-4 20% 10% 28%
RS, &FLTVWATAZ Y bOLFRICEF U TABE URvF) ZEMLTVET 16% 30% 4%
DB, EFHEEALL 43% 33% 51%

2025 CRAZAZE. 029~Q32, > F)L# = 193

A8 : 245 (1) Y4 N\—tFa U T4 KU S—ITH/HIET SR F 2T — FOEMIK,

(&1 74%
BAY 18%
BBDHL, FFRELSTL 9%

2025 CRAZAZE. 040, oo J)Lsg = 34

THE

L LINUX

FOUNDATION

Research

BWAR & RHARRIR

A =T = RIBF YA N LV AR D IR L O LV ELE

31




A9 : fEBHDBIEICEYT SR F 17— FOEH

[FLy, HESSHEERBMICHEL. BELTWET 68%
[FLy, =L, BBEAORBELI—F—DOBEDNH S BEDHTO>TVET 21%
WWZ ., MEORREINBOERELLI—Y—ITEELTWET 6%
AHBEN, FEHEEMNTN 6%
2025 CRAFFZE. 041, #> FL#K = 34

A20 : 3245 (1) IS HAEEMLEREEZRET DDA F 17— FOER

FAOEX VT A REF Y RILERELTULET (B : securitylemail, JFABADMEIEERE) 65%
RRFADEX21) T4 HBICETIBEEZIIA T LHABLTWET 56%
WEHNA FSAVEED-EF2 YT+ RYS— (f: SECRITY.md) #EfHLTLET 53%
BEEOBVWEF 1) T REENEBET S-OORELTOERAHY ET 50%
XA TAREADT T U— bERREAA RS VERELTVET 24%
BRMEHREELERELTOERA 12%
ZOM (BEMIZTEALEZEW) 9%
DIMDIEL, FRIFHEEALL 9%
2025 CRAZAZE. 045, > TIL% = 34, ARM = 34, WERM = U

THE

L LINUX

FOUNDATION

. RBARRERARBBR : A — 7 V=BT DA N— LD = RIETHT 5 HERRR IO R LU ELE
Research 32




A21 : RF 27— FHEBEIZ & 1T S ERFRARDEH

BEt S EEFERERY—LEFERAL TS 59%
SBOMZ#f#F - BEL TLVD 32%
RKERRURX FEFHTEELTLS 26%
XU T LERGEKRERREEMNICERL TV 15%
B, EEEREARRMICER L TLAEL 9%
DL, FELFEEALL 12%
2025 CRATBE. 043, > FILH = 34, M = 04, WERY = 52

A22 - BERIBEF YT A BEHCH T HRF 17— FOEMKK (F255)

BEtshtztxa )T Ra7YT Y—ILEFERLTVET 21%
ARAEINEXEZBLTEFa Y T REESIAALTVET 18%
EHMICE=EIC LD X1 TAHEEEZZITVET 18%
IZ2=FADOLE2—TOEREBLTEF 2T AICETIERERILTLET 18%
EXBEF2)TARBHETOTSLIZSMLTUVET (il : OpenSSFRR b TS5 F 4R 1Rw D) 15%
REDEXF1)TAIRENDENZHFELTNET 12%
BEELESAEEBATEX 2 T AR EXBLELTVET 9%
BE 7Sy bMIlE, $RXTOTAS) bOEF21) TR EBLT 5T SNHEBEERF—LAHY 9 9%
B, £¥a )T RETOERRIBYFLA 32%
T (BHARIZSRACEEL) 6%
AHDIRLN, FFREEA L 12%
2025 CRAZAZE. 049, 4> FIL$h = 34, Ak = 34, HWERE = 57

THE

L LINUX

FOUNDATION

BBMAR L RPERELRBR : A— 70 V=BT 54— LUy REICHT 2 HEIR O R LW ELE

Research 33




A23 : BRIDBREBASN TV SMBEORE EXGSA VO TY FOBRAICET 5 R Fa7— FOERIKR (F24% 3) )

BREBAORETOERAIREISA TS 29%
HICHRETNELVNETOh>TOETH, EXGTOEINHY EFEA 18%
BREEH  TOEXHBTHTHS 35%
HEA D XLDEFESATLEND 18%
2025 CRAZRZE. 047, H> T = 34

A24 . TIRERADFE N/ XERBICEET SR F 17— FOERKR (F245 (2) )

L

TV, XEFEBTETNET 9%
—BOXEFERTETVET 24%
RE. ERPTT 12%
XEFERESNTOEEA 26%
DMBIEL. EITHEEALE N 29%
2025 CRA Survey, 046, Sample Size = 34

A25 : CRA ISk Z0SSBARE~ADEE

R DN B e A L

LR, BAICERShS LB TOERA 24%
BASNDAREMERHYEIH, BEXHYFEA 59%
T, BHEL L TEEEZTHTHEMENH D EBVET 17%
2025 CRABAZE. 053. +> 7)L% = 126

THE

L LINUX

FOUNDATION

i BRARERHBRBUR : 4A— 72 Y —RCBF DA = LY Uy REITHT 5 ROk LW BT
Research 34




A26 : OSSEHREBICE > TRBVEBEZESNS LT UL

OBV BICHBEEE LSS, BEZHMONIAREENHY FT 54%
BIROER EFMHGHEZEORANOVTNEEA 44%
CENBHERKIERLEEES. BHOT0C ) MHAERHELTRDLAINESIHTHTT 40%
0sS7ovxy phfEETHELIS L. BEFEHOLSICBbhdnd Lhln 33%
O (EAFRMIZISEALEZELY 6%
DELTWEEA 13%
DIMNBIEN, FEHEEATO 6%
2025 CRAZAZE. 046, > T = 34

A27 : ARG IR DL B

[FLy. BAHEGERNHNIERLTEET 75%
WWE. TRTHIRRERLFET 6%
FTHTY., BRSNDIAA T RARETYT 20%
2025 CRAFBE. 055, > FILHK = 126

THE

L LINUX

FOUNDATION

. RBARRERARBBR : A — 7 V=BT DA N— LD = RIETHT 5 HERRR IO R LU ELE
Research 35




A28 . OSSEME #XEY 55

CRADMEANIZED & SICEAEN BN DT ORI 81%
CRADEAEN S, FF@BERASAEWLSFT YL 0OH 81%
F—ToV—RBEFELERFHLENEOAI TR 60%
BLEEM FE. vEF— 79 avd) 52%
O (BARMIZEALTSIZELY) 6%
AHBEL, FEHEEMNTN 2%

2025 CRAZAZE. 056, > JILK = 126, H¥h%k = 126, #S K%k = 356

A29 : BlEREICE > TOELFRE

(UOBEREAOBHAOHBIHLT, LOLIBMENBELAATLEIHT BUTILOETSTRRLTCREW

WEOMEM S LENEEIET ER 47%
GISAH—L0SSTAV Y bDIUK—H > FACRAREICEI L TS = & ORER 46%
CRAJAHI~ DAY £ SEBIT 5 LB D IR 42%
CRAESFIZAANB TR b 40%
SBOND AR, TH. &5& Ut — K/A—F 1 DIKEBF OB 39%
CRAZE & i) ERRHIDRES 39%
REWVI RV THRESA THA I IILOEE 36%
BHUEERORE : BR. /v FER, BLURBUBE 32%
YA NR—EF2YTF 4 RV IOBMEAL bL—Z2 T DZ—X~DRIG 28%
ZOH (BHEMIZEALTEEL) 2%
BEGL 1%
HMSR, EEREA AL -

2025 CRAZAZ. Q36. > )L = 180, H¥hEk = 180, S Kk = 669

THE

L LINUX

FOUNDATION

Research

BBMAR L RPERELRBR : A— 70 V=BT 54— LUy REICHT 2 HEIR O R LW ELE

36



A30 : BEEREOREBESEE

Xy w IO CRARHICHT HRAEDREDTET 5 41%
Y—)L & BEL : SBONER. MR TYY, AV TSAT7URBHOEODY—ILEBEAT S 38%
TOCRE BFESAT YAILEY TS AFz—oDT—Y TA—HANR—tEF 2 T4 EHHAT 35%
AMBR : (RABHEAR b TSV TFARICODVWTF—LEIL—=2TFD 26%
aA5RL—2ay  $ITSAY— A—ToVy—X Tadz /b, RHELBLEEL. BEMHERET D 24%
FHRES  LEGRAES L CEREOT Y T L—FOO0ELEHET S 18%
DHBIEL, FFRHEEAZL 32%

2025 CRAZAZE. 037, U J)L# = 180, AHxh#k = 180, #ME R = 386

Ml1: ZF21T—FIZE>TRVBELGY Y—R

RERERLTEOC. Ta5) HaAbeREYR- AT @oeRLTaR |

BBEZE (Bl AR, EXa T4 Y=L, A VT S~DEERM) 50%
EHXEEAAT VR 47%
B V—R (fl: £HEEF2UT4Y—IL BREIVTIATUR TS5y T+ —L4) 44%
BENSDOXE (Bl FELShizEXa )T TALR £ERRX b+ T3 T4 R BRI I— TL—LT—Y) 26%
ALY —hoDXiE Bl : 7Y TR M)—L~DER, JV—X) 24%
tXal)TFa b L= TERFaAUE 18%
A3a=T4 YR—F B RRFETF—L) 6%
Zoft (BAEMIZIRALEELY 3%
DMDIEL, FRFHEEATL 12%

2025 CRAZAZE. 052, U JIL# = 34, Axhsh = 34, HWER¥K =78

THE

L LINUX

FOUNDATION

Research

BBMAR L RPERELRBR : A— 70 V=BT 54— LUy REICHT 2 HEIR O R LW ELE

37



A32 : CRADREIZHETELZVADS

LRBEORREFY—ERERELTLS 254
TR FELFHF—ERFRELTNS I, TaLHLEY FERD) 20%
BUTHEE (7EAK. 2. M. thig, F-13E) 10%
FERBAE LB %
S H RS 8%
ZOMOEK (BFMIZRBALTEELY 6%
SE BRTHRET>TLADA, KREE, HEE, BBE (FZHEL 27%

2025 CRAZAZE. Q12&£0Q7, o FILHk = 196

THE

L LINUX

FOUNDATION

Research

BBMAR L RPERELBIR : A— 70 V=BT 5 A N— LUy REICHT 2 WO LW ELE

38



X facebook.com/
TheLinuxFoundation

n x.com/linuxfoundation

linkedin.com/company/
TheLinuxFoundation

Copyright e 2025 The Linux Foundation

Z M LHR— ~IE. Creative Commons
Attribution-NoDerivatives 4.0
International Public LicenselZ&EDL\T
SAEVRESATWET,

COMEESET BICE. RDELSI5IA
LT &L Adrienn Lawson, Stephen
Hendrick, T[Unaware and Uncertain: The
Stark Realities of Cyber Resilience
Act Readiness in Open Source] .

Christopher (CRob) Robinsoni= &k 5 F X.

The Linux Foundation. 20254381,

CORAREXEL., LRBLKR—LDBERE
LT The Linux Foundation Japan A‘i2#td
5tMDTT,

BIR%B A KigE=

OpenSSF

) OPEN SOURCE SECURITY FOUNDATION

Open Source Security Foundation (OpenSSF) I[&.
Linux FoundationlZ &k 2 REEMLA =T F T
ThY. ¥R TRIFELA—TOVY—X %2
VT4 AZSF7FTE. ThoeXiETHEAL
TEEHELTLVET, OpenSSFlE, A—T v —
R X TADEHEICRIF. EROBEFEIZI A
—T 4 EDEE - BAICTRALTUVET, FHMICD

—_ B

LVTIX, openssf.orgZ CEBE &L,

THE

L LINUX

FOUNDATION

Research

20214 1ZE% 3L & t=Linux Foundation Researchld.
KT ZBA—ToV—R a5KL—> 3 0 DiEE
HREL, FEBMDOILY R, R~ TS5 T
4R, FLTA—ToY—R Oy FOHR
MEFEICET HRAREREL TLVET, Linux
Foundation Researchld, 7Bz o b T—4A
—RERY IV EFAL. EENSLUENE
HBEFERICBIFTEIRRA N TSU9T4RADIZY
FAYRZEBELCT, HRFOMBBIHRILIOA—T
DY—RICEAT SRR ZIRET HEYICHLETA
TS5 #BELTVET,


https://openssf.org/
https://www.linuxfoundation.org/

