

https://openssf.org/

=P/

ECEDIC e
HFTRB2025%F ..o,
General ManagerdkD ......ccoveeiiiinicnnenen.
OpenSSF [ICDWWTaiiiieiieeccireeceireeeeae

dAZaZ74ANLN—-
FIRLTKNBATG. e

2025F XVIN—DBEE ...,
Governing Board X>/X— .....cccvenvrveiennn.
Governing BoardZ&RD'5....cccvviviviinne,
TAC ChairdkD ..o

Technical Advisory Council X>/\—.........

T—F2JJI—T&

TAOPIIDRFIEIR oo 33
Al / ML SECUItY c..eeeeeieeeeeeeeeteeete e 34
Belonging,Empowerment,Allyship,
Representation.......ccocevvevrvienviinieenceinnienreenieeens 35
Best Practices for Open Source Developers........... 36
Global Cyber PoliCy ....ccocevveeeeiieieieeieseeeeeeeenn 37
Open Resources for Baselines,

Interoperability, and Tooling.......cccccecvevercienennnne. 39
Securing Critical Projects......cccecevvevvevenverenneeeenns 40
Securing Software Repositories ......ccoceevvevervecvennens 42
Security TOOUING ..ccevvevvirierienierienerereseeeeeeeeeeene 43
Supply Chain INtegrity ....ccceeerveeeieeeiereeeeeeenn 45
Vulnerability DisClOSUFES.......ccceveecveererieeieneeeeennes 46
OpenSSF7OP V7 hELUVBEETOD TV ... 47
OAZaZTA IVT—DXUBEHF .. 50
2026 ICIEHT T reereeeeeeeceere e 74
BB s 76

OPENSSF 20257 Z=a7 )L L R—k 2



Open Source Security Foundation (OpenSSF) 7=a
TIWLR—=MANKSCESDRETERENDOHZF—T>
V—ROAZaZTZ5 | EHSMLET 3. 5, BIEM.
ZLTCAZRL—23 % SEDHARIAC—HEICT X
TEWEBWET,

OpenSSFIE. A =72V =RV IR 7 DRFERTFEL
THIRZFENICERICITRABEDICTBHDICEELE
G FeBEDAZIa=Tad A—TUE BIEME. ZLTEHR
M rWSHEDMERICEIVWTVWET, CNSDRANE.
X AVTAIIMIZLTERINZ DD TIE AR HIZHETN
MFzHE L. DF M RBROERZHX TEEZE]
EWS EFNABAICE TGEMRSINZ e EIEBICE
WHESEETE—DTILUII R DS O—/NILERED
HAEFT. H5PZEMMNABEOIZ2=TrOHES:
YT RBERZBILLET,

2025F 6. A= BOE DA 35| EHtSEEREZIC Ao
HOeHEDFLIoFNUX X2 T N1 THIUVREEEZE
CTEMOMBECRZI . EFaVTABEHEATILEE
SY—ATHRADOHREZHE L. NES5X5Z8.ELT
BER)S—ADOBE. A—TV—XtFa)T1DERK
ERAEBN—bF—2v T 2B LTS a2z T 2&FIC)—
A=y THERIETEETY,

CNSDERIE ACBEDOERNZEARICRRSNTY
9,

« HE HRPOEF 1T LRREOEEEZZH B REHN
TT7IEALPTVEBRREIHALE T,

o ASaZTqLANY R BEBERTZHEU DI RIEE
aASHRL—2avERELET,

o R)O—CRHAFIDEE BFFRERD)—F— 2
BB AOL. TORIILOEECY 7RI 70EFxal)
TR TRINTVADENTEHUCE D7 7O—F%
HELEFT,

e JOJSLETOAS T BRERA—TIV—-RYTL
JIT7DIEHDEANBY—=I.TL—LD—D . H14
DREVER Y B MDA B LTI/ R—3Y
THELEXT,

OPENSSF 20257 =a7 )L L R—k 3


https://openssf.org

”

<f’“‘ [lpEI'ISSF OpenSSFIZDWLT

\
{ OPEN SOURCE SECURITY FOUNDATION

DL KR—FTI&. OpenSSFOREE X 2025F 538 L GER SN2 ARES IR RO EEN AHERX RLEI. COT=
ATIWLR—MI A =TV =X 2 )TrICE T2 EL T ZREANDT S E#HIC YA AN—=2 022 =7 DED
HAZLTEMHBRRICERZETTVE T HEBOERIC ) —A =T eT—F 0TI —THh o DRRBEE L
VBEAZST7FIDERHIBER. ELTEERERAARYIPOATRL—3 0 E@E L 0penSSFOITO—NILEBTLE Y
ZADIEKRICOVWTTIBNALEF T SEDT7 a7 L R— e ERAW RS BRI RICHSATEILESITHE—F%
BHRVWTEBREZOFBICLTVE S CO—FIF A T-BDRENIFEDEDDZHATEIIEDZRTHDTHD. A=
N —RADERREHIZET=HD. INHSDHBOMREZHD TRV IEZ2HDLERBTLED.

OPENSSF 20257 =a7 )L L R—k 4



A=V —-ZAtFXa )%
#ET 311200548 H 5
262 A EDTOT+ 7 G EBE

% DpenSSF

110):’:. :

& DpenSSF

#£H5500,000705 x5k

ICXFLT
BEEZXO7%8H

 OpenSSF

10D7—X2JJIN—-TL
320 H R EY D M
(O BETOSIIRSIGESD)

a ©
»

4 UpenSSF |

ORBIT O—*>JJ I —7
e 20,0004 LD OSS repoz X Fx+v >
o EXaUFrHRHEIELE200%ME L

o OpenSSF

AIpha-I]mega

4 OpenSSF

OPENSSF 20257 =a7 )L L R—k

5



D

< DpenSSF

a )\
— {\\ OPEN SOURCE SECURITY FOUNDATION

OpenSSF DERIFL—=27
70U LE%T
120,000 D I1—X G 7.
5,700 A LDEBEL
Understanding the EU Cyber
Resilience Act (LFEL1001) L:’éﬁi,

d DpenSSF

OpenSSFDIZa=7 I
FET205D
HEBIRVBIC
604 L
AE—=h—E1

4 UpenSSF

OpenSSF Technical Advisory Council
(TAC)IZA—TF> V=R VYT T
IO RTLDEFa)TrL
Ik =Wk | A RV 1)
14DHEHA =T F T
$663,248x 1 it

d OpenSSF

EELT7OS7hDRFRE

¢« 60 EDEEROSSTAS T I
tFXalTrd{tEEZERERHE

* 62DFHLWERETIL.52DME5F51EDIEIE.
50D77O 0T I7b=LD—=D%RE

% OpenSSF

HFTRS20255F

16DER (& 77 VR.AlL
AT 2R ) .
407 EL EICET=H'B
11 748D KA N —

9 OpenSSF

FRISDDATATNAFANETT
BR685AMREDTI/ER
(ZDNET.The New Stack.

Infosecurity Magazine.
diginomica.Help Net Security)

4 DpenSSF

d DpenSSF

BEHDINYT—

e TAATLEMICHI-2EEDHS
NV T—JICBT 3T —2DR1E

e 66,000NPM « 1,000 RubyGems
e 10,000 PyPi + 1,000 NuGet

d OpenSSF

OPENSSF 20257 =a7 )L L R—k

6




¢y OpenSSF

o) ‘}
“  OPEN SOURCE SECURITY FOUNDATION

General Managerd&b

OpenSSF AZa=T4AZERIBDHDOH 1 D2HB LI NIE TNIFETENTT,

SERACEDBEIIFEDOTOAT TV MPEENSEFTFNZDOTIERLEW
STEZROTRHMIESNI Lo ENII A -T2V —R2EDRLTHEBLDHD
ICTBDICHLZRALTVWB XY TH— HAREMARE. ETLTTVFRT—bDFA
RBTAZEDSEFNTVBDTY,

Zee®mLTHICELS

BLDT7IT—2a v EARIC IO S E BT IRIRERDBATIEHL
Teo LAV AT LIZBRIBUOZELICER LI LA BN ZT 2= TrI35EE)
ZESEBZDTIEBLL CDFREBICILBAMIVE LT

D=2 00N —=FdVY—R2HE L. 7OD I MIELBOBRISE>TEEL.
HAPOEMRENBVEHFL TV COBBDEHEA D OpenSSF =45 %4
BHDICLTVETY,

BB THERICSEDNAZE

2025 BB YL ABOEEN KA ZAESESND LVLSBERICEDIE
BREDIERDFLHEDFLI,

NeEZX3HE . ARE IR —Iv— ELTHRIREZNRETEZI—X%H
RAILTLELICVIRNIITHEYR—Jv—D7d D+ 2!) 7 (LFD125) .EU
HAN—L VIO ZEDIER (LFEL1001) . ZLTHR DX 2 7AI/MLEREHEY &
o 7RF (LFEL1012) I3 F—LDYV IR I TREDHSHBZ L1V —Iltxa
T4 % AAHA DD DTIBEIRMILET,

BIRIREDI=DHDH A FEEHRTA FR—/X—: OpenSSF (F KFEHROEER Al
X AVTABREDEMEBRIEYIZEDHONDXRILTE 2 DOFH LWAHIRE 2D
DFLWRDAR—N—Z))—ILF LT

HERFIEBA VTSRS IFvEY—Ib: TOP Vb2 KICh > T B E 13,
KEFRRT— NI TS OR{IEHD SHEEDAENICERTEY—ILOELLE
T HA=T V=R EFaT4 (VISR IFvDOREZRTE L LI

HRENBTLEREBEADEE: OpenSSFIZAFICEU HAN—LJUIVRE
AL AIXCC A= TF BT MDA @B T HA/N—EFaUTrIC
LTS LUORHEFIeDEEZ#MT L X LT

OpenSSF OFEIE AR IFTALL I —Av/ AV R BRBEOEE BRIV
THREZHV MDA —T>V—X A2 2T70Z2&HTY ) a—23>%=zHE
LoE#zmtLE L

OPENSSF 20257 =a7 )L L R—k



"

<9 OpenSSF

o) ‘}
“  OPEN SOURCE SECURITY FOUNDATION

SHOBY

HIBIXRETHRAIRRLBA -T2V —X TS RTLOEBZBE LT ET,

B3R E. R2BRARZBRILTEIV—IL. ELTCOEEZRT—ILEES1H
FGERMEICH LTIREZ#MHEILET,

ROBERDIFFBIFIAMADKREZ#HGEL T EWS LT, CNIZaz
TAIERZ IO IDR Yy N T— U TIE B ER. BEAS. ZLTHEDBMIC
B3Ry T—UTY,

HOEWBIEE. HS5PBLEA—HS5PBZTA— RN\ I A =TV —IZITART
DANICEDTEDBABHDICLE T,

CEMWEREE OSARL—2a EEL TV —®RICA— Y —X EFxal)
TG AHRNFIRICTERCZIMFAL TV EE HONESTTVET,
Best regards,

Steve Fernandez

General Manager
Open Source Security Foundation

OPENSSF 20257 =a7 )L L R—k 8



Open Source Security
Foundation (OpenSSF)(c2WL\T

Open Source Security Foundation (OpenSSF) (3. ti
RPOVILIITHERE . tXa )T T =788
BEL.AHOFREDTDICA—T> V=AY T I T %
X aTITRD=HD Linux Foundation 22 F D% R A&k
BREDIEA T,

2020 FICFRILENTOpenSSFIE A —F> YV —XVY TR
T OERME.EHEA EFX VT ZEHBIHDITRL—
2V NRRANISITAA Y —ILICERZBLWTUVET,

BIPEINT 25 EICICDOVWTE LD =LA
openssf.org ZZELTZ TN,

EMv3ICiE

s DX TTN—FITEM: e tEFa)Tom LI
BRI 3N TEE T, CESHEEMUTLIEE L,

o AVIN=9FICDUWT: OpenSSFD X /N—IZ72 D,
A= —=ZAEFa ) TADRREFAEDE L&LS. A
N=9 T DVWTUITES & SELIEEL,

« V=9I AT TEITAO—L TS Linkedin,
X. Bluesky. Mastodon . YouTube TH\7=B6%7+0—L
TEHBEREAFLTLEETL,

« Za—-ALR—ZEHRTS REREX I TEESE

IFLET, BB REFT<IESLY,

OpenSSFICID ADENMZ(RET : FAT=BDBIZIFE
DN THDBORSEETH D LSHRZIERD DL
CTOWETEUOMIBE—RBICELEZRLELL 5o

OPENSSF 20257 =a7 )L L R—k

9


https://openssf.org
https://www.linuxfoundation.org
https://openssf.org
https://openssf.org/getinvolved/
https://openssf.org/join/
https://openssf.org/join/
https://www.linkedin.com/company/openssf/
https://x.com/openssf
https://bsky.app/profile/openssf.org
https://social.lfx.dev/@openssf
https://www.youtube.com/c/OpenSSF
https://openssf.org/newsletter/#newsletter
https://openssf.org/getinvolved/

»
@
R\

1

A2 =F4AJLIN—- <9 OpenSSF

i;% L c < h% ATCB “ % OPEN SOURCE SECURITY FOUNDATION

HAE AU ERIES  BRLFH BB FEFBMLIEVESIZ ROIZI 2 =Fr V=4 —PRREIER T LLTRBETY, OpenSSF Slack T
BUWabhtE3rHTEEXT: http://slack.openssf.org/

— — *
dAZa=Fq)—4—
D= JN—FeTas I+ F—L:
OpenSSFI—F>J U —FE 37O I MF—LDY
—A—ICEHER YR HTIT LI WO IIRMNRAHR
VP12 =T DEDEHICEEL>TEDFHLWER
ZACH STEINDLER BOB CALLOWAY BZUVWDTHEATHR—FLTUINEFT,
OpenSSF TAC Chair and Principal OpenSSF TAC Vice Chair & Head of
Engineer, GitHub Google’s Open Source Security Team

ERFTIAN—RKR

TRACY RAGAN IAN DUNBAR-HALL MICHAEL LIEBERMAN
CEO and Co-Founder, DeployHub Chief Engineer, Lockheed Martin Co-Founder & CTO, Kusari
(General Member Rep) (General Mem Rep) (General Mem Rep)

TYIOIAMAIN—RKR

REBECCA RUMBUL
Executive Director & CEO, Rust
Foundation (Associate Mem Rep)

OPENSSF 20257 Z=a7 )L L R—k 10


https://slack.openssf.org

OpenSSFDXYN—OAZaZ=711F2025F BB R EZBHILEZFTITTED. CNFF—TF >V —XEeF a2 )T HHBOEHE
THHEVWSHRNARBOSEDERMLTVWEY, 5 URTONAE — FEKAF . SRR, BUF%E. 2 LT
— T =RFNTBRE— LT TREBEMNBLWVWAN—HDNNE T 30penSSFIE VI NI 7 H IS4 F—>D
XAV TAICRDEORHEIENAIASRXTLD—DEH>TVET,

BEIER]. OpenSSFIZFHLWLWXIN— B Ut X 7O LB L TESEEL L. B S K UOBERREGRE L 0EE R
KL AYN=DAIEF 2T EEE DR R CRADZER. S LU AN BRMESESMERIL—LT7— 0% 75D 0%
EDF L7,

OpenSSFIFF- BB R CHRBICEDE TAVN—EBEZREL XN—DMAE. EEN. LUV1VNIh2E
HBRHMS EBLREDBEAH T 2R AT R— M ERRLE LS

penSSFIE. COELZE L T ARILMAOEETIZATARL—2a R e LToREI =R L. A—F>Y—XY T+
DITDEFaVTEBIETREVSFEHICE | IHEIWMOBATVEET,

2025 £, OpenSSFIFMEEFiT 3 AZ 2 =ZFAADFHAVN—IIAICDWTHEAED DT F IV AN TEI e #EDICE
>C L\gsj_o

ERIIAN— TIITA MR IN—
Y. balena " % Canonical @ N .
Buildkite N S =
[ J __J |
ERLANG ECOSYSTEM
FOUNDATION
=== THREADAI ~ + TRACE MACHINA

OPENSSF 20257 =a7 )L L R—k 11



2

s9 OpenSSF XY =R b

{\ OPEN SOURCE SECURITY FOUNDATION

Technologies
DATADOG ERICSSON

adWs " pa— 7 @ DAL Z GitHub Google

g'é intel JPMORGAN CHASE & CO. =. Microsoft Morgan Stanley ‘ RedHat O sonatype
HUAWEI ’
g — « e
ERIIAVIN—
ADALoGCS alf/'én Gkamai Aligilba O anaconoa <) apiiro a r m AURISTOR & balena iiblock
berg QL ooEINE t?k,\’?ys tﬁ ” Canonical &R Chainguard choinloop ' ICIIlSl('ZIOl. C I -t I ° © cloudsmith

Buildkite

’ )
G l) CON‘(’éAST A controlplane (t @ (gmmw % \ Dch w embraceableAl

code intelligence cybertrust Deplgmuﬁ docker

ensignia FOSSA FUﬁTSU L ruTUREWE! @' & GitLab (S;gé(ll]lsna“ Gouoewre  lackerone (@) Hedera

HITACHI HONDA ,\v\-"} KEYFACTOR & ki i LEGIT — <
FIONDA JFrog & kusari  LECIT  cumomumm NUTANI>
oo e REEJO  mewesas  FBERSNG  of 1o0OL 5 RTX TNV scotiabank oseznse

) shopify ﬁ snyk o Socket o K Espotify  gFstackiok G swepsecry  gmesuse  Sysdig @

T@H[&% WTESTIFYSEC  _am THREADAI < TRACE MACHINA cleanstart  WNDRVR QITI?\I"; ZTE

TIIIA A IN—
CAICT capse ommc S22 S9AS ISCY [ TEe B0 ()

FOUNDATION

. Ruby y WTrifecta
(Ofe)z  openk O ZPRUEE A py RIEMS  Control, (D) Sfhawon sz MITRE Top0  Tedh
SOFTW Inc. oundation

OPENSSF 20257 =a7 )L L R—k 12



D

5@ ﬂpEﬂSSF I =RV b OBE

A )
%\\ OPEN SOURCE SECURITY FOUNDATION

£9<¢0penSSFICEMLES

OpenSSFIgA—7> VYV —RtEFx 2 )7+ ICBT 25 O—/NILEHEZHE LT TED A N—DREIFCNETU LIS
BEIIEO>TVLWET,I7TUR £/ BT ALREBE A -T2V —ARARRE. HE5PZIDFOEBOERIC.ZL2HBY T+
DI T DERREFAEBDIDICTEMVIEKESIBEBVLWELETD,

XN =Sy TN & D BRI I S — A DB R E 4 B E B H L CEE RS T 3RS 25 . BRI
HBIEDF—LESHOEBERMOEW I I T tXa)7DBEEBICHTEIV ) a—a x T3 —RDEM

REDDBEHDOHREFENET,
OpenSSF AZa=71IZB8 ML TP RIILDORKROER ZFEHEDEDEAITBIMLELELS.
AV N—DIBH

\ND

AVN—DER
Software Aerospace o
Manufacturing «
Automotive

OPENSSF 20257 =a7 )L L R—k 13



Governing Board X>//\—

&

4

»

OpenSSF

OPEN SOURCE SECURITY FOUNDATION

BRIAN FOX
CT0, Sonatype

JAMIE THOMAS
Chief Client Innovation Officer
and Enterprise Security
Executive, IBM

MARK RUSSINOVICH
OpenSSF Board Chair & Azure
CTO and Technical Fellow,
Microsoft

REBECCA RUMBUL
Executive Director & CEO, Rust
Foundation (Associate Mem Rep)

EMILIO ESCOBAR
Chief Information
Security Officer, Datadog

JINGUO CuI
Executive Director of
Open Source Security and
Infrastructure, Huawei

MARK RYLAND
Director, Office of the CISO
AWS Security

ROY CROWDER
Executive Director -
Morgan Stanley

ERIC BREWER

VP of Infrastructure &
Google Fellow, Google

JOHN ROESE
Global Chief Technology Officer
Products and Operations,
Dell Technologies

MICHAEL LIEBERMAN
Co-Founder & CTO, Kusari
(General Mem Rep)

SCOTT SCHENKEIN
VP, Distinguished Engineer Cyber
Security, Capital One

GRAHAM HILL
Managing Director, Cybersecurity
& Technology Controls at
JPMorgan Chase & Co.

JUSTIN CAPPOS
Professor, New York University
Tandon School of Engineering
(SCIR)

MIKE LINKSVAYER
Vice President of Developer
Policy, GitHub

TRACY RAGAN
CEO and Co-Founder, DeployHub
(General Member Rep)

IAN DUNBAR-HALL
Chief Engineer; Lockheed Martin
(General Mem Rep)

KELLY ANN
Cloud Infrastructure Security
Engineer, Apple

PER BEMING
VP and Head of Standards &
Industry Initiatives, Ericsson

VINCENT DANEN
Vice President of Product
Security, Red Hat

OPENSSF 20257=a7JL LR—bk 14



¢ OpenSSF

=0 \\\ OPEN SOURCE SECURITY FOUNDATION

Governing BoardiZRH'5

CO—FBTH—TV—RDEF 2V TAICIEREBERD ASN. I O—NILE
VI 7 EBOEEMZRL T BT D0penSSFA L DERICIFBEZRESD
DHBOEL o tFaT - NA - THA VORI IRLABDF CTEANLGREECL
TEITEIEADEATVET, OpenSSFIFSERD ARE. BX BATHEZEE
L.COHBOBRBRZEHET B EICRDLTVERT,

VIhO7EFa )T BB ORI

2024F A2 =T M HAREEF VT OBEMEEFERAL/-FETLHN 2025
FIFENZHWKTIFELRDF L. 0penSSFFOT TV MEIMRLIBERICE
WTBICRZ2%MBRZRHIELTVWE I FIZIF.SBOMEIEY—)L TdhSBomctl
MLockheed MartiniZ &3 R, KagglelZ & BAIETILERDSigstoreNDiB

1. Defense UnicornsiZ &3 Zarf E  GUACD#HE & Docker HubiZ&%0penSSFY—
IWEAZEDFERICEDY—ZXD—RTOEF 278 ETT CHUISKDAER
AR SERBRBICEDZEFTNATFA U ZRETIBLIICADEHE LIV TD
TR LA RE R E)L R THESHRITONTED. AV TrT7oov)L OVE
A—TAVTEN—RIITR=ZADEFaVTHSORENA—T>V— T
AT LDBICISTEREINTVEY,

BT BBRDIAANDII S

WEEIFFTEIHUHLTED. O—REIFTE A =TV —REZ ZZEBOR YN T—IBIZENICLTVWE
Fo2025FIII A =TV —RAZa =T KRBRR LY T o1/ Fr—VREICREODNE LI REBEIIAVTH—TH
DRSO BARTERATVA—RINBZARN\YT—JICBREDH ST —REFEALELT.0penSSFIE AR
ANTZOT4RADEFH . AZaZTA HARZ VA ELTRIEEXR /NN Tr—J L AR ED L DEE R /N— b~ F—v S
Ik TThICHIsLE L .

Altx 2 7HEREDEIR

ANZFAFEEZEDI—RFEREVI—RFEZEZ T LI ARSI RIDEHAH L F LT, Secure Al/ML-Driven
Software Developmentd—X (LFEL1012) %>, Al Cyber Challenge (AIXCC) &£ 0penSSFDAIZF 1) T ICBE T 5K
DILEBEDBHE CF 2T BRARE TV T ADHEANDIAZIY MY MR THFFH T CcNEDIY—RICED FAFE
BIFAY =L DEEHZFEWAZIEEL. VIS I TRES A IO EEKZBLTT— R ETINNATZA0%ZR
ETBHUNTEET,

45#.0penSSF |&. AV 74T vl AV Ea—T1 VI SFERRERRTT (TE) . T SA N> —RERMIC Ko TAIT—2
—EISICRLIRET D HEEMENICERLTVEET,

OPENSSF 20257 =a7 )L L R—k 15



¢ OpenSSF

=0 \\\ OPEN SOURCE SECURITY FOUNDATION

REZHT570—-/NILIZa=7+r

FeBDOAZa=TIED D TRV LB >TVE T SEIFIAETSDOCommunity DayszRfEL. Z7O—/NILY
AIN—7R1)2—OSPS BaselinelCERZ YTl BT —F >0 —F %305 EIF £ LT, £7-. EU Cyber Resilience
Act (CRA) XK [E dDSecure Software Development Framework (SSDF) 72 ¥ DL 2 RHICEVWTA—F >V —ZD
HRENRMEIND LS BUTHBEPERFECHRERCOEHEZRDE LT

CNHBELABRIL

F—=TV=RIBFADAVE2—To VT OEB KL €D EF 2 )T LFFRA et 2R T 3 HEFEZHL
FTLAIEINEFTOFYITEBLTCIO—XRY—RYITRII T LA =T/ =RV T 7 OEHICH T BT AN
—t X2 )T OHEEITRSEAHO O TEFE L. 2019FD0penSSFORBFRIL. AV T4 T v /LAY Ea—T12 I D
EvarAn&E#E. €L T2018F D Confidential Computing Consortium®iz bIFZE# B L. EFaT7VI+ITT
AREDOELTIRAZEZENICIER T A TERLIL. CNSDORRICIR. Y120V 7 ~DSecure Supply Chain
Consumption Framework (S2C2F) ZOpenSSFCHIBTE 3L 3ICL1=D. Yo OY 7 hdDSecure Future InitiativeZ
FELIEDTZHEDOMDEA S ERDEDEAZA—T Y —REE CBE S BAEAVWEF 2T REICHLT S
EVWSFAD—B LIV MY ZERBMMLTUVE T,

Chaire LT FAIXOpenSSFDFEaRTH B ERDEL LTI Z—ZANDORIGZEZIET D LISFALTVE
T.0penSSFIESHEH ACENSBELDOTAS T I TFH—E T HEOI X2V T 2ERB L LTHR TNV TH
D7z FETERLSMBELY— IR L HELTOVIET. BB RS MNIBEB AV THF—DEREK. EILRN
ATZAVDRIFI—VEREITDIETCVINITTDREM ZH5 P ZERME TR TES R TERAEN S VEE
DOBEZBIELTVET . CNOSDERENEILINDZZE T HEY—ILXY I Iz 7O BB *ZEL. FEEDAIR
ZERL. IO ATLNDEBREZGDHZIEHNTEET,

TSI 0penSSFIE. AZa=TA B EABA -T2V —ADMFHEICRERN DBFARICHIETERL S V—ILES R T A
DERIZDEATVET. COT7TO—FIF LIVI VX (BEN) Z581b T 3721 THLA -T2V —RAI A AT
ERDEBREBEHET NV T—IOXR—Jv— DO DR VT TZAN 0 F v B L. CRABGEDE{L T 53R
FUCX ST B 7= D ICHAFPIZRE L FR E BRIEE T D LT 0penSSFIEA —T VYV —ZABEFMNTEZELTH O D
D7 A RE AR ZMEIF TERLSHELTVET,

NSO TRDRBHIBDIE. COAZ 227D LAIE TR TIAIENHRICH LRIFTEESHIZ. OAZRL—>
IDHIDIETT.0penSSFDZyIa>DRBICRNLTKIEZTEZTRTDEME  A/N—FLTN— b F—DERRIC
RRBIBRLLEITED,

Mark Russinovich
OpenSSF Board Chair & Azure CTO and Technical Fellow,
Microsoft

OPENSSF 20257 =a7 )L L R—k 16



¢ OpenSSF

=0 \\\ OPEN SOURCE SECURITY FOUNDATION

TAC Chaird&b

OpenSSF X271 DETA.CAICEIF!
2025FIFFZILADZWVETL,

REBFITIF A =TV =RV TR T DEL DAY TF—HBEN BUNES
AN=LZVIURE (EU CRA) ICDVWTERIZI BV TV E I ED T 2025F (CFA T
S NALRINDHAZVR 2L e HFELIEU CRAZIERTZ-HDOEE I —IH
HOET,

F7:. crates.io. npm. NuGet DU —R B TEFEREFaUTr#EEICEALTE
BDINyTr—J RIS e 3L £ Lo Trusted publishing (3. B2 E DIZEI E 75>
TWS EILRNATSA DB NRT— RO REIEE M4 AP ¥ —ZES 2 DIC1&IL
5% 9, Ny —2 DRI RIEA =TV —2D0FLTHD. EENEMLTEDGER
ETINOEENVEICRZABEMNH D £, CNIZDLWTIE. Open Infrastructure
is Not Free ] THIERLTULVET,

SEIFSLSAVIL AV —REINE LTV INII T T4 Fz—> EXaT1 2 BRI 2R LT TRT—>3Y
ANDREOHEFoTVF T, Sigstoreld. (REAEBEMNGRZEIET I LB TTRAT—2avIlBATR-HODIEEICA
K[DBWVWAETHD. SigstoreD/NTVy I A V22V ZEAMEOT 1. BEI=—27 1D #H'1 BD500 5~600 AHS
9 B4 1,400 5~1,500 AACIBFEMICIEMLE LT,

FAMLEF 2T T—F 2T —TD ETIVEZ T ICEDENVIDIAONGCHZOJZETAIETILDOES
IZ SigstoreBRAEINTWBZ EDHEEELFE LT LLM ZIZ L& £ 93 Al DESH . BHEMAIA K EE ISENTICDLTULK
TeDICEDESITRILODERTHAN—HER AT LEBRT S AITAN—F v LoD TREAINZE>TIELWLW—
FTli

RBICAEDELIHTAC IF (REY 72 /ILT) OpenSSF #itiA Zo7F I OEEFETO A %RIF LE LT
2024 FICIE S HDRRIC 10 ARILDEESZIRMEL. 2025 FICITEEIREEE T 14 FDIREIC 663,248 RILACILKL
FLIH CNSDOREIR X AVTAEB X R—v T TOTSLTIZHIL A2 — Rt IE BRIELICETR
U\ 0penSSF OFEAT1 ZS 7 F I D EREIDBB L EBICHAL KDLEAII 2 27 ICHRAINBICONTZ—IHE
IELTVWBZZRLTVET,

CNDBIIBIFETABDIDTLEID ? A =TV =D EF 2V TAFERICETIRBITIRTRRLIEDS LWL
T TBUEIIHDEEA2026FICIIZLDIEDFERITTED PEINTIEDERTKESABH B EIFER LTV
FIH2025FDAERZTNBVEIICLELED,

2025E 5187 HAIE AEDH A2 =T QEBMTT, A — 7>V —2DEF 2T RR LV SEEOBRICEN S

TALBHEITEALTUAIT UL, HRADEF 27 RIS TR TR TF. 0penSSF T, 1 T7L VR EF
HEER A 51 F vy ML BEOBRE TRES LV IR F—MBNTVET 2026E N CAREI BB DI S
SHEELLTY,

F2S1TEEVWLELED,

Zach Steindler
OpenSSF 2025 TAC Chair

OPENSSF 20257 =a7 )L L R—k 17


https://openssf.org/blog/2025/02/20/does-the-eu-cra-affect-my-business/
https://openssf.org/blog/2025/04/16/new-free-course-understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://blog.rust-lang.org/2025/07/11/crates-io-development-update-2025-07/
https://github.blog/changelog/2025-07-31-npm-trusted-publishing-with-oidc-is-generally-available/
https://learn.microsoft.com/en-us/nuget/nuget-org/trusted-publishing
https://words.filippo.io/compromise-survey/#:~:text=Long-lived%20credential%20exfiltration%20(2%2B3%3F%20root%2C%205%20contributing)
https://words.filippo.io/compromise-survey/#:~:text=Long-lived%20credential%20exfiltration%20(2%2B3%3F%20root%2C%205%20contributing)
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://slsa.dev/spec/v1.1/
https://blog.sigstore.dev/rekor-bigquery-dataset/
https://developer.nvidia.com/blog/bringing-verifiable-trust-to-ai-models-model-signing-in-ngc/
https://developer.nvidia.com/blog/bringing-verifiable-trust-to-ai-models-model-signing-in-ngc/
https://openssf.org/blog/2025/08/14/openssf-at-black-hat-usa-2025-def-con-33-aixcc-highlights-big-wins-and-the-future-of-securing-open-source/
https://github.com/ossf/tac/blob/main/process/TI%20Funding%20Request%20Process.md

é OpenSSF

'\\\ OPEN SOURCE SECURITY FOUNDATION

Technical Advisory Council X>//\—

Technical Advisory Council (TAC) I%. OpenSSFOEM AT 2 = T4 2ADFEME DV # R E L. EBZTVET. €D

BHIAUATOEEDTT,

* *iﬁﬁ/r: 979:7‘03%573\\ EEll_Ls *%ﬁ{t\ %ﬁﬁ‘%ﬁﬂ:\ Bc’: UT—' 7347‘1t0

o BE—7O IVb0SEBENCHBRIAZ 2T DIRE. T—2r 70

. BROT7ODIIMNIRET IR GREBEDRER,

o O UMEROES DA

ZACH STEINDLER
OpenSSF TAC Chair and Principal
Engineer, GitHub

GEORG KUNZ
Open Source Manager - Open

Source Program Office - CTO Office,

Ericsson

MICHAEL LIEBERMAN
Co-Founder & CTO, Kusari

BOB CALLAWAY
OpenSSF TAC Vice Chair & Head
of Google’s Open Source Security
Team

JAUTAU “JAY” WHITE
Open Source Software and Supply
Chain Security Strategy, Microsoft

MICHAEL SCOVETTA

Principal Security PM Manager,
Microsoft

— ElFRY > —DREIL,

ARNAUD LE HORS
Senior Technical Staff Member -
Open Technologies, IBM

MARCELA MELARA
Research Scientist, Intel Labs

STEPHEN AUGUSTUS

Technical Architect — Office of the
(70, Bloomberg

OPENSSF 20257 =a7 )L L R—k 18



D

- OpendSF

=8 )
“=8 % OPEN SOURCE SECURITY FOUNDATION

OpenSSFX4&w7J

STEVE FERNANDEZ ADRIANNE MARCUM CHRISTOPHER ROBINSON (CROB) DAVID A. WHEELER
General Manager Chief of Staff Chief Technology Officer/Chief Director, Open Source Supply
Security Architect Chain Security
JEFF DIECKS KRIS BORCHERS STACEY POTTER MADALIN NEAG
Technical Project Manager Technical Project Manager Manager of Community EU Policy Advisor

OpenSSFHHR—k X5y

ANGELAH LIU JOHN NIRO KATE POWELL NAOMI WASHINGTON
Associate Manager, Membership Solutions Program Manager Program Manager
Communications & Marketing

RAM IYENGAR REDEN MARTINEZ SALLY COOPER SUSAN REMMERT
Community Engagement Lead, India Project Coordinator Senior Manager, Project Marketer
Communications & Marketing

OPENSSF 20257 Z=a7 )L L R—k 19



7o T—a EFORR

2025%.0penSSFISSAER MR A =TV —X X2 )T1DE LEICEWT
REIBAPEZZRITE Lo EHRME & LTIE. Cybersecurity Skills Framework *°
Open Source Project Security (OSPS) Baseline WXL 5 EIF R EDEIFSNE T,
1= —x>4%)L—7 (ORBIT.Global Cyber Policy) Z#&m L. OpenSSF
Community DaysX*Open Source SecurityConzW\>7=o/O—/NILA X b %
FELFXLICOZIaZTAIEBADFAYN—E1DD T YT TL—RICEOTH
fL.0penSSF Scorecard 7O T/ MIFa)TrBEEEZRITE LT

HBETlE. [Security for Software Development Managers (LFD125) |
I'Understanding the EU Cyber Resilience Act (CRA) (LFEL1001)] [Secure Al/
ML-Driven Software Development (LFEL1012) | ¥ W\>7=5 LW —XHAEM S
M. gittuf ® RSTUF R 7O 7 bRAIT DX RZ—2vF FOT S LB
REInFlLT

AZa=ZT1DEHEERCL. DT VA RD STy 1320%3BA0. LinkedIn
A2 711344%R R YouTube B ERE #1345%3E M L % L7=.OpenSSFIZY
— I AT T ADRBREZILA L. BlueskylcbBMT 3L SICHRDELI £
e A =T oAV TIADFNBIREZROZINHEEBEFTELF LT

BATAYIC 1%, OpenSSFIZ 14 DR = 7 F 7126653000 KJLLL E DB
HEFIRELE LT ETILESL (OMS) DR AID—R 7 IRV ME

T SBOMT—ZR, EZF27MLOpsDAIRILICEET B R T4 hAR—N—7%E T
BRI AR REINELIcc CNSDHRRFBOEDEA I A LD DH SO
ZaZTAaA =TIV X a)To ICHRNATEEEZEITWVWA Lzl
TULEY,

OPENSSF 20257 =a7 )L L R—k

20


https://cybersecurityframework.io/
https://openssf.org/press-release/2025/02/25/openssf-announces-initial-release-of-the-open-source-project-security-baseline/
https://training.linuxfoundation.org/training/security-for-software-development-managers-lfd125/
https://training.linuxfoundation.org/express-learning/understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://training.linuxfoundation.org/express-learning/secure-ai-ml-driven-software-development-lfel1012/
https://training.linuxfoundation.org/express-learning/secure-ai-ml-driven-software-development-lfel1012/
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https://cybersecurityframework.io/
https://www.youtube.com/watch?v=eZuM2at7lYw
https://training.linuxfoundation.org/training/security-for-software-development-managers-lfd125/
https://training.linuxfoundation.org/training/security-for-software-development-managers-lfd125/
https://training.linuxfoundation.org/express-learning/understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://training.linuxfoundation.org/express-learning/understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://training.linuxfoundation.org/express-learning/secure-ai-ml-driven-software-development-lfel1012/
https://training.linuxfoundation.org/express-learning/secure-ai-ml-driven-software-development-lfel1012/
https://training.linuxfoundation.org/training/developing-secure-software-lfd121/
https://training.linuxfoundation.org/express-learning/understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://training.linuxfoundation.org/express-learning/understanding-the-eu-cyber-resilience-act-cra-lfel1001/
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https://training.linuxfoundation.org/training/security-for-software-development-managers-lfd125/
https://training.linuxfoundation.org/training/security-for-software-development-managers-lfd125/
https://training.linuxfoundation.org/express-learning/securing-projects-with-openssf-scorecard-lfel1006/
https://training.linuxfoundation.org/express-learning/securing-projects-with-openssf-scorecard-lfel1006/
https://training.linuxfoundation.org/training/securing-your-software-supply-chain-with-sigstore-lfs182/
https://training.linuxfoundation.org/training/securing-your-software-supply-chain-with-sigstore-lfs182/
https://openssf.org/resources/visualizing-secure-mlops-mlsecops-a-practical-guide-for-building-robust-ai-ml-pipeline-security/
https://openssf.org/resources/visualizing-secure-mlops-mlsecops-a-practical-guide-for-building-robust-ai-ml-pipeline-security/
https://openssf.org/resources/visualizing-secure-mlops-mlsecops-a-practical-guide-for-building-robust-ai-ml-pipeline-security/
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https://best.openssf.org/Security-Focused-Guide-for-AI-Code-Assistant-Instructions
https://best.openssf.org/Security-Focused-Guide-for-AI-Code-Assistant-Instructions
https://best.openssf.org/CRA-Brief-Guide-for-OSS-Developers
https://best.openssf.org/CRA-Brief-Guide-for-OSS-Developers
https://openssf.org/resources/improving-risk-management-decisions-with-sbom-data/
https://openssf.org/resources/improving-risk-management-decisions-with-sbom-data/
https://best.openssf.org/Simplifying-Software-Component-Updates
https://openssf.org/press-release/2025/03/11/openssf-hosts-2025-policy-summit-in-washington-d-c-to-tackle-open-source-security-challenges/
https://openssf.org/press-release/2025/02/25/openssf-announces-initial-release-of-the-open-source-project-security-baseline/
https://openssf.org/press-release/2025/02/25/openssf-announces-initial-release-of-the-open-source-project-security-baseline/
https://www.youtube.com/watch?v=rgztBgJY-as
https://www.youtube.com/watch?v=rgztBgJY-as
https://openssf.org/blog/2025/05/06/openssf-tech-talk-recap-using-the-osps-baseline-to-navigate-standards-and-regulations/
https://openssf.org/groups/orbit/
https://resources.github.com/github-secure-open-source-fund/
https://openssf.org/blog/2025/09/11/open-source-friday-with-openssf-global-cyber-policy-working-group/
https://openssf.org/blog/2025/09/11/open-source-friday-with-openssf-global-cyber-policy-working-group/
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https://events.linuxfoundation.org/openssf-community-day-europe/
https://events.linuxfoundation.org/european-open-source-security-forum/
https://events.linuxfoundation.org/european-open-source-security-forum/
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https://www.darpa.mil/
https://www.darpa.mil/
https://www.darpa.mil/
https://openssf.org/groups/ai-ml-security/
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o https://github.com/ossf/tac/issues/379

o https://github.com/ossf/tac/issues/474

o https://github.com/ossf/tac/issues/537

o https://github.com/ossf/tac/issues/414

« https://github.com/ossf/tac/issues/475

« https://github.com/ossf/tac/issues/536

o https://github.com/ossf/tac/issues/417

o https://github.com/ossf/tac/issues/493

 https://github.com/ossf/tac/issues/531

o https://github.com/ossf/tac/issues/451

 https://github.com/ossf/tac/issues/494

o https://github.com/ossf/tac/issues/470

« https://github.com/ossf/tac/issues/511

o https://github.com/ossf/tac/issues/472

« https://github.com/ossf/tac/issues/538
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https://github.com/ossf/tac/issues/379
https://github.com/ossf/tac/issues/414
https://github.com/ossf/tac/issues/417
https://github.com/ossf/tac/issues/451
https://github.com/ossf/tac/issues/470
https://github.com/ossf/tac/issues/472
https://github.com/ossf/tac/issues/474
https://github.com/ossf/tac/issues/475
https://github.com/ossf/tac/issues/493
https://github.com/ossf/tac/issues/494
https://github.com/ossf/tac/issues/511
https://github.com/ossf/tac/issues/538
https://github.com/ossf/tac/issues/537
https://github.com/ossf/tac/issues/536
https://github.com/ossf/tac/issues/531
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://github.com/ossf/tac/tree/main/TI-reports/2025
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« https://github.com/ossf/tac/blob/main/Tl-reports/2025/2025-Q1-Repos-WG.md

o https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-Repos-WG.md

o https://github.com/ossf/tac/pull/539/files

o https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-ST-WG.md

o https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q1-SCP-WG.md

o https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-SCP-WG.md

« https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q1-Sigstore.md

OPENSSF 20257 =a7 )L L R—k 29


https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-Alpha-Omega.md
https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-Alpha-Omega.md
https://ecosyste.ms/
https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-Sigstore.md
https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-SCI-WG.md
https://github.com/ossf/tac/issues/494
https://repos.openssf.org/principles-for-package-repository-security
https://repos.openssf.org/
https://repos.openssf.org/
https://blog.rust-lang.org/2025/07/11/crates-io-development-update-2025-07/
https://github.blog/changelog/2025-07-31-npm-trusted-publishing-with-oidc-is-generally-available/
https://learn.microsoft.com/en-us/nuget/nuget-org/trusted-publishing
https://repos.openssf.org/package-deletion-policies.html
https://repos.openssf.org/attestations-style-guide
https://repos.openssf.org/attestations-style-guide
https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q1-Repos-WG.md
https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-Repos-WG.md
https://github.com/ossf/tac/pull/539/files
https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q3-ST-WG.md
https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q1-SCP-WG.md
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https://github.com/ossf/tac/blob/main/TI-reports/2025/2025-Q1-Sigstore.md

”

<9 OpenSSF

by \
%\ OPEN SOURCE SECURITY FOUNDATION

FEHDOAYRSTY

AFLTNTSA

=D
NET

InfBsecurity
Magazine

HELPNET
SECURITY

ZDNET (BRI %46,079,719[E])

2025F ICRBTIZREOEFRAIO—ILREEE - INTHLTHE:
OpenSSFDMtEFa7AI/MLEFEIEY Y T D 7RIFE I O —XANERAIO—R )Y —
ZADRZAM LI aVIGERINE L. COI—RIE EF 2 T7AIO—ROR IS
SUTAREZEINCHODRBVWHER L TFHMEINTUVET,

The New Stack (B RIRE%589,793[E])

EUD YA N—ED MBI -T2/ —AFAREICRIEE

OpenSSF®MChristopher “CRob” Robinson/ The New Stack Agents7Rw RE+ X~
Hi3&, Open Source Summit EU DHEEFRICHAN—L IV I EICDWTERLE
L7

Infosecurity Magazine (BRI E#115,265[])

¥$5%: Black Hat X DEF CON#£DCISODEY
OpenSFFDOF =74 F 2 )71 7—F T2V L T#HSChristopher “CRob” Robinson
i Black Hat USA 2025 DEF CON 20250 TE X% EBD £J, CDEEEIC

I&. OpenSSFDTrail of Bits. Canoncial . OSTIF H&MMLTWET,

diginomica (ARHEEE43,854\)

AT =BT DTII L IBZEEITS - CRADVF—TF UV —RBEBRELEDLSIC
BIEETSD

OpenSSF @ Christopher “CRob” Robinson (&, Open Source Summit EU D&%
T.CRA ICREE S 25 DR LEREICD VT diginomica D1V RE1—%F(FEL
oo

Help Net Security (B E%k18,700[])
MLSecOpsDEBEATHEEDNEmMIS62DRE

OpenSFF OF—7 ¥ a2 )7+« 7—F T2V TH3 Christopher “CRob” Robinson
P MLSecOps 7OTSLZHIULXIIHATEIRICIT V-4 —HEETS 6 DD
FERRBAICDOUVT Help Net Security Te¥ LSEREAL £ 95

OPENSSF 20257 =a7 )L L R—k 30


https://www.helpnetsecurity.com/2025/08/20/mlsecops-security-challenges/
https://www.infosecurity-magazine.com/opinions/learnings-cisos-black-hat-def-con/
https://www.zdnet.com/article/the-best-free-ai-courses-and-certificates-for-upskilling-in-2025-and-ive-tried-them-all/
https://thenewstack.io/how-the-eus-cyber-act-burdens-lone-open-source-developers/
https://diginomica.com/building-bridges-not-burning-maintainers-how-cra-reshaping-open-source-relations
https://diginomica.com/building-bridges-not-burning-maintainers-how-cra-reshaping-open-source-relations
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Linux Insider. Is a Security Baseline Enough for Open-Source Software?. 2025%F6813H

theCUBE. CRob Robinson, OpenSSF | Open Source Summit 2025, 20255%6H24H

Infosecurity Magazine. NSA and CISA Urge Adoption of Memory Safe Languages for Safety. 20256 H25H

SiliconANGLE. How open-source developers can meet global cybersecurity laws — before it’s too late.
2025%F6H26H

SiliconANGLE. Code, community and the future: 13 takeaways from Open Source Summit NA. 2025FE6528H

Techstrong.ai. Techstrong TV June 30, 2025, 202546830H

Techstrong.ai. Navigating Software Supply Chain Security Challenges with Christopher (CRob) Robinson |
Open Source Summit NA 2025, 202578538
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https://tech.eu/2025/01/31/linux-foundation-europe-and-openssf-launch-initiative-for-eu-cyber-resilience-act-compliance/
https://adtmag.com/articles/2025/02/12/linux-foundation-openssf-help-devs-navigate-eu-cra.aspx
https://www.darkreading.com/application-security/openssf-minimum-security-baselines-open-source-projects
https://www.securityweek.com/openssf-releases-security-baseline-for-open-source-projects/
https://www.infosecurity-magazine.com/news/openssf-security-framework-open/
https://www.helpnetsecurity.com/2025/02/28/osps-baseline-practical-security-best-practices-for-open-source-software-projects/
https://devops.com/openssf-defines-baseline-for-securing-open-source-software/#google_vignette
https://www.infoq.com/news/2025/03/openssf-security-baseline/
https://sdtimes.com/security/openssf-creates-project-security-baseline/
https://www.i-programmer.info/news/136-open-source/17982-why-openssfs-baseline-security-for-open-source-projects-is-important.html
https://itopstimes.com/itsec/linux-foundation-and-openssf-launch-cybersecurity-skills-framework/
https://siliconangle.com/2025/05/14/linux-foundation-debuts-cybersecurity-skills-framework-address-enterprise-talent-gaps/
https://www.scworld.com/brief/new-cybersecurity-skills-framework-seeks-to-bolster-enterprise-talent-readiness
https://www.helpnetsecurity.com/2025/05/16/cybersecurity-skills-framework-linux-foundation/
https://www.helpnetsecurity.com/2025/05/16/cybersecurity-skills-framework-linux-foundation/
https://securityboulevard.com/2025/05/linux-foundation-shares-framework-for-building-effective-cybersecurity-teams/#google_vignette
https://itdaily.com/news/security/linux-foundation-launches-global-cybersecurity-skills-framework/
https://www.linuxinsider.com/story/is-a-security-baseline-enough-for-open-source-software-177560.html
https://www.thecube.net/events/linux-foundation/open-source-summit-na-2025/content/Videos/1d30cdc2-4707-4774-a736-db91b8e0a128
https://www.infosecurity-magazine.com/news/nsa-cisa-urge-memory-safe-languages/
https://siliconangle.com/2025/06/26/open-source-devs-global-cybersecurity-laws-opensourcesummit/
https://siliconangle.com/2025/06/28/code-open-source-tech-community-future-13-takeaways-opensourcesummit/
https://techstrong.tv/videos/latest-shows-techstrong-tv/techstrong-tv-june-30-2025
https://techstrong.tv/videos/open-source-summit-na-2025/navigating-software-supply-chain-security-challenges-with-christopher-crob-robinson-open-source-summit-na-2025
https://techstrong.tv/videos/open-source-summit-na-2025/navigating-software-supply-chain-security-challenges-with-christopher-crob-robinson-open-source-summit-na-2025
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« Help Net Security. The 6 challenges your business will face in implementing MLSecOps.2025%8820H

« The New Stack. What the EU’s Cyber Resilience Act Means for Open Source. 202558821H

« Infosecurity Magazine. CISA Seeks Biden Era’s SBOM Minimum Requirements Guideline Change. 20254
8825H

» Tech.eu. The World of Open Source Europe report 2025: mapping trends, challenges, and the push for
digital sovereignty. 2025%8H25H

« Dutch IT Channel. OpenSSF honors achievements in open source security and Al. 2025%8H27H

« Dutch IT Leaders. OpenSSF honors achievements in open source security and Al. 2025%F8H827H

« ITPro Today. New Research Debunks Open Source Business Model Myths. 202558H27H

+ diginomica. Building bridges, not burning maintainers - how the CRA is reshaping open source
relations.
2025%8H27H

« The New Stack. The Cyber Resilience Act: Fear, Confusion — And Reassurance. 2025F8828H
« The New Stack. TNS Daily | August 29,. 2025F8829H

« diginomica. Enterprise hits and misses - services firms have an Al market meltdown, but why? Tech
earnings roll in, as NVIDIA gets an Alibaba heads up. 2025%982H

« ITdaily. Europe’s turn: the opportunities and challenges of open source. 2025F984H

. Data Center Insider. Digital sovereignty is moving to the center of open source strategies. 2025%9H5H

« Cybersecurity Dive. How Al and politics hampered the secure open-source software movement. 2025%
9H9H

« Data Center Insider. Christopher Robinson on MLSecOps and the Cyber Resilience Act,.
20255948 10H

« Infosecurity Magazine. %i5%:Black HatZDEF CON#£MDCISODZET. 202598 10H

» The New Stack. How the EU’s Cyber Act Burdens Lone Open Source Developers. 2025498 11H

« The New Stack. SBOMs Get a Needed Update for New Threats. 2025985108

« InfoWorld. More money for open source security won’t work. 202559822H

« Reversing Labs. The call for funding of open-source platforms. 20255F1081H

« ZDNET. The best free Al courses and certificates right now. 2025F10823H
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https://www.helpnetsecurity.com/2025/08/20/mlsecops-security-challenges/
https://thenewstack.io/what-the-eus-cyber-resilience-act-cra-means-for-open-source/
https://www.infosecurity-magazine.com/news/cisa-seeks-sbom-requirements-change/
https://tech.eu/2025/08/25/the-world-of-open-source-europe-report-2025-mapping-trends-challenges-and-the-push-for-digital-sovereignty/
https://tech.eu/2025/08/25/the-world-of-open-source-europe-report-2025-mapping-trends-challenges-and-the-push-for-digital-sovereignty/
https://www.dutchitchannel.nl/news/694715/openssf-eert-prestaties-in-open-source-beveiliging-en-ai
https://www.dutchitleaders.nl/news/694715/openssf-eert-prestaties-in-open-source-beveiliging-en-ai
https://www.itprotoday.com/software-development/new-research-debunks-open-source-business-model-myths
https://diginomica.com/building-bridges-not-burning-maintainers-how-cra-reshaping-open-source-relations
https://diginomica.com/building-bridges-not-burning-maintainers-how-cra-reshaping-open-source-relations
https://thenewstack.io/the-cyber-resilience-act-fear-confusion-and-reassurance/
https://mailchimp.com/about/mcsv-static
https://diginomica.com/enterprise-hits-and-misses-services-firms-have-ai-market-meltdown-why-tech-earnings-roll-nvidia
https://diginomica.com/enterprise-hits-and-misses-services-firms-have-ai-market-meltdown-why-tech-earnings-roll-nvidia
https://itdaily.be/blogs/software/open-source-summit-2025-europa-aan-zet/
https://www.datacenter-insider.de/digitale-souveraenitaet-rueckt-ins-zentrum-der-open-source-strategien-a-8e664cc8aa95a484fc230791c9637770/
https://www.cybersecuritydive.com/news/open-source-software-security-progress-roadblocks/758506/
https://www.datacenter-insider.de/christopher-robinson-ueber-mlsecops-und-den-cyber-resilience-act-a-ecdfa3a49f2dcfc56f6900f1a3a8edf2/
In Conversation: Learnings for CISOs Post Black Hat and DEF CON
https://thenewstack.io/how-the-eus-cyber-act-burdens-lone-open-source-developers/
https://info.thenewstack.io/tns-daily-september-12-2025?ecid=ACsprvumyvcGr5-P4NQe_qK1QHiNGBWbF3E8BnKPBTdK0FSqUlbVakEIYyVy3hfTLFUaSid57dQX&utm_campaign=21092976-TNS%20Daily&utm_medium=email&_hsenc=p2ANqtz-9Yd-f3ZXaUO88tspMXFcbhXS7aKqLIpGNhvAdyaN0-8XJdhN15H9WQ-P9IFVw0hwdePxHFIldat5MOgaD2FwbCCjcz7sq8agVpSt76QQSeZU1hVdQ&_hsmi=380320864&utm_content=380320864&utm_source=hs_email
https://www.infoworld.com/article/4060306/npm-attacks-and-the-security-of-software-supply-chains.html
https://www.reversinglabs.com/blog/open-source-commercial-funding
https://www.zdnet.com/article/the-best-free-ai-courses-and-certificates-for-upskilling-in-2025-and-ive-tried-them-all/

Open Source Security Foundation (OpenSSF) (& #hs7Tc 52 BHMKTE
IBRVINIITDEFAVTAHBRDI=D A—TYV—XITATRTLA
2ERICHIEATRL—2a ZHELTVWET, T—F > JJIL—TL
7O IMEICDIya>ORMB/NY IR—2 R L. Mess it FE
TR TSAFI—VDEEENSAI/MLOZE I TO—/NLERR
S—ADBEIZEZET ATV EFa)TrICH TR EENE
REDEERICEDIHATVET,

2025FH. CNSOWMDEAIZBICBR X3 ESZHIT -2 TRO
HFR.Foundationf DFEEDHE KB )YV —XDO R ELTHRA
RTA—otFxal) 7oV —ILOERIEKRERRE LELI.CNS
I&.0penSSFAZa =T &4 DI 3 EANARMEFH. IZa=F
AD)—H—v T FLTHEEETEZHRLTVET,

OpenSSF Technical Advisory Council (TAC)IE. TR T O =
7F7 (T ZBEEL. RAThTWS O /07O I 5147
AU R LET,

OpenSSF DFAMBIEN DA LRI NI TWS O TV hDFFEMICD
WTlE. 7Oz~ R— Projects pagex ZBL/Z T,

OpenSSF GitHub U7RTk1): github.com/ossf
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https://openssf.org/about/tac/
https://openssf.org/projects/
https://github.com/ossf
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T—%IIN—TF -7—=\=>7;‘JL—7’ avky E‘i&a—w
. 1)—45— EE
Al / ML Security .
Jay White, 10~20
Al/MLD—20—RDA—FV—2X Mihai Maruseac
\jjl\le t*JIJT'rODﬁE/;%L\—/n\/n\ GitHubUZﬁ:/“l.U
UTTAoFarR—=—FT42T D=0
7}[/_7" ossf/ai-ml-security
2025FEDNTLS51H « Coaliation for Secure AIO7 KT b R—/X—TlF. ML
« model-signing 1.0BL V1105 LIS "T7°5'|’9.’-::.—‘/03t=\=:11)7‘-«rﬁﬁ1%0)%—%f LT
» OMSETILER T4 —<w MHEDITS L 1F model-signing” 70 —FEHRL TNET.
« Visualizing Secure ML Ops 7RJ1 kR—/\— RifEh (20265F)
« TSecure Al/ML-Driven Software development . J&?)L%%O)T:&Dd)%ﬁé%ﬁ{tl,ia‘o:Ej‘-“)l,/\—)‘b\‘?-“\
(LFEL 1012) course THINTERZ%=HYR—bT3LSICL.BREAHmDSHRD

OSSDLLMICEZTESRLSICLET,

. AN : . .
ADDEBBSIG « EFILES. Atlas7OT 7k (Intel). Sentry AT o

» Modelsigning k (Purdue) B X LT. BREFI.F—REvh T
» Al Economics for 0SS —JI VA RRBREEAN—TDBA/ML Y TS F
» Safe MCP — X AVTADREAVITZAN I F v EEEL.T

. NTD ML BRI DFREZER LT,
» Cyber Reasoning Systems

oA 4

LV

s TAIDTDDEF VT4 (REBMCP.ETILESR. T
—JI U A—RDESR) & TFx a2 )T DIHDAI] (H#E
> A7 Lo DARPA AIXCC.AIZO /= U ZSIG) ([ZEYO#E
ATWET,

. OSSTOLZFLRAICHEITBAIL EFa1UF<ICET
265 P BIFFRD LI IFFT. OpenSSF (BEST. H7F
4 Fx—>tFa')5~).Linux Foundation (LF Al &
Data Cybersecurity Compliance) . #+&8 (Coalition for
Secure Al &) DD T —F 2T T I —T L DEHE

OPENSSF 20257 Z=a7 )L L R—k 34


https://github.com/ossf/ai-ml-security
https://openssf.org/wp-content/uploads/2025/08/OpenSSF_MLSecOps_Whitepaper.pdf
https://training.linuxfoundation.org/express-learning/secure-ai-ml-driven-software-development-lfel1012/
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D=2 TTN-7F
Belonging,
Empowerment,
Allyship, and
Representation

RKEMEZEDH HAN—
tXaVTA AV OBt ZEDHS

2025FDNAF 1k

+ Ejiro Oghenekome. Sal Kimmich B} #—7>YV—Z A
FIICBE T 33 B8R Dblog> ) —X &) —X L. 2DH
REThFLT

» IDEDSEINF—A: YD I—FHilik - Open

Source Security Foundation

» PIDEDSEILR—A: OpenSSFEIEET SO
Saz=7T1¥I7—%>%J%I)L—7 - Open Source
Security Foundation

« BEART—F>7J7)L—F1&.0penSSF Community
Day NATZS>F+-X—hr7vF%ZRRXLL.Open Source
Summit NATDOpenSF7—X TOREZHBLEL
7o

o BEART—F>JJ)L—F1%.2025FE DLinux
Foundation Mentorship AU S LT X 71— D&
SEEBLELICAANDASTA—DESFEOA I Z—
w7700 L%ET LEL,

» ANDAYTA—ZBNTBA

T+ A7 — https://youtu.
be/ U-ATAD Qks?si=6y6NPL30z8bbGsAb

« 2025F(CIZ 1BADBI0B £ TEFOBIDA T4 XTI —
I EEIN FRLLEBEOA T X T7I—HREINE
LTCO

A 4

LV

« FILLWEBLE % OpenSSF (CEL 1= DHILERITDT
O D)—X%xRNBELELIoCNICIFNEYVIICER %
BWeA TR TI—X—T T4 DBREDIEN
7,

D=%20 G =7

T—F*IIN-TF ary I~'2 Ea—4%—0

EBAH

U—ﬁ_

Jay White,

Marcela Melara, Yesenia Yser 8

GitHubY R~V

ossf/wg-dei

« ljeomadBMIZ&BPython Ghana*. OpenSSF
Community Day NA ¥ OSS Summit NA TDI—k7
VIR T —ZADBER RO ST ERA—T>
V=Y Iy MMIBWTBEARZHARICREKRLE LT,

+ Funded & mentored four mentees via Linux
Foundation’s 2025 summer program.

« 2025F 1 BH5 10 BICHMT T A T4— 23— —
2 Y3  AI/MLEEI—XO V=X FIiEET
700 D)—XBE9BDATA R TIO—=RELEL
T':O

RiZfEH (20264)

« Prince Oforh Asiedu. Seth Mensah. Aaron Will Djada
DEEICED VIV THRE ATV —R F*al)
TACERZBEWV Sy T 27 7UATERLET,

+ PyCon Africadz@BE . I—FELUVT77VALET
FAfE S5 PyConlZ&H LT The Linux FoundationA
DEREEDH DT —ZARR I —DZEZTVED,

o« T4 AT IT—=MEELET,

« DevRel 7\”/_702:1'5%7] bT\%LL\ﬁﬁk%@w%k HA
RO T—F20 I —TDRBEZIET I HEZTH
BRILLE T,

o A=V 7OV VMM TRIEMDASRZ—y
TOHR—bZRHBLET,
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https://github.com/ossf/wg-bear
https://openssf.org/blog/2025/09/22/from-beginner-to-builder-your-first-code-contribution/
https://openssf.org/blog/2025/09/22/from-beginner-to-builder-your-first-code-contribution/
https://openssf.org/blog/2025/08/08/from-beginner-to-builder-understanding-openssf-community-and-working-groups/
https://openssf.org/blog/2025/08/08/from-beginner-to-builder-understanding-openssf-community-and-working-groups/
https://openssf.org/blog/2025/08/08/from-beginner-to-builder-understanding-openssf-community-and-working-groups/
https://openssf.org/blog/2025/08/08/from-beginner-to-builder-understanding-openssf-community-and-working-groups/
https://www.youtube.com/watch?v=_U-A7AD_Qkssi%3D6y6NPL30z8bbGsAb&feature=youtu.be
https://www.youtube.com/watch?v=_U-A7AD_Qkssi%3D6y6NPL30z8bbGsAb&feature=youtu.be
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Source Developers

F=T ) —RRAEEBIIRAN TS TT~«
ZADREFL 7o RARERY — 2%
RLET

2025FEDNTS51+
o FL—Z=>4F—X
» Understanding the EU Cyber Resilience Act
(CRA) (LFEL1001)

» Security for Software Development
Managers (LFD125)

» Secure Al/ML-Driven Software Development
(LFEL1012)
» Japanese translation of LFD121
o ERBAHIR
» Security Focused Guide for Al Code Assistant

Instructions

» Cyber Resilience Act (CRA) Brief Guide for
Open Source Software (0OSS) Developers

» Simplifying Software Component Updates

» Security Web Application Guidelines

« OpenSSFRXO7H—F

» OpenSSF Scorecard
v5.3.001J1)—X

D=%20 G =7

=% JIIN—=T

‘ dAYRJEa2—42—D
)—4— iE

EBAH

Georg Kunz, Avishay Balter

GitHubURZ ~V

ossf/wg-best-practices-os-developers

» Allstarv.4.5 DJ1J)—

o« XEUE—T774SIG
» Memory Safety Continuum

27488

Ve

o« J—%>4%)L—FIZLF EducationEEDEHD L —
= 0—-ERRALELE. O—XRIFIERICHFF T Z
BOZHEEDSMLTUVED,

o« T2 00N =TI HARHEBER ZHRBTHET
BICEDAYMLD—F T ) —TEXToO—N
IWHAN—=R)—WGCDM A LIER ICRERICH AL
FL7=

RiZ@hH (20265F)

« Python €*a7 J—F74>J AARZARELTVEF—
L1F.2026 FHBEORAID!))—RIZEITFTTEROIEAT
W&d,

o C/C++ AVNAZERAARIFBEFED C/C++ I2NA
AT A RZE®HTI B DD LT 2026 FHI5E
ICRAIDVI—ZBFEETNTVED,

« HBSIGIZ. TERZHBEI—RCHMICIDEATLE
ED
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https://github.com/ossf/wg-best-practices-os-developers
https://training.linuxfoundation.org/express-learning/understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://training.linuxfoundation.org/express-learning/understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://openssf.org/blog/2025/03/06/new-free-course-security-for-software-development-managers-lfd125/
https://openssf.org/blog/2025/03/06/new-free-course-security-for-software-development-managers-lfd125/
https://training.linuxfoundation.org/express-learning/secure-ai-ml-driven-software-development-lfel1012/
https://training.linuxfoundation.org/express-learning/secure-ai-ml-driven-software-development-lfel1012/
https://training.linuxfoundation.org/training/developing-secure-software-lfd121-jp/
https://best.openssf.org/Security-Focused-Guide-for-AI-Code-Assistant-Instructions
https://best.openssf.org/Security-Focused-Guide-for-AI-Code-Assistant-Instructions
https://best.openssf.org/CRA-Brief-Guide-for-OSS-Developers
https://best.openssf.org/CRA-Brief-Guide-for-OSS-Developers
https://best.openssf.org/Simplifying-Software-Component-Updates
https://github.com/w3c-cg/swag
https://github.com/ossf/Memory-Safety/blob/main/docs/memory-safety-continuum/memory-safety-continuum.md
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Global Cyber
Policy

ER SRR EE BKY
YAN—tFa )7L —LA
J—ODBRICN T BLDE
IChfed770—F

2025FDNAF 1k

o CODUN—FIF2024F12BICTLARTIVA LTRES
Ni-NERE r fE#EE | ICB 9 3Linux Foundation®
D—03vFOH EIC2025F 1B ISR INE LT,
DTN —TORREIF.CDT—Iayv I TOEEIC
BEOVWTCRESNFLIIL—TOEMIF. A—T>Y
—27O2 VDR BEICLDRFIBHADES
EETZ. 7O-NILAETAN—txa)7EED
ERENTL—LT— I MEEICDVWT AYN—E&LD
EERAZIa =T BN TEIDDT+—S L%zt H
TERL T BIIRBETERsZZRAELTULE
T AF=BICIR2 DD T I T1TRSIGHH D £, Fhid
Awareness & Standards T3 7L —Fl& BN 1 /N —

LI VRE(CRA) ISEALTE D DEHDESH %=

ERTIREBERLTVET T EEBYEUX
BHIERLELTze CNISAZDEETINELH DB
Hn3 liaisons list T,

o COUN—TIEHRXE=ER L. 7O —FFREL
THBELRBEIORREENDERELT 0SS TITX

FLICEZB3HEICDOWTCIAZIaZTADOAYN—TE

WLIERZEBI BB L TOMBELE LT

o« J—F%20J)I—FDHE)—4—(F Daniel
Appelquist | Samsung ¥ Roman Zhukov | Redhat
D2 T, Mike Bursell | Confidential Compute

Consortium 1£.2025F 108 £FTRAID)—H— LT

SEEEL E L7, CRob, Jeff Diecks, Madalin Neag ZL
T David A. WheelerzZZ€T0penSSFR 2y T DH7R—
FERITTUVET,

D=%20 G =7

=% Y IN—F AYFYE2—2—D
)—45i— EBAE
Dan Appelquist, Roman 19
Zhukov

GitHubY R~V

ossf/wg-global-cyber-policy

« F7 #h7=5IETEU CRA Monthly Tech Talky (IBFR
'CRA Tech Bi-weeklyl) ZE=E L THD. EDFEEIE
Awareness SIG IC&>TEEINTULETD,

« Awareness& & U'Standards SIGD EHBHI AR ICHN
ZAEFEBRT—FITIN—TDORE DRELTVET,
Y— L BEEDRBREICDWTIE.ORBITO—F > 5L —
TERMALTWVWET, £/ (FOSDEMEB LTFOSS NAX LY
STIDFER S5SNI ZT) Open Source Summit
EuropelcBWT T—F > JJ)IL—F D4R ET/\
ATV REEERELELIL.CORZEDESRIX.2DD
R ZHBED S CRAZERODEDIEA LETEICDVTE
REBCKZ L ZLUTCISAO RER KR LTz 20255SBOM
DENEZICEHTIRRERIOVTRRZECILT
L7z

« LF Europe Roadshow—T7—2o v /=RAELEL
TeoEET LARTIALTIDT—F TN —TF%ZiIb
FFreTO—0 avTORRERM L. AR5 0747
BTARAy>a>O=HIC 10 B 29 BICT VY MIEF
DEL7,

27488

Ve —

+ CRALZDHEFEE S LIUVHAREEANDZEICDOVT,
RN ER LICEMLF L7 CRAICEIT S CRA
I 3EEDLFFL—=24 O 5 EIFICHEBL
FLIce 71— RNy IPERZIRHBITZICT . INET
IC5500 A EOEFREZEEFLTVEY, 68 DHE s
BOEH © ISR EEHERED RrOLKDOH DT
OJ%%° CRABIZA 1 FZ AL E L7, £/ Linux
Foundation ROA—F>V—XEBICBHTELKDH
@ OpenSSF RFaXVMIFTET71— RNy IHIRME
L¥xlL7
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https://github.com/ossf/wg-globalcyberpolicy/blob/main/governance/external-liaisons.md
https://github.com/torgo
https://github.com/torgo
https://github.com/rozhukov
https://github.com/MikeCamel
https://github.com/MikeCamel
https://github.com/SecurityCRob
https://github.com/GeauxJD
https://github.com/madalinnneag
https://github.com/david-a-wheeler
https://www.cisa.gov/resources-tools/resources/2025-minimum-elements-software-bill-materials-sbom
https://www.cisa.gov/resources-tools/resources/2025-minimum-elements-software-bill-materials-sbom
https://openssf.org/press-release/2025/04/29/openssf-launches-free-course-to-prepare-developers-for-the-eu-cyber-resilience-act/
https://openssf.org/press-release/2025/04/29/openssf-launches-free-course-to-prepare-developers-for-the-eu-cyber-resilience-act/
https://openssf.org/blog/2025/06/16/cra-ready-how-open-source-projects-can-prepare-for-the-eu-cyber-resilience-act/
https://openssf.org/blog/2025/06/16/cra-ready-how-open-source-projects-can-prepare-for-the-eu-cyber-resilience-act/
https://openssf.org/blog/2025/06/02/oss-and-the-cra-am-i-a-manufacturer-or-a-steward/
https://best.openssf.org/CRA-Brief-Guide-for-OSS-Developers
https://github.com/ossf/wg-globalcyberpolicy
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https://github.com/ossf/wg-securing-critical-projects
https://github.com/ossf/malicious-packages
https://ostif.org/rstuf-audit-complete/
https://ostif.org/openssf-scorecard-audit-complete/
https://ostif.org/openssf-scorecard-audit-complete/
https://ostif.org/
https://github.com/ossf/malicious-packages
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https://github.com/ossf/wg-securing-software-repos
https://blog.rust-lang.org/2025/07/11/crates-io-development-update-2025-07/
https://github.blog/changelog/2025-07-31-npm-trusted-publishing-with-oidc-is-generally-available/
https://learn.microsoft.com/en-us/nuget/nuget-org/trusted-publishing
https://github.com/ossf/wg-securing-software-repos/tree/main/attestations-ui-2025
https://github.com/ossf/wg-securing-software-repos/tree/main/attestations-ui-2025
https://repos.openssf.org/package-deletion-policies
https://repos.openssf.org/package-deletion-policies
https://blog.rust-lang.org/2025/07/11/crates-io-development-update-2025-07/
https://github.blog/changelog/2025-07-31-npm-trusted-publishing-with-oidc-is-generally-available/
https://learn.microsoft.com/en-us/nuget/nuget-org/trusted-publishing
https://central.sonatype.org/news/20250128_sigstore_signature_validation_via_portal/
https://central.sonatype.org/news/20250128_sigstore_signature_validation_via_portal/
https://blog.bazel.build/2025/08/01/enhancing-security-metadata-in-bcr.html
https://repos.openssf.org/principles-for-package-repository-security
https://repos.openssf.org/principles-for-package-repository-security
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https://github.com/ossf/wg-security-tooling
https://openbao.org/
https://github.com/SBOMit
https://github.com/mindersec
https://github.com/ossf/tac/pull/503
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https://github.com/ossf/wg-supply-chain-integrity

”

<9 OpenSSF

\
{ OPEN SOURCE SECURITY FOUNDATION

=200 —7F
Vulnerability
Disclosures

MessidiRE E I a7 —23 =BT
BA—T)—REFa)To=RELET

2025 DNATF 1k

« OSV RF—TDHERAFHLVLWI ISR
T L\ (Kubernetes. MinimOS. Bellsoft
Alpaquita. Hardened Containers.Echo. Julia) ICEXT
LD BB R D 0SS A—H—e/N\vr— DO/ D
NLyPhmELELT,

« OSV Linter (F/\w7r = /N—2 3> % BMLUTEE S
NEFLIFEEF VY Lupstream/aliasesDIRFEIC &
D.OSVLI—ROT—Z@mBELEVWVRTEARELE
ER

o VIFRT—URILA—DFEERIETZ YR T+—LA
T&H % OpenSSF D% & T.Advise (IB¥ VINCE) DA —
Ty —=21ticEiFCERINE LT

¢ OpenSSFXYN—/7OS UMD ERBRRELT
VulnCon 2025 AL E LT

« Al-generated/slop security reports ICDWT A>T
FT—UREENDBENBRAAZRIOVWTEmL F
LTce TEF 2 )T EBISFRRH DI EVWSINTH AL
DR FFHARETEENL LX) T REETILD
EEICDOVWTIRETL £ LT,

« CISAVIhUz7EIEHA RTRFAINTUWS product-
first vulnerability disclosure report (VDR)
specification DHEMICOVWTERLE L.

« CVE O35 LDEEVRVICHIGLT CVE O35
LOFHGE A REM & B AREXT IGFTE IC DUV THERTRYIC
& L. OSV as potentially a global vulnerability
databaseZs EOREFEEZEL T 0SS DEIEHZHE
RLE T,

D=%20 G =7

D=0 N7 AYRJEa—2—D
)—4— EBAH
Madison Oliver, 2025 I22EIU EREFICHE
CRob Li=arkUEa2—419%

GitHubY R ~U

ossf/wg-vulnerability-disclosures

=04
oE

« VulnCon REDER N> T 7LV RIZHITS0penSSF
DHEERCZENZRH.CVE 7O 5 L% PURL 7O
DIV REDERN— b F—rnpEERIELEL S

 BRBOAI EHtFa)Tr LR— M RBICERS
NBILICELBFREICHLL. EREDOLKR— DR
ICERD#EAE LT

- W 1ezEE L. BIFEOmRDEAZERT 57
8. OWASP CycloneDX % L BAFZ DIZZE L HK L D1
E=HFICANT- VDR BEOHBRNBIIMEZEML
iL/TCo

 HEEMITICENM CBERZERLICVEEERITOR
BRI EIEROEMRICEALE LT

RiEfEH (20265F)

« OpenSSF7O02 o kX LTAdviseD RS CERA =ik
LF9,

¢ CVD Guide for 0SS Consumers DFERY & K % #tE
LFT,
o 2L TR SEF00 VDR ICEE T Bk 2 3R
BENARISAL—avIilB8mLEY,

o Al TERENIcEF a7 LR—FEFHES LT
WIBT BT DHAAVRZRELET,

o« D= TN —TREADHANLBMEZ{BELF
Jo

OPENSSF 20257 Z=a7 )L L R—k 46


https://github.com/ossf/wg-vulnerability-disclosures
https://github.com/ossf/wg-vulnerability-disclosures/issues/152
https://openssf.org/blog/2025/04/14/key-takeaways-from-vulncon-2025-insights-from-the-openssf-community/
https://sethmlarson.dev/slop-security-reports
https://github.com/ossf/wg-vulnerability-disclosures/issues/172
https://github.com/ossf/wg-vulnerability-disclosures/issues/172
https://github.com/ossf/wg-vulnerability-disclosures/issues/172
https://github.com/ossf/wg-vulnerability-disclosures/issues/162
https://github.com/ossf/wg-vulnerability-disclosures/issues/162
https://github.com/ossf/wg-vulnerability-disclosures/issues/115
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https://github.com/sigstore
https://central.sonatype.org/news/20250128_sigstore_signature_validation_via_portal/
https://blog.sigstore.dev/sigstore-go-1-0-now-available/
https://blog.sigstore.dev/cosign-verify-end-user/
https://blog.sigstore.dev/cosign-3-0-available/
https://blog.sigstore.dev/rekor-v2-ga/
https://openssf.org/blog/2025/10/15/announcing-the-sigstore-transparency-log-research-dataset/
https://openssf.org/blog/2025/10/15/announcing-the-sigstore-transparency-log-research-dataset/
https://blog.sigstore.dev/model-transparency-v1.0/
https://blog.sigstore.dev/model-transparency-v1.0/
https://developer.nvidia.com/blog/bringing-verifiable-trust-to-ai-models-model-signing-in-ngc/
https://openssf.org/resources/visualizing-secure-mlops-mlsecops-a-practical-guide-for-building-robust-ai-ml-pipeline-security/
https://openssf.org/resources/visualizing-secure-mlops-mlsecops-a-practical-guide-for-building-robust-ai-ml-pipeline-security/
https://github.com/cosai-oasis/ws1-supply-chain/blob/main/signing-ml-artifacts.md
https://arxiv.org/abs/2505.22778
https://arxiv.org/abs/2505.22778
https://blog.sigstore.dev/post-quantum-2025/
https://witness-network.org/
https://witness-network.org/
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https://cti.coretoolchain.dev/
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10.

11.

12,

13.

SBOMs in the Era of the CRA: Toward a Unified and
Actionable Framework

A New Course on Secure Al/ML-Driven Software
Development

Announcing the Sigstore Transparency Log Research
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14.

15.
16.

17.

18.

19.

20.

Europe Recap

Open Source Friday with OpenSSF - Global Cyber
Policy Working Group

Recap: OpenSSF Community Day India 2025

OpenSSF Community Day Korea 2025 Agenda Live!

OpenSSF Celebrates Global Momentum, Al/ML
Security Initiatives and Golden Egg Award Winners at
Community Day Europe

Trustify joins GUAC

What Not to Miss at Open Source Summit & OpenSSF
Community Day Europe

Case Study: How LFX Insights and OSPS Baseline

Dataset

OpenSSF Scorecard Audit is Complete!

Building Security in Open Source for Financial
Services: OpenSSF at Open Source in Finance Forum

(OSFF)

KubeCon + CloudNativeCon North America
2025 Co-Located Event Deep Dive: Open Source

SecurityCon

Recap: OpenSSF Tech Talk on Securing the Al
Lifecycle

Open Infrastructure is Not Free: A Joint Statement on

21.

22,

23.

24,

25.

Validated GUAC’s Security in Under an Hour

OpenSSF at Black Hat USA 2025 & DEF CON 33: AIxCC
Highlights, Big Wins, and the Future of Securing

Open Source

Securing Al: The Next Cybersecurity Battleground

From Beginner to Builder: Understanding OpenSSF
Community and Working Groups

OpenSSF at DEF CON 33: Al Cyber Challenge (AIxCC),
MLSecOps, and Securing Critical Infrastructure

Visualizing Secure MLOps (MLSecOps): A Practical
Guide for Building Robust Al/ML Pipeline Security

Sustainable Stewardship

From Beginner to Builder: Your First Code
Contribution

From Ghent to Brussels: OpenSSF’s Week of Policy
and Security in Europe

Improving Risk Management Decisions with SBOM
Data: A New Whitepaper from the OpenSSF SBOM
Everywhere SIG

New OpenSSF Guidance on Al Code Assistant
Instructions

Celebrating the Community: OpenSSF at Open
Source Summit and OpenSSF Community Day

26.

27.

28.

29.

30.

31.

Celebrating Five Years of OpenSSF: A Journey
Through Open Source Security

Speaking, Volunteering, Parenting, and Exploring
Nature — My Week at 0SS Summit NA 2025

Case Study: Google Secures Machine Learning
Models with sigstore

Building India’s Open Source Security Community:
Join Us in Hyderabad!

New: Cyber Resilience Act (CRA) Brief Guide for OSS
Developers

Recap: OpenSSF Community Day North America
2025
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https://openssf.org/blog/2025/10/22/sboms-in-the-era-of-the-cra-toward-a-unified-and-actionable-framework/
https://openssf.org/blog/2025/10/22/sboms-in-the-era-of-the-cra-toward-a-unified-and-actionable-framework/
https://openssf.org/blog/2025/10/16/a-new-course-on-secure-ai-ml-driven-software-development/
https://openssf.org/blog/2025/10/16/a-new-course-on-secure-ai-ml-driven-software-development/
https://openssf.org/blog/2025/10/15/announcing-the-sigstore-transparency-log-research-dataset/
https://openssf.org/blog/2025/10/15/announcing-the-sigstore-transparency-log-research-dataset/
https://openssf.org/blog/2025/10/10/openssf-scorecard-audit-is-complete/
https://openssf.org/blog/2025/10/09/building-security-in-open-source-for-financial-services-openssf-at-osff/
https://openssf.org/blog/2025/10/09/building-security-in-open-source-for-financial-services-openssf-at-osff/
https://openssf.org/blog/2025/10/09/building-security-in-open-source-for-financial-services-openssf-at-osff/
https://openssf.org/blog/2025/10/08/kubecon-cloudnativecon-north-america-2025-co-located-event-deep-dive-open-source-securitycon/
https://openssf.org/blog/2025/10/08/kubecon-cloudnativecon-north-america-2025-co-located-event-deep-dive-open-source-securitycon/
https://openssf.org/blog/2025/10/08/kubecon-cloudnativecon-north-america-2025-co-located-event-deep-dive-open-source-securitycon/
https://openssf.org/blog/2025/10/02/recap-openssf-tech-talk-on-securing-the-ai-lifecycle/
https://openssf.org/blog/2025/10/02/recap-openssf-tech-talk-on-securing-the-ai-lifecycle/
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://openssf.org/blog/2025/09/22/from-beginner-to-builder-your-first-code-contribution/
https://openssf.org/blog/2025/09/22/from-beginner-to-builder-your-first-code-contribution/
https://openssf.org/blog/2025/09/19/from-ghent-to-brussels-openssfs-week-of-policy-and-security-in-europe/
https://openssf.org/blog/2025/09/19/from-ghent-to-brussels-openssfs-week-of-policy-and-security-in-europe/
https://openssf.org/blog/2025/09/18/improving-risk-management-decisions-with-sbom-data-a-new-whitepaper-from-the-openssf-sbom-everywhere-sig/
https://openssf.org/blog/2025/09/18/improving-risk-management-decisions-with-sbom-data-a-new-whitepaper-from-the-openssf-sbom-everywhere-sig/
https://openssf.org/blog/2025/09/18/improving-risk-management-decisions-with-sbom-data-a-new-whitepaper-from-the-openssf-sbom-everywhere-sig/
https://openssf.org/blog/2025/09/16/new-openssf-guidance-on-ai-code-assistant-instructions/
https://openssf.org/blog/2025/09/16/new-openssf-guidance-on-ai-code-assistant-instructions/
https://openssf.org/blog/2025/09/12/celebrating-the-community-openssf-at-open-source-summit-and-openssf-community-day-europe-recap/
https://openssf.org/blog/2025/09/12/celebrating-the-community-openssf-at-open-source-summit-and-openssf-community-day-europe-recap/
https://openssf.org/blog/2025/09/12/celebrating-the-community-openssf-at-open-source-summit-and-openssf-community-day-europe-recap/
https://openssf.org/blog/2025/09/11/open-source-friday-with-openssf-global-cyber-policy-working-group/
https://openssf.org/blog/2025/09/11/open-source-friday-with-openssf-global-cyber-policy-working-group/
https://openssf.org/blog/2025/09/11/recap-openssf-community-day-india-2025/
https://openssf.org/blog/2025/09/05/openssf-community-day-korea-2025-agenda-live/
https://openssf.org/press-release/2025/08/28/openssf-celebrates-global-momentum-ai-ml-security-initiatives-and-golden-egg-award-winners-at-community-day-europe/
https://openssf.org/press-release/2025/08/28/openssf-celebrates-global-momentum-ai-ml-security-initiatives-and-golden-egg-award-winners-at-community-day-europe/
https://openssf.org/press-release/2025/08/28/openssf-celebrates-global-momentum-ai-ml-security-initiatives-and-golden-egg-award-winners-at-community-day-europe/
https://openssf.org/blog/2025/08/27/trustify-joins-guac/
https://openssf.org/blog/2025/08/22/what-not-to-miss-at-open-source-summit-openssf-community-day-europe/
https://openssf.org/blog/2025/08/22/what-not-to-miss-at-open-source-summit-openssf-community-day-europe/
https://openssf.org/blog/2025/08/14/case-study-how-lfx-insights-and-osps-baseline-validated-guacs-security-in-under-an-hour/
https://openssf.org/blog/2025/08/14/case-study-how-lfx-insights-and-osps-baseline-validated-guacs-security-in-under-an-hour/
https://openssf.org/blog/2025/08/14/openssf-at-black-hat-usa-2025-def-con-33-aixcc-highlights-big-wins-and-the-future-of-securing-open-source/
https://openssf.org/blog/2025/08/14/openssf-at-black-hat-usa-2025-def-con-33-aixcc-highlights-big-wins-and-the-future-of-securing-open-source/
https://openssf.org/blog/2025/08/14/openssf-at-black-hat-usa-2025-def-con-33-aixcc-highlights-big-wins-and-the-future-of-securing-open-source/
https://openssf.org/blog/2025/08/12/securing-ai-the-next-cybersecurity-battleground/
https://openssf.org/blog/2025/08/08/from-beginner-to-builder-understanding-openssf-community-and-working-groups/
https://openssf.org/blog/2025/08/08/from-beginner-to-builder-understanding-openssf-community-and-working-groups/
https://openssf.org/blog/2025/08/06/openssf-at-def-con-33-ai-cyber-challenge-aixcc-mlsecops-and-securing-critical-infrastructure/
https://openssf.org/blog/2025/08/06/openssf-at-def-con-33-ai-cyber-challenge-aixcc-mlsecops-and-securing-critical-infrastructure/
https://openssf.org/blog/2025/08/05/visualizing-secure-mlops-mlsecops-a-practical-guide-for-building-robust-ai-ml-pipeline-security/
https://openssf.org/blog/2025/08/05/visualizing-secure-mlops-mlsecops-a-practical-guide-for-building-robust-ai-ml-pipeline-security/
https://openssf.org/blog/2025/08/01/🎉-celebrating-five-years-of-openssf-a-journey-through-open-source-security/
https://openssf.org/blog/2025/08/01/🎉-celebrating-five-years-of-openssf-a-journey-through-open-source-security/
https://openssf.org/blog/2025/07/31/speaking-volunteering-parenting-and-exploring-nature-my-week-at-oss-summit-na-2025/
https://openssf.org/blog/2025/07/31/speaking-volunteering-parenting-and-exploring-nature-my-week-at-oss-summit-na-2025/
https://openssf.org/blog/2025/07/23/case-study-google-secures-machine-learning-models-with-sigstore/
https://openssf.org/blog/2025/07/23/case-study-google-secures-machine-learning-models-with-sigstore/
https://openssf.org/blog/2025/07/21/building-indias-open-source-security-community-join-us-in-hyderabad/
https://openssf.org/blog/2025/07/21/building-indias-open-source-security-community-join-us-in-hyderabad/
https://openssf.org/blog/2025/07/15/new-cyber-resilience-act-cra-brief-guide-for-oss-developers/
https://openssf.org/blog/2025/07/15/new-cyber-resilience-act-cra-brief-guide-for-oss-developers/
https://openssf.org/blog/2025/07/14/recap-openssf-community-day-north-america-2025/
https://openssf.org/blog/2025/07/14/recap-openssf-community-day-north-america-2025/
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Recap: OpenSSF Community Day Japan 2025

On-Demand Webinar: Cybersecurity Skills,
Simplified

OpenSSF at UN Open Source Week 2025: Securing
the Supply Chain Through Global Collaboration

OpenSSF Welcomes New Members and Presents
Golden Egg Award

An Introduction to the OpenSSF Model Sighing (OMS)
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50.

51.

52.

53.

Europe Open Through 26 May, 2025

Announcing the Summer 2025 OpenSSF Mentorship
Program

New Guide on Simplifying Software Component
Updates

OpenSSF Tech Talk Recap: Using the OSPS Baseline
to Navigate Standards and Regulations

Recognizing Academic Excellence in Open Source

Specification: Model Signing for Secure and Trusted
Al Supply Chains

Member Spotlight: Datadog - Powering Open Source

54.

and Secure Software Education

OpenSSF Launches Free Course to Prepare
Developers for the EU Cyber Resilience Act

Security with Tools, Standards, and Community
Leadership

OpenBao Joins the OpenSSF to Advance Secure
Secrets Management in Open Source

Tech Talk Recap | CRA-Ready: How Open Source
Projects Can Prepare for the EU Cyber Resilience Act

Case Study: OSTIF Improves Security Posture of
Critical Open Source Projects Through OpenSSF

Membership
GUAC 1.0 is Now Available

Maintainers’ Guide: Securing CI/CD Pipelines After
the tj-actions and reviewdog Supply Chain Attacks

From Sandbox to Incubating: gittuf’s Next Step in
Open Source Security

Choosing an SBOM Generation Tool

0SS and the CRA: am | a Manufacturer or a Steward?

Member Spotlight: Trail of Bits — Driving Open
Source Security Through Standards, Prototypes, and

55.

56.

57.

58.

59.

60.

61.

62.

63.

Announcing the Release of “The Memory Safety
Continuum”

Repository Service for The Update Framework
(RSTUF) Reaches New Security Milestone with
Successful Audit

Vulnerability Enumeration Conundrum - an Open
Source Perspective on CVE and CWE

NEW FREE COURSE: Understanding the EU Cyber
Resilience Act (CRA) (LFEL1001)

Key Takeaways from VulnCon 2025: Insights from the
OpenSSF Community

Tech Talk Preview: Strengthening Open Source
Through Security Standards and Global Policy

OpenSSF Community Day NA 2025 Agenda Live!

Launch of Model Signhing v1.0: OpenSSF Al/ML
Working Group Secures the Machine Learning Supply
Chain

GuardDog: Strengthening Open Source Security

Policy

Call for Proposals Now Open for Open Source
SecurityCon 2025

Case Study: Ericsson’s C/C++ Compiler Options
Hardening Guide and OpenSSF Collaboration

Call for Proposals for OpenSSF Community Day

64.

65.
66.

Against Supply Chain Attacks

Beyond the Software Bill of Materials (SBOM):
Ensuring Integrity with Attestations - Event Recap

What will my business need to do for the EU CRA?

Linux Foundation Research Reports Reveal Wide
Spectrum for Cyber Resilience Act Readiness and
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https://openssf.org/blog/2025/07/08/recap-openssf-community-day-japan-2025/
https://openssf.org/blog/2025/06/27/on-demand-webinar-cybersecurity-skills-simplified/
https://openssf.org/blog/2025/06/27/on-demand-webinar-cybersecurity-skills-simplified/
https://openssf.org/blog/2025/06/27/openssf-at-un-open-source-week-2025-securing-the-supply-chain-through-global-collaboration/
https://openssf.org/blog/2025/06/27/openssf-at-un-open-source-week-2025-securing-the-supply-chain-through-global-collaboration/
https://openssf.org/press-release/2025/06/26/openssf-welcomes-new-members-and-presents-golden-egg-award/
https://openssf.org/press-release/2025/06/26/openssf-welcomes-new-members-and-presents-golden-egg-award/
https://openssf.org/blog/2025/06/25/an-introduction-to-the-openssf-model-signing-oms-specification/
https://openssf.org/blog/2025/06/25/an-introduction-to-the-openssf-model-signing-oms-specification/
https://openssf.org/blog/2025/06/25/an-introduction-to-the-openssf-model-signing-oms-specification/
https://openssf.org/blog/2025/06/18/member-spotlight-datadog-powering-open-source-security-with-tools-standards-and-community-leadership/
https://openssf.org/blog/2025/06/18/member-spotlight-datadog-powering-open-source-security-with-tools-standards-and-community-leadership/
https://openssf.org/blog/2025/06/18/member-spotlight-datadog-powering-open-source-security-with-tools-standards-and-community-leadership/
https://openssf.org/blog/2025/06/17/openbao-joins-the-openssf-to-advance-secure-secrets-management-in-open-source/
https://openssf.org/blog/2025/06/17/openbao-joins-the-openssf-to-advance-secure-secrets-management-in-open-source/
https://openssf.org/blog/2025/06/16/cra-ready-how-open-source-projects-can-prepare-for-the-eu-cyber-resilience-act/
https://openssf.org/blog/2025/06/16/cra-ready-how-open-source-projects-can-prepare-for-the-eu-cyber-resilience-act/
https://openssf.org/blog/2025/06/13/case-study-ostif-improves-security-posture-of-critical-open-source-projects-through-openssf-membership/
https://openssf.org/blog/2025/06/13/case-study-ostif-improves-security-posture-of-critical-open-source-projects-through-openssf-membership/
https://openssf.org/blog/2025/06/13/case-study-ostif-improves-security-posture-of-critical-open-source-projects-through-openssf-membership/
https://openssf.org/blog/2025/06/12/guac-1-0-is-now-available/
https://openssf.org/blog/2025/06/11/maintainers-guide-securing-ci-cd-pipelines-after-the-tj-actions-and-reviewdog-supply-chain-attacks/
https://openssf.org/blog/2025/06/11/maintainers-guide-securing-ci-cd-pipelines-after-the-tj-actions-and-reviewdog-supply-chain-attacks/
https://openssf.org/blog/2025/06/06/from-sandbox-to-incubating-gittufs-next-step-in-open-source-security/
https://openssf.org/blog/2025/06/06/from-sandbox-to-incubating-gittufs-next-step-in-open-source-security/
https://openssf.org/blog/2025/06/05/choosing-an-sbom-generation-tool/
https://openssf.org/blog/2025/06/02/oss-and-the-cra-am-i-a-manufacturer-or-a-steward/
https://openssf.org/blog/2025/05/30/member-spotlight-trail-of-bits-driving-open-source-security-through-standards-prototypes-and-policy/
https://openssf.org/blog/2025/05/30/member-spotlight-trail-of-bits-driving-open-source-security-through-standards-prototypes-and-policy/
https://openssf.org/blog/2025/05/30/member-spotlight-trail-of-bits-driving-open-source-security-through-standards-prototypes-and-policy/
https://openssf.org/blog/2025/05/21/call-for-proposals-now-open-for-open-source-securitycon-2025/
https://openssf.org/blog/2025/05/21/call-for-proposals-now-open-for-open-source-securitycon-2025/
https://openssf.org/blog/2025/05/15/case-study-ericssons-c-c-compiler-options-hardening-guide-and-openssf-collaboration/
https://openssf.org/blog/2025/05/15/case-study-ericssons-c-c-compiler-options-hardening-guide-and-openssf-collaboration/
https://openssf.org/blog/2025/05/09/call-for-proposals-for-openssf-community-day-europe-open-through-26-may-2025/
https://openssf.org/blog/2025/05/09/call-for-proposals-for-openssf-community-day-europe-open-through-26-may-2025/
https://openssf.org/blog/2025/05/08/announcing-the-summer-2025-openssf-mentorship-program/
https://openssf.org/blog/2025/05/08/announcing-the-summer-2025-openssf-mentorship-program/
https://openssf.org/blog/2025/05/07/new-guide-on-simplifying-software-component-updates/
https://openssf.org/blog/2025/05/07/new-guide-on-simplifying-software-component-updates/
https://openssf.org/blog/2025/05/06/openssf-tech-talk-recap-using-the-osps-baseline-to-navigate-standards-and-regulations/
https://openssf.org/blog/2025/05/06/openssf-tech-talk-recap-using-the-osps-baseline-to-navigate-standards-and-regulations/
https://openssf.org/blog/2025/04/30/recognizing-academic-excellence-in-open-source-and-secure-software-education/
https://openssf.org/blog/2025/04/30/recognizing-academic-excellence-in-open-source-and-secure-software-education/
https://openssf.org/press-release/2025/04/29/openssf-launches-free-course-to-prepare-developers-for-the-eu-cyber-resilience-act/
https://openssf.org/press-release/2025/04/29/openssf-launches-free-course-to-prepare-developers-for-the-eu-cyber-resilience-act/
https://openssf.org/blog/2025/04/28/announcing-the-release-of-the-memory-safety-continuum/
https://openssf.org/blog/2025/04/28/announcing-the-release-of-the-memory-safety-continuum/
https://openssf.org/blog/2025/04/25/repository-service-for-the-update-framework-rstuf-reaches-new-security-milestone-with-successful-audit/
https://openssf.org/blog/2025/04/25/repository-service-for-the-update-framework-rstuf-reaches-new-security-milestone-with-successful-audit/
https://openssf.org/blog/2025/04/25/repository-service-for-the-update-framework-rstuf-reaches-new-security-milestone-with-successful-audit/
https://openssf.org/blog/2025/04/23/vulnerability-enumeration-conundrum-an-open-source-perspective-on-cve-and-cwe/
https://openssf.org/blog/2025/04/23/vulnerability-enumeration-conundrum-an-open-source-perspective-on-cve-and-cwe/
https://openssf.org/blog/2025/04/16/new-free-course-understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://openssf.org/blog/2025/04/16/new-free-course-understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://openssf.org/blog/2025/04/14/key-takeaways-from-vulncon-2025-insights-from-the-openssf-community/
https://openssf.org/blog/2025/04/14/key-takeaways-from-vulncon-2025-insights-from-the-openssf-community/
https://openssf.org/blog/2025/04/14/tech-talk-preview-strengthening-open-source-through-security-standards-and-global-policy/
https://openssf.org/blog/2025/04/14/tech-talk-preview-strengthening-open-source-through-security-standards-and-global-policy/
https://openssf.org/blog/2025/04/09/openssf-community-day-na-2025-agenda-live/
https://openssf.org/blog/2025/04/04/launch-of-model-signing-v1-0-openssf-ai-ml-working-group-secures-the-machine-learning-supply-chain/
https://openssf.org/blog/2025/04/04/launch-of-model-signing-v1-0-openssf-ai-ml-working-group-secures-the-machine-learning-supply-chain/
https://openssf.org/blog/2025/04/04/launch-of-model-signing-v1-0-openssf-ai-ml-working-group-secures-the-machine-learning-supply-chain/
https://openssf.org/blog/2025/03/28/guarddog-strengthening-open-source-security-against-supply-chain-attacks/
https://openssf.org/blog/2025/03/28/guarddog-strengthening-open-source-security-against-supply-chain-attacks/
https://openssf.org/blog/2025/03/25/beyond-the-software-bill-of-materials-sbom-ensuring-integrity-with-attestations-event-recap/
https://openssf.org/blog/2025/03/25/beyond-the-software-bill-of-materials-sbom-ensuring-integrity-with-attestations-event-recap/
https://openssf.org/blog/2025/03/24/what-will-my-business-need-to-do-for-the-eu-cra/
https://openssf.org/press-release/2025/03/18/linux-foundation-research-reports-reveal-wide-spectrum-for-cyber-resilience-act-readiness-and-compliance/
https://openssf.org/press-release/2025/03/18/linux-foundation-research-reports-reveal-wide-spectrum-for-cyber-resilience-act-readiness-and-compliance/

o)

67.

68.
69.

70.

71.

72.

73.

74.

75.

76.

17.

78.

79.

80.

81.

 DpenSSF

\
%\\ OPEN SOURCE SECURITY FOUNDATION

Compliance

CNCF & OpenSSF Announce Open Source
SecurityCon 2025

OpenSSF Policy Summit DC 2025 Recap

OpenSSF Hosts 2025 Policy Summit in Washington,
D.C. to Tackle Open Source Security Challenges
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https://openssf.org/press-release/2025/03/18/linux-foundation-research-reports-reveal-wide-spectrum-for-cyber-resilience-act-readiness-and-compliance/
https://openssf.org/blog/2025/03/17/cncf-openssf-announce-open-source-securitycon-2025/
https://openssf.org/blog/2025/03/17/cncf-openssf-announce-open-source-securitycon-2025/
https://openssf.org/blog/2025/03/14/openssf-policy-summit-dc-2025-recap/
https://openssf.org/press-release/2025/03/11/openssf-hosts-2025-policy-summit-in-washington-d-c-to-tackle-open-source-security-challenges/
https://openssf.org/press-release/2025/03/11/openssf-hosts-2025-policy-summit-in-washington-d-c-to-tackle-open-source-security-challenges/
https://openssf.org/blog/2025/03/06/new-free-course-security-for-software-development-managers-lfd125/
https://openssf.org/blog/2025/03/06/new-free-course-security-for-software-development-managers-lfd125/
https://openssf.org/blog/2025/03/06/2025-openssf-content-themes-strengthening-open-source-security-throughout-the-year/
https://openssf.org/blog/2025/03/06/2025-openssf-content-themes-strengthening-open-source-security-throughout-the-year/
https://openssf.org/blog/2025/02/27/fosdem-2025-openssf-community-wrap-up/
https://openssf.org/press-release/2025/02/25/openssf-announces-initial-release-of-the-open-source-project-security-baseline/
https://openssf.org/press-release/2025/02/25/openssf-announces-initial-release-of-the-open-source-project-security-baseline/
https://openssf.org/blog/2025/02/20/does-the-eu-cra-affect-my-business/
https://openssf.org/blog/2025/02/06/securing-public-sector-supply-chains-is-a-team-sport/
https://openssf.org/press-release/2025/01/31/linux-foundation-europe-and-openssf-launch-initiative-to-prepare-maintainers-manufacturers-and-open-source-stewards-for-global-cybersecurity-legislation/
https://openssf.org/press-release/2025/01/31/linux-foundation-europe-and-openssf-launch-initiative-to-prepare-maintainers-manufacturers-and-open-source-stewards-for-global-cybersecurity-legislation/
https://openssf.org/press-release/2025/01/31/linux-foundation-europe-and-openssf-launch-initiative-to-prepare-maintainers-manufacturers-and-open-source-stewards-for-global-cybersecurity-legislation/
https://openssf.org/press-release/2025/01/31/linux-foundation-europe-and-openssf-launch-initiative-to-prepare-maintainers-manufacturers-and-open-source-stewards-for-global-cybersecurity-legislation/
https://openssf.org/blog/2025/01/29/alpha-omega-2024-annual-report/
https://openssf.org/blog/2025/01/29/openssf-community-day-na-2025-call-for-proposals-now-open/
https://openssf.org/blog/2025/01/29/openssf-community-day-na-2025-call-for-proposals-now-open/
https://openssf.org/blog/2025/01/23/predictions-for-open-source-security-in-2025-ai-state-actors-and-supply-chains/
https://openssf.org/blog/2025/01/23/predictions-for-open-source-security-in-2025-ai-state-actors-and-supply-chains/
https://openssf.org/blog/2025/01/22/accelerating-openssf-adoption-unlocking-scorecard-insights-with-a-centralized-dashboard/
https://openssf.org/blog/2025/01/22/accelerating-openssf-adoption-unlocking-scorecard-insights-with-a-centralized-dashboard/
https://openssf.org/blog/2025/01/03/soss-community-day-india-2024-wrap-up/
https://openssf.org/blog/2024/12/23/cra-stewards-and-manufacturers-workshop-key-takeaways-and-next-steps/
https://openssf.org/blog/2024/12/23/cra-stewards-and-manufacturers-workshop-key-takeaways-and-next-steps/
https://openssf.org/blog/2024/12/20/staying-oss-safe-during-the-holidays/
https://openssf.org/blog/2024/12/16/sigstorecon-2024-advancing-software-supply-chain-security/
https://openssf.org/blog/2024/12/16/sigstorecon-2024-advancing-software-supply-chain-security/
https://openssf.org/blog/2024/11/25/understanding-the-cra-openssfs-role-in-the-cyber-resilience-act-implementation-part-1/
https://openssf.org/blog/2024/11/25/understanding-the-cra-openssfs-role-in-the-cyber-resilience-act-implementation-part-1/
https://openssf.org/blog/2024/12/11/understanding-the-cra-openssfs-role-in-the-cyber-resilience-act-implementation-part-2/
https://openssf.org/blog/2024/12/11/understanding-the-cra-openssfs-role-in-the-cyber-resilience-act-implementation-part-2/
https://openssf.org/press-release/2024/12/09/in-the-face-of-mounting-regulatory-oversight-honda-and-guidewire-join-industry-leaders-securing-software-development-at-the-open-source-security-foundation-openssf/
https://openssf.org/press-release/2024/12/09/in-the-face-of-mounting-regulatory-oversight-honda-and-guidewire-join-industry-leaders-securing-software-development-at-the-open-source-security-foundation-openssf/
https://openssf.org/press-release/2024/12/09/in-the-face-of-mounting-regulatory-oversight-honda-and-guidewire-join-industry-leaders-securing-software-development-at-the-open-source-security-foundation-openssf/
https://openssf.org/press-release/2024/12/09/in-the-face-of-mounting-regulatory-oversight-honda-and-guidewire-join-industry-leaders-securing-software-development-at-the-open-source-security-foundation-openssf/
https://openssf.org/press-release/2024/12/09/in-the-face-of-mounting-regulatory-oversight-honda-and-guidewire-join-industry-leaders-securing-software-development-at-the-open-source-security-foundation-openssf/
https://openssf.org/blog/2024/12/09/the-openssf-2024-annual-report-is-live/
https://openssf.org/press-release/2024/12/04/open-source-usage-trends-and-security-challenges-revealed-in-new-study/
https://openssf.org/press-release/2024/12/04/open-source-usage-trends-and-security-challenges-revealed-in-new-study/
https://openssf.org/blog/2024/11/27/shaping-the-future-of-generative-ai-a-focus-on-security/
https://openssf.org/blog/2024/11/27/shaping-the-future-of-generative-ai-a-focus-on-security/
https://openssf.org/blog/2024/11/11/the-openssf-armored-goose-honk-advancing-open-source-security/
https://openssf.org/blog/2024/11/11/the-openssf-armored-goose-honk-advancing-open-source-security/
https://openssf.org/blog/2024/11/04/how-we-can-learn-from-open-source-software-to-address-the-challenges-of-ai/
https://openssf.org/blog/2024/11/04/how-we-can-learn-from-open-source-software-to-address-the-challenges-of-ai/
https://openssf.org/blog/2024/11/01/red-hats-collaboration-with-the-openssf-and-osv-dev-yields-results-red-hat-security-data-now-available-in-the-osv-format/
https://openssf.org/blog/2024/11/01/red-hats-collaboration-with-the-openssf-and-osv-dev-yields-results-red-hat-security-data-now-available-in-the-osv-format/
https://openssf.org/blog/2024/11/01/red-hats-collaboration-with-the-openssf-and-osv-dev-yields-results-red-hat-security-data-now-available-in-the-osv-format/
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Open Infrastructure is Not Free: A Joint Statement on Sustainable Stewardship
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Predictions for Open Source Security in 2025: Al, Launch of Model Signing v1.0: OpenSSF Al/ML Working
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https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://openssf.org/blog/2025/04/04/launch-of-model-signing-v1-0-openssf-ai-ml-working-group-secures-the-machine-learning-supply-chain/
https://openssf.org/blog/2025/04/04/launch-of-model-signing-v1-0-openssf-ai-ml-working-group-secures-the-machine-learning-supply-chain/
https://openssf.org/blog/2025/01/23/predictions-for-open-source-security-in-2025-ai-state-actors-and-supply-chains/
https://openssf.org/blog/2025/01/23/predictions-for-open-source-security-in-2025-ai-state-actors-and-supply-chains/
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Case Study: Ericsson’s C/C++ Compiler Options Case Study: OSTIF Improves Security Posture of Critical
Hardening Guide and OpenSSF Collaboration Open Source Projects Through OpenSSF Membership
Case Study: Google Secures Machine Learning Case Study: How LFX Insights and OSPS Baseline
Models with sigstore Validated GUAC’s Security in Under an Hour
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https://openssf.org/blog/2025/06/13/case-study-ostif-improves-security-posture-of-critical-open-source-projects-through-openssf-membership/
https://openssf.org/blog/2025/06/13/case-study-ostif-improves-security-posture-of-critical-open-source-projects-through-openssf-membership/
https://openssf.org/blog/2025/07/23/case-study-google-secures-machine-learning-models-with-sigstore/
https://openssf.org/blog/2025/07/23/case-study-google-secures-machine-learning-models-with-sigstore/
https://openssf.org/blog/2025/08/14/case-study-how-lfx-insights-and-osps-baseline-validated-guacs-security-in-under-an-hour/
https://openssf.org/blog/2025/08/14/case-study-how-lfx-insights-and-osps-baseline-validated-guacs-security-in-under-an-hour/
https://openssf.org/blog/2025/05/15/case-study-ericssons-c-c-compiler-options-hardening-guide-and-openssf-collaboration/
https://openssf.org/blog/2025/05/15/case-study-ericssons-c-c-compiler-options-hardening-guide-and-openssf-collaboration/
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How to Use the Open Source Project Security Baseline to Better
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https://www.youtube.com/@openssf
https://openssf.org/resources/tech-talks/
https://openssf.org/resources/tech-talks/simplifying-devsecops-in-air-gapped-environments-with-zarf/
https://openssf.org/resources/tech-talks/tech-talk-cra-ready/
https://openssf.org/resources/tech-talks/tech-talk-cra-ready/
https://openssf.org/resources/tech-talks/securing-the-ai-lifecycle-trust-transparency-tooling-in-open-source/
https://openssf.org/resources/tech-talks/tech-talk-openssf-security-baseline/
https://openssf.org/resources/tech-talks/tech-talk-openssf-security-baseline/
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https://app.hubspot.com/reports-dashboard/8112310/view/9373728
https://openssf.org/projects/scorecard/
https://openssf.org/training/
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
https://openssf.org/blog/2025/09/23/open-infrastructure-is-not-free-a-joint-statement-on-sustainable-stewardship/
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https://www.youtube.com/watch?v=DxiYI79SlIg
https://www.youtube.com/watch?v=DxiYI79SlIg
https://www.youtube.com/watch?v=DxiYI79SlIg
https://landscape.openssf.org/card-mode?project=member
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https://openssf.org/getinvolved/
https://openssf.org/join/
https://openssf.org/join/
https://www.linkedin.com/company/openssf/
https://x.com/openssf
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https://social.lfx.dev/@openssf
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https://openssf.org/newsletter/#newsletter
https://openssf.org/getinvolved/
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