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https://github.com/ossf/wg-securing-critical-projects/tree/main/Initiatives/Identifying-Critical-Projects/Version-1.1
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https://repos.openssf.org/build-provenance-for-all-package-registries
https://repos.openssf.org/proposals/build-provenance-and-code-signing-for-homebrew
https://repos.openssf.org/proposals/build-provenance-and-code-signing-for-homebrew
https://github.com/ossf/wg-securing-software-repos/issues/16
https://github.com/repository-service-tuf/repository-service-tuf
https://github.com/ossf/wg-securing-software-repos
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https://introspector.oss-fuzz.com/
https://github.com/ossf/sbom-everywhere
https://github.com/SBOMit
https://github.com/ossf/wg-security-tooling
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http://github.com/ossf/wg-supply-chain-integrity
https://ssci.io/slsa-launch
https://ssci.io/slsa-npm
https://github.com/gittuf/gittuf
https://github.com/guacsec/guac
https://slsa.dev/blog/2023/06/slsa-github-worfklows-container-based
https://ssci.io/sci-future
https://ssci.io/sci-future
https://www.cisa.gov/sites/default/files/2023-10/Fact_Sheet_Improving_OSS_in_OT_ICS_508c.pdf
https://www.cisa.gov/sites/default/files/2023-10/Fact_Sheet_Improving_OSS_in_OT_ICS_508c.pdf
https://www.cisa.gov/sites/default/files/2023-10/Fact_Sheet_Improving_OSS_in_OT_ICS_508c.pdf
http://ssci.io/sci-future
http://ssci.io/sci-future
https://github.com/slsa-framework/slsa/issues/956
https://github.com/slsa-framework/slsa/issues/961
https://github.com/slsa-framework/slsa/issues/975
https://github.com/slsa-framework/slsa/issues/985
https://ssci.io/control-plane
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https://github.com/ossf/osv-schema
https://github.com/ossf/OpenVEX
https://github.com/ossf/wg-vulnerability-disclosures/blob/main/presentations/OSS-NA%202023%20-%20Simplifying%20coordinating%20vulnerabilities%20%26%20disclosures%20in%20open%20source%20projects%20(1).pdf
https://github.com/ossf/wg-vulnerability-disclosures/blob/main/presentations/OSS-NA%202023%20-%20Simplifying%20coordinating%20vulnerabilities%20%26%20disclosures%20in%20open%20source%20projects%20(1).pdf
https://www.youtube.com/watch?v=WvMXsm_BEf4
https://www.youtube.com/watch?v=rYfFd8GDN1Q
https://github.com/ossf/wg-vulnerability-disclosures/docs/guides/becoming-a-cna-as-an-open-source-org-or-project.md
https://openssf.org/about/vulnerability-disclosure-policy/
https://github.com/ossf/SIRT/tree/main/plan
https://github.com/ossf/SIRT
https://github.com/ossf/SIRT
https://github.com/ossf/wg-vulnerability-disclosures/blob/main/docs/guides/becoming-a-cna-as-an-open-source-org-or-project.md
https://github.com/ossf/wg-vulnerability-disclosures
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https://blog.sigstore.dev/sigstore-ga-ddd6ba67894d/
https://blog.sigstore.dev/sigstore-ga-ddd6ba67894d/
https://blog.sigstore.dev/npm-public-beta/
https://blog.sigstore.dev/npm-public-beta/
https://blog.sigstore.dev/npm-provenance-ga/
https://github.com/sigstore/community/blob/main/ROADMAP.md
https://github.com/sigstore/community/blob/main/ROADMAP.md#roadmap
https://github.com/sigstore/community/blob/main/ROADMAP.md#roadmap
https://github.com/ossf/wg-securing-software-repos/blob/main/docs/proposals/build-provenance-and-code-signing-for-homebrew.md
https://www.sigstore.dev
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https://openssf.org/press-release/2022/05/12/the-linux-foundation-and-open-source-software-security-foundation-openssf-gather-industry-and-government-leaders-for-open-source-software-security-summit-ii/https://openssf.org/press-release/2023/09/13/openssf-gathers-us-government-and-industry-leaders-at-secure-open-source-software-summit-2023https://openssf.org/press-release/2023/09/13/openssf-gathers-us-government-and-industry-leaders-at-secure-open-source-software-summit-2023
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https://openssf.org/blog/2023/05/26/takeaways-from-openssf-day-north-america/
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https://openssf.org/blog/2023/10/09/recap-of-openssf-day-europe-2023/
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https://events.linuxfoundation.org/openssf-day-japan/
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https://openssf.org/training/courses/
https://openssf.org/press-release/2023/04/19/openssf-announces-slsa-version-1-0-release/
https://openssf.org/blog/2023/08/24/join-us-in-adopting-the-open-source-consumption-manifesto/
https://openssf.org/blog/2023/08/24/join-us-in-adopting-the-open-source-consumption-manifesto/
https://openssf.org/
https://openssf.org/
https://youtube.com/c/OpenSSF/
https://youtube.com/c/OpenSSF/
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https://twitter.com/openssf
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https://www.linkedin.com/company/openssf/
https://www.linkedin.com/company/openssf/
https://github.com/ossf
https://slack.openssf.org/
https://github.com/ossf
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https://openssf.org/training/courses/
https://openssf.org/training/courses/
https://openssf.org/training/securing-your-software-supply-chain-with-sigstore-course/
https://openssf.org/training/securing-your-software-supply-chain-with-sigstore-course/
https://openssf.org/training/securing-your-software-supply-chain-with-sigstore-course/
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SiliconANGLE New repository aims to illuminate open-source package vulnerabilities and malicious code (2023
F£10H12H)

Cyberscoop Long-awaited curl vulnerability flops (2023 £ 10 A 11 H)

The Wall Street Journal White House Calls for Stronger Open-Source Security (2023 £ 9 A 13 H)

The Washington Post The Biden administration wants to put Al to the test for cybersecurity (2023888 10 H)

CNBC Hackers to compete for nearly $20 million in prizes by using A.l. for cybersecurity, Biden administration
announces (20234 8 H9 H)

TechCrunch DARPA launches two-year competition to build Al-powered cyber defenses (2023 £ 8 H 9 H)

Security Boulevard How to trust open source software: A conversation with OpenSSF’_s Naveen Srinivasan
(2023 % 6 B 14 H)

Techstrong TV Chris Robinson, Intel | 0SS North America 2023 (2023 &5 B 29 H)

Forbes The Hidden Risk Lurking In The Software Supply Chain: Transitive Open-Source Dependencies (2023
F£5H826H)

The Register Python Package Index had one person on-call to hold back weekend malware rush (2023 £ 5 B
22 H)

The New Stack Tracy Ragan: My Favorite Open Source Security Projects (2023 £ 5 A 22 BH)

Silicon ANGLE OpenSSF: Making SBOMs more dynamic to reduce software security risks (2023 & 5 B 15 H)
The Register EU’ s Cyber Resilience Act contains a poison pill for open source developers (2023 &£ 5 A 12 B)
SecurityWeek OpenSSF Receives $5 Million for Open Source Software Security Project (2023 £ 5 A 11 H)
Dark Reading OpenSSF adds software supply chain tracks to SLSA Framework (2023 ££ 4 B 20 H)

CSO Magazine OpenSSF releases SLSA v1.0, adds software supply chain-specific tracks (2023 &£ 4 A 19 H)
SDxCentral How OpenSSF Aims to Make Log4j-Like Incidents Rare (2023 £ 3 A 9 H)

SiliconANGLE Al threats and open-source vulnerabilities top host of security issues facing cloud-native
community (202342 B 4 H)

TechTarget OpenSSF GM talks funding, legal software supply chain issues (2023 & 1 B 25 H)

VentureBeat Don’ t forget open source software (OSS) when assessing cloud app security (2023 % 1 B 15 H)
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https://siliconangle.com/2023/10/12/new-repository-aims-illuminate-open-source-package-vulnerabilities-malicious-code/
https://cyberscoop.com/curl-vulnerability-open-source/
https://www.wsj.com/articles/white-house-calls-for-stronger-open-source-security-2b5a9b47?tpl=cs&mod=hp_major_feed_pos1%20WSJWSJ
https://www.washingtonpost.com/politics/2023/08/10/biden-administration-wants-put-ai-test-cybersecurity/
https://www.cnbc.com/2023/08/09/biden-admin-launches-hacking-challenge-to-use-ai-for-cybersecurity.html
https://www.cnbc.com/2023/08/09/biden-admin-launches-hacking-challenge-to-use-ai-for-cybersecurity.html
https://techcrunch.com/2023/08/09/darpa-launches-two-year-competition-to-build-ai-powered-cyber-defenses/
https://securityboulevard.com/2023/06/how-to-trust-open-source-software-a-conversation-with-openssfs-naveen-srinivasan/
https://techstrong.tv/videos/oss-north-america-2023/chris-robinson-intel-oss-north-america-2023
https://www.forbes.com/sites/forbestechcouncil/2023/05/26/the-hidden-risk-lurking-in-the-software-supply-chain-transitive-open-source-dependencies/?sh=1bee1135512f
https://www.theregister.com/2023/05/22/python_package_index_on_call/
https://thenewstack.io/tracy-ragan-my-favorite-open-source-security-projects/
https://siliconangle.com/2023/05/12/openssf-making-sboms-dynamic-reduce-software-security-risks-ossummit/
https://www.theregister.com/2023/05/12/eu_cyber_resilience_act/
https://www.securityweek.com/openssf-receives-5-million-for-open-source-software-security-project/
https://www.darkreading.com/cyber-risk/openssf-adds-software-supply-chain-tracks-to-slsa-framework
https://www.csoonline.com/article/575067/openssf-releases-slsa-v1-0-adds-software-supply-chain-specific-tracks.html#:~:text=The%20SLSA%20v1.,supply%20chain%20security%2C%20OpenSSF%20said.
https://www.sdxcentral.com/articles/interview/how-openssf-aims-to-make-log4j-like-incidents-rare/2023/03/
https://siliconangle.com/2023/02/04/ai-threats-open-source-vulnerabilities-top-host-security-issues-facing-cloud-native-community/
https://siliconangle.com/2023/02/04/ai-threats-open-source-vulnerabilities-top-host-security-issues-facing-cloud-native-community/
https://www.techtarget.com/searchitoperations/news/252529604/OpenSSF-GM-talks-funding-legal-software-supply-chain-issues
https://venturebeat.com/programming-development/dont-forget-open-source-software-oss-when-assessing-cloud-app-security/
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RIATBIc2HERLLETS,

Regards,
Aruna Gupta

2024 Chair of the OpenSSF Governing Board
VP & GM, Open Ecosystem Initiatives, Intel Corporation
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https://openssf.org/
http://openssf.org/getinvolved
http://linkedin.com/company/openssf
http://youtube.com/openssf
http://github.com/ossf
http://openssf.slack.com
https://twitter.com/openssf
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