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How concerned is your organization about the security of the software that it uses?

Single Response | N =341
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Summary level demographics
N =412

)

@ 44% IT & Engineering @ 24% $1m-$50m @ 13% 1-100 Employees @ 45% Development @ 25% T
@ 39% Prod/Pgm Management @ 12% $50m-$100m @ 21% 100-500 Employees @ 31% C-level ® 12:’" Automotive
17% Business Operations @ 15% $100m-$500m @ 29% 500-2K Employees @ 13% Operations : ;;)AMgizt::;r:ng
® 11% $500m-$1b 15% 2K-5K Employees 11% OSPO & Other 6% Fin Services
12% $1b-$5b ® 8% 5K-15K Employees @ 5% Energy
® 4% $5b-$10b @ 15% 15K+ Employees ® 4% Telco
@ 7% $10b+ @ 4% Retail/Wholesale
@ 14% No answer or DKNS 26% Other Industries
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What geographic region do you live in?
Single Response | Segmented by SBOM maturity | N =341
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Asia Pacific
0% 10% 20% 30% 40% 50% 60%
@ Total @ SBOM Innovators @ SBOM Early Adopters SBOM Procrastinators
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Average Annual Revenue ($B)
Segmented by SBOM maturity | N =341

+29% Innovators

0,
SICEY I SBOM Early Adopters htave 43%
higher revenue
Sk than SBOM
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Rank order the priorities below that most often influence what
software your organization chooses to use.

Security
License compliance
Low cost

Faster time to market

Regulatory compliance & audit @ #1 Priority
@ #2 Priority
Performance 6y
#3 Priority
Reliability

Improved productivity

Scalability

Maintainability
0% 10% 20% 30% 40% 50%
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What is your organization’s perspective on using open source software?
Single Response | Segmented by SBOM maturity | N =341

We use open
source software

We use some types of
open source software
to specific conditions

We don't use open
source software

0% 10% 20% 30% 40% 50% 60% 70% 80%
@ Total @ SBOM Innovators @ SBOM Early Adopters SBOM Procrastinators
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Under what conditions will your organization use open source software?
Select all that apply | Segmented by SBOM maturity | N = 138, Valid Cases = 138, Total Mentions = 381

When we can verify the
performance of the code

When we can verify the
security of the code

When we can verify a satisfactory
level of support for the code

When we can verify the origin and
lineage of the code

When we can verify how the code
is licensed under some conditions

When we can verify the
reliability of the code

0% 10% 20% 30%

@ Total @ SBOM Innovators
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How dependent is your organization on open source software?

Single Response | Segmented by SBOM maturity | N =341

60%
50%
40%
30%
20%
10%
0%

We don't use open We are minimally We are moderately

source software dependent on open dependent on open

source software source software
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We are largely
dependent on open
source software

® SBOM Innovators
@ SBOM Early Adopters
SBOM Procrastinators

We are completely Don't know or not sure
dependent on open
source software
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Not concerned

Slightly concerned

Concerned

Very concerned

Extremely concerned
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How concerned is your organization about the security of the software that it uses?

Single Response | Segmented by SBOM maturity | N =341

@ Total

® SBOM Innovators

@ SBOM Early Adopters
SBOM Procrastinators

Don’t know or not sure -

0% 10% 20% 30%
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We are concerned about
our financial risk because of
poor software security

We are concerned about our
reputational risk because of
poor software security

We are concerned about our
legal risk because of poor
software security

Poor software security can
lead to unauthorized access
to our customer’s systems

Poor software security can
lead to unauthorized access
to our own systems
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@ SBOM Early Adopters
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Is your organization aware of the recent US Executive Order on
Cybersecurity that mentions a software bill of materials?

Single Response | Segmented by SBOM maturity | N =341

|
.
|
[ ]
No -
[
Don't know
ornotsure [l
0% 20% 40% 60% 80% 100%
@ Total @ SBOM Innovators @ SBOM Early Adopters SBOM Procrastinators
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Is your organization considering any changes in response to the US Executive Order on cybersecurity?
Single Response | Segmented by SBOM maturity | N =285

Yes

No

Prefer not
to answer

Don't know
or not sure
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Ffe. 70—NIV—EBGEHBITF 39%) « BIRATREGEIVLRDFERICK DL DITEHRGHEED B DT, SBOMIFIERITHIHGDTT,
BIREE (34%) . BXUBESESA (23%) 1F. SHSBOMZEAT 2L EIC
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What do you think are the key activities for securing the software supply chain?
Select all that apply | Segmented by SBOM maturity | N = 316, Valid Cases = 316, Total Mentions = 1,416

Vulnerability reporting system that is
low touch and can scale

%]
oe)
o
<
o

Required use of 2-factor authentication by developers and releasers

Development of memory safe applications using
programming languages that are memory safe

Globally unique identification of specific software products

Verification through the use of reproducible builds

@ Total

® SBOM Innovators

@ SBOM Early Adopters
SBOM Procrastinators

Comprehensive use of static and dynamic application security tools

More formal processes for evaluating the security of incoming software

Internal review of proprietary applications

Higher levels of funding / greater allocation of resources

Identification of mission-critical software to be hardened against attack

Peer review of source code

Cryptographic signatures

Availability of training in secure programming for
the broader open source software community

0% 10% 20% 30% 40% 50% 60% 70% 80%
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What level of SBOM baseline component information do you currently need?

N =356

innovators N

cary Acopters -

Procrastinacers |

0%

10% 20% 30% 40% 50%
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@ Fallback: Just core baseline
component information

@ Initial Consensus: Include
all baseline component
information

Enhancement: All baseline
and added information for
high assurance and other
use cases
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What level of SBOM format and machine readability do you currently need?

N =355

plgEees — ———
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Innovators | —

@ Fallback: SBOMs in any machine
readable format (e.g., CSV)

Initial Consensus: SBOMs in a
Early Adopters [ © (112 Consens
arly Adopters baseline machine readable format

(e.g., SPDX, CycloneDx, SWID)

Enhancement: SBOMs in all machine
readable formats maintaining
currency as standards evolve
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What level of SBOM depth of dependencies do you currently need?
N =355

- @ Fallback: All primary components
innovators with all direct dependencies and

known unknowns declared

@ Initial Consensus: All primary

Early Adopters _ components with all transitive

dependencies and known
unknowns declared

Enhancement: All primary

Procrastinators _ . .
e components with all transitive

dependencies and no unknowns

declared
0% 10% 20% 30% 40% 50% 60% 70% 80%
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What level of SBOM generation frequency do you currently need?
N =353

innovators |

@ Fallback: At time of purchase and/
or provided upon request

cary Acopers . | ® it Consensus: With every

update or change to code (both
releases and patches)

Procrastinators _ !Enhancement: Addltlonally'hosted
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@ Fallback: Emailed and/or hosted/
archived by the supplier

@ Initial Consensus: Bundled with
every product version and
archived by the supplier

Enhancement: Support for
machine interfaces (e.g., API)
and adjacent interoperability
(e.g., DBOM, MUD, OpenC2)

50% 60%

E18
What level of SBOM deliverability and interoperability do you currently need?
N =353
innovators |
Early Adopters |
peeEsE s [
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What level of SBOM-adjacent enhancement for vulnerability claims do you currently need?

N =353

@ Fallback: Supplier makes
declarations for potentially

I
ey exploitable vulnerabilities upon
request
@ Initial Consensus: Supplier makes
declarations for potentially
exploitable vulnerabilities as
they are found

I
Early Adopters | —

Procrastinators |

Enhancement: Standardized API
query for current declarations of
product-specific risks to SBOM
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X320

What is your group’s current SBOM readiness?
Single Response | Segmented by SBOM maturity | N =341

We have not started to address SBOMs

We are planning how to address SBOMs

We are just beginning to address SBOMs

We are addressing SBOMs across
a few segments of our business

We are addressing SBOMs across
some segments of our business

We are addressing SBOMs across
many segments of our business

We are addressing SBOMs across

@ Total

® SBOM Innovators

@ SBOM Early Adopters
SBOM Procrastinators

nearly all segments of our business

We have been using SBOMs as
part of our standard practices already

0% 10% 20% 30% 40% 50% 60% 70%
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SBOMBNISHAFRDLAME#ER (B20) % SBOMEERL S 2Tcsd DR
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T-ReHBTEERLTVETY (516~24DFTBOMZFR Y 5F

E)e  THUL. SBOMZE(RSHEL/BIIET T—RAD14%% AMEIC_EES>TLE
ER

What are your organization’s plans for producing SBOMs?

Single Response | Segmented by SBOM maturity | N =337

We have no plans to produce SBOMs

We will produce SBOMs
within the next 6 months

We will produce SBOMs
within the next 6-12 months

We will produce SBOMs
within the next 12-24 months

We are producing SBOMs across
a few segments of our business

We are producing SBOMs across
some segments of our business

We are producing SBOMs across
many segments of our business

We are producing SBOMs across
nearly all segments of our business

We have been producing SBOMs as
part of our standard practices already

Don't know or not sure
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LTUWVEULERE. ABRGHAER. Sl dBRNDEIE S EEMSEVER
I3 BEEGEBIEH)E A,
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What benefits do you expect to realize by producing SBOMs?
Select all that apply | Segmented by SBOM maturity | N = 333, Valid Cases = 333, Total Mentions = 1,263

Make it easier for developers to understand
dependencies across broader and more complex projects

Easily monitor components for vulnerabilities
Enables an organization to know
and comply with license obligations

Enables an organization to proactive identity
alternatives for components that reach their end-of-life

Make tracking component use
easier, which reduces code bloat

Tracking component usage can support a
“reject list” of banned components or an
“allow list” of preferred components

Helps assure that a high-quality product is provided
that meets a customer’s legal and security needs

Reduce unplanned and unscheduled
work by providing visibility into a codebase

Tracking components makes code easier to review

Avoids significant business disruption
in the event of an audit

We have no plans to produce SBOMs

Don't know or not sure
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What concerns do you have in producing SBOMs?
Select all that apply | Segmented by SBOM maturity | N =331, Valid Cases = 331, Total Mentions = 736

We are unclear that the industry is committed to
requiring SBOMs, or whether this is optional

We are unclear as to whether there is industry
consensus on what an SBOM should contain

We are unsure about the value to our customers
by providing them with SBOMs

We are uncertain as to whether there are tools
available that automate the production of SBOMs

@ Total

® SBOM Innovators

@ SBOM Early Adopters
SBOM Procrastinators

We do not want others to know the components
within the software that we produce

We are uncertain what will happen if our SBOMs
are unintentionally incorrect or incomplete

Don't know or not sure

We have no plans to produce SBOMs
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What plans does your company have for consuming SBOMs?
Single Response | Segmented by SBOM maturity | N =330

We have no plans to consume SBOMs .-

@ Total
I
We are planning to consume SBOMs ® SBOM Innovators
within the next 6 months I E——
@ SBOM Early Adopters
1
We are planning to consume SBOMs I SBOM Procrastinators
within the next 6-12 month.

|
We are planning to consume SBOMs s

within the next 12-24 months EE—

) I
We are consuming SBOMs across a s

few segments of our business N

We are consuming SBOMs across I
SO SRIT L ey ———

. ]
We are consuming SBOMs across
many segments of our business IE—

) |
We are consuming SBOMSs across

nearly all segments of our business Hll

We have been consuming SBOMs as
part of our standard practices already

Don't know or not sure N
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What benefits do you expect to realize by consuming SBOMs?
Select all that apply | Segmented by SBOM maturity | N = 327, Valid Cases = 327, Total Mentions = 931

1
SBOMs provide information about components that e tte I 0
supports compliance and reporting requirements I ———

|
SBOMs provide information that enalle s S
more informed risk-based decision-making e —

As new component vulnerabilities are recognized, |
organizations can understand immediately if they are at risk | IEEE— e ——

Enables an organization to proactive identity alternatives ]
for components that reach their end-of-ife |

) - I
Awareness of risky COmpPOneNts @Nables CON S UMiN g 00000000000
organizations to pursue mitigation strategies I

]
Documented software components can reduce costs e
through a more streamlined and efficient administration I
@ Total

® SBOM Innovators
@ SBOM Early Adopters

| SBOM Procrastinators
Don't know or not sure I-

We have no plans to consume SBOMs -_
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What concerns do you have in consuming SBOMs?
Select all that apply | Segmented by SBOM maturity | N = 324, Valid Cases = 324, Total Mentions = 593

We are unclear that the industry is committed to
requiring SBOMs, or whether it is optional

We are uncertain as to whether there are tools
available that automate the consumption of SBOMs

We are unclear as to whether there is industry
consensus on what an SBOM should contain

Don't know or not sure

| ]
| @ Total
We are unsure about the value I
to us by consuming SBOMs I . ® SBOM Innovators
I ® SBOM Early Adopters
We have no plans to consume SBOMs .- SBOM Procrastinators
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What would be useful to your organization to improve its ability to produce and/or consume SBOMs?
Select all that apply | Segmented by SBOM maturity | N =319, Valid Cases = 319, Total Mentions = 983

Industry consensus for best practices to integrate producing /
consuming SBOMs into software development practices

Industry consensus for best practices to integrate producing /
consuming SBOMs into risk and compliance processes

Industry consensus on how to produce/consume SBOMs
and how these methods will evolve/improve over time

Knowing which vendors will be providing
SBOM tools and capabilities

Clarity on what industry SBOM standards should be supported

Clarity about the timeline and milestones
for adopting/supporting SBOMs

Education and FAQs about how the SBOM
initiative started, where it is today, and how it
will evolve over the next one or two years

@ Total

® SBOM Innovators

@ SBOM Early Adopters
SBOM Procrastinators

Other (please specify)
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How important are SBOMs for open source software compared to proprietary software?

Single Response | Segmented by SBOM maturity | N =316

SBOMs are less important for ]

open source software than
for proprietary software

R e
proprietary software

SBOMs are more important |
for open source software _—
than for proprietary software ® Total

® SBOM Innovators
@ SBOM Early Adopters
SBOM Procrastinators

Don’t know or not sure ]
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NS ATI)TAHIVTHBEVIBBDIFSHEERTY, TOFE
l&. SBOMDAERL EfERIC K> TH IS ENE L GFIREESH LT
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E&E LT, SBOMIFZA). MM EZATTE RE T 575EELTIREDE
LTco LOLIRAETIE £+ 1) 71 ESBOMDERED—EREZ OTLE

9. &7 olc. KEELZEREEDERBERT B\ =L DR
lc&h). SBOMDIREINEARE N&E LTz,

[SBOMIFW OO DEEZBEZFERT BDITIRIIBE T, TD1DIE.
FLORSSEDER SN L EIC BADREZRITHDI LD
B TY, SBOMH B 35813, HEZRITDEIEMD HBIHZERTE T
TEY, SBOMBTRETHBIFE HEERIFTTWEWI EZFATES
AREMED SN ET, L L. KWKEGRRIZ VI T7DY TS
AFI—VZRETDIETY, AIRMEEA V747 FREDBET
9. SBOMIFZNSZ R LERAD TNSTNTCZRREICLE T, L
BANIE. SBOMZLCIFRTETEGRWNEWLD T ETY, SBOMATLLEA
ENBLOIBENE LS DERD ERLTWSF—T Y —AE
P TS F I THEALTVWAEARRICIEEI ST ENTES

[ AIRMEEA T4 T REEDRET
9. SBOMIFZTNSERELE-AD TNS
INCARElCLE T, SLERZNIE SBOM
FELCIRARETETWNEWDTETT, |

LBV E T ARG TS5 F1— PYEBNGER CRTERK
Sl BT AL TCREDH ENMEENDDTY, SDETAH, BAH
1ZSBOMTIE. HEDDANRDHBHMIT/\v I R 7 ZFA LD EI D%
B EIFTEEEA SBOMBTEBDZ LIF N\ T R T7HVEAEN T
EDDDNIE, FEEDREEZITTWIHEIDZEHITED LD E
TY, L L. ZDRIREDESNS RDAT v T TlE RELEIRD
AT —BEEBRAEDE U MEDOY—IUTHEL. BEDH HHE

E29
Forecast organizational production or consumption and growth of SBOMs 2021-2023
N = 330-337

@ Overall SBOM Production or Consumption

2021
@ SBOM Annual Growth
s -_

0% 20% 40% 60% 80% 100%
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FBEEBITRETEDLSITHEVE T, TDKSITSBOMIFE. FWRLW T
FOTTREEEKVBWW T D7 TSAF 11— 2 RITT Bl
REFDHDTID INEIF TR TDTEBIEEA,

AEREEZDSBOMICEET 21ERL (B121) SfER (K24) DT —ZIE. 49%
DD DD DSBOMZER L TE Y FFRIC56%DNNDHD
SBOMEFERLTWAT EERLTVET, SBOMDxTERE Y —)LDSBOM
MHBIEHE)EEENTE ST IREZEHHLTOERAD £<
DERHSBOMR L —ENR ST 0 74 AOBEITEIEATOE

Y, SBOMMIRTE. SOEDFBENTULELDIE, ZEFRDTEEID R X

A UNFHELTWBD5TY, IACS (Information Sharing and Analysis
Centers) I3Z<DEEEXTRITNTVET,

SBOMY—)L DRI TIE. T TITH20HEDN Y Z—HBALTVE T,
NSO A—DH|CIE. Software Composition Analysis (SCA)
Artifact Registry and Repository Managers (ARRM) . V 7+ 7 £+
2T G%E BHET AHEHSBALTWANYA—85 1) E T, SBOM
ERICESRASTEESE AT VYR 7OV o MeEELE
T ERTEICR) Y — TR AR T — 2% REST DDAV E
BTS04 V= GA T KERESBOMY —)LiiiZhH B L BEINT
WET,
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IR CL O KEREFBEATIE. SBOMDFREZFRIM T BTl Sz E
HTVEY, RoD77O—FIE BIRONBALIY 7h U7l
TSBOMZZESKR T BT ETY. UL EHBUTH T/ A RELEEE(C
SBOMMD R M= BT DRHEEALTNIVRAT 7 EIFD LERYE
9, Lo L. BRIFERRC EOTY FI—HY—DEK, ETldEAICK
BERTY, SBOMDT—42 T+—< v M #k4&7%E7 TO—FITL>TH
R—hENTEN ZDVLODNIISOFEL LTROSSNTVE Y, §T
(SRNTe K DIT, RURICIBR T 2FEITHAT Bfcsblc. SBOMALEAN
—ILOEEID Y TITHEFTHTY, SBOMDTIGZIERRICHKET SR
DE  HROFELZY T I XU E—|LEBYR—b2BL T &5
ICRRICHET DRIEMDHYIE T,
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AE 7k

Z0EIav TRV TIVI T =278 BXUSBOMERFDIS
B SBOMBAEDREICENTHHEICOVTHALEY,

AEXNREE DAL

AHAFEDERIE. SBOMDIERL EFERICEIT DB %IRRT S
TETY, AITNIEMIE. EENAEICE DR S EMNEE
ICEDHIBRDEENE T, cOTOT Ty FDOEEMEAIEICIL. 2021
FORH52021FE8BICHF TRIES NI MEMIROERNZAEDL
BENTVE T, ABRISEBLUADODEE (HEEE BiFF) . BF
5B, RR[EFE. 7OV AR FAVER OV 788 TITbnElLlc, BEE
I&. Linux FoundationdZ 1 =7« A2/\—=&H—R/IN\—F1 /XZXILD
RMEFMRD2DDEFREL SBIENET LTc, WREGESREZEEIE T
YRA—H—B0E 7/09— XA — VY)1—73VBLUOY—ER
TONAE NEEBEDITRRREELERERKD) —4—TT,

AEERIA LIZRIEEILS1OANT. ZD 55291 (56%) HiLinux
Foundation'5. 228\ (44%) HMF— F/\—F O AE T —E XIT/N
FIVDSDEIET L, AEHAEF. BEENERICEE TESLD.
A=V BREFRITE Lfce ROV—Z2TB%ODY > TIVICIE T
IBABEEESM222/8%: (54%) &Linux FoundationHME(EZ | THIH LTz
190485t (46%) DSBAMEBIZENTLE LT,

T—=BDEITAVT—2aVERG) =207
BET—AIFEROTETEIAY MEEN, T—2EBES 21D
BABIEERELTVE T, T4 MEREEBERDESY T
j_o

e F—% L %%—, N=412, Linux FoundationMEH T 2EIEED
EU(N)46%)E—RIN—FT 1 DINZIV TONAEZ—HR T ZEE
EDE(54%) = LB LE T, REDEHHE(MoE)=14.1%@90%{SF8/K
Z(CL),

SOFTWARE BILL OF MATERIALS (SBOM) AND CYBERSECURITY READINESS 45

o EFE N=405, BEEDSB. 77/09— NUE—KfldF—EX

TONAZ—ICEFETBARINET Y FI—— D EICEHE T DA
(79%) %51 L%E 9, MoE=+4.1%@90%CL,

FEERTIV—T. N=405, HRPDDRDERDEIEE%. 77./1
I—=RUE—= V11— 3 F—ER TO/IAF—(25%). BENE
(12%). EES LU A THAITUVA(11%). BIEZXE(T7%). /Y —E
A(6%). TRILF—(5%). ZDH34%)DEDDEEERBLU 2D
WD FELF T, MoE=£4.1%@90%CL(34%),

o HbiE N=402, 10HELSDMFRADEEEZ, 3DDFEEMIE
HSIEN(77 A 1) 73(44%). FBER(39%). 772 7 AT (17%)Icsat L
fzo MoE=14.1%@90%CL,

«  SBOMZEE(EIR. N=357, EIZEZEDHEMDSBOMENSMICEE Y 50
BEEDEREDIVCESEIRLIZEEDES A/ N—2—(21%)
7—1)—= TR TEZ—(51%). TOUTAT A F—2—(24%). HISTEL
FTIIHE(EHTEUN4%), MoE=1£4.3%@90%,

+  SBOMiEHE. N=341, BIFEENY 7 U177 ERR&KICEAY BER/MIC
EEYTZERD DD ERCTDESHZERRSHECTHBDERICE
D SBOMBRICEE T BERN DD LR LTEIEE (83%). SBOM
BRICEIE T 2ERDGEOERCTEEE(11%). MSEWETISHE
EHENERLCTEIEE (5%). MoE=14.5%@90%.

COAEDINTOKIEIZ. INUNIRLUFE2UZHHERALTHER
EBRTCVET, LD DU ETAY N 7—2DEFH00%IC G570
BandlEd,

COFREF. BT FTOFIEFEN207 U LERL FAEDTTEIE
64% C LTco TDTEDS EFRDETAVMEHDOT > TIV FAXITH
BREDISDELHBHIENDHIVET,
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EEENINTOREEBICEE TERREMD BV EERIET 51
B, ARV —Z VT EENBVNSNE e, RVU—ZV7E

T BFEDITRIBEANDFERE., ITRA 1 VOB, ITE I EEFEDE

EDFICHITBYT O—)b. BRUBII SN ERICBIIZEBALE
FNTVET,

Zn7aYxy FOEEMRAEE LTE ERPEIBFOY1/\—+t
F2) 7« BERRRICHED AN\ DMEGA 21— Z{TWE LT

&30

B 71V DREYVICONT

FBEOEZEIL. B¥ELinux Foundation (LF) DX 2 =74 DA/ \—
DSETVWEL IEDEENSRZE. ST AR 261
STAREMD B E LTz, TDTs, BIEBEIFE=EDHIHAE/ IV
RBEEHISERUE LI 2205 7IVORBICERAH BDHEDIHAE R
ET 5o BEUMREEBVE LT, T—2 Y bDIFEAEDEE
ICRL 2DV FIVEICEEEL S SNE LIz, E30i&. SBOMD
AN OWT, T—RANEERICX 2 LIz D TRETNEEVLERL
TVET,

What is your organization’s familiarity with a software bill of materials (SBOM)?

Single Response | Segmented by data collector | N =375

Never heard of the term

Heard of the term but
I'm not familiar with it

Somewhat familiar
with the term

Familiar with the term

Very familiar
with the term

Don’t know or not sure

0% 10% 20% 30% 40% 50%
@ Total @ LF Sourced BRS Sourced
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LFDT—42I&. SBOMZEHISTELN Hald K<ASHEWNTIL—TH34% &
%< SBOMELLH>TW B, FeldIERIC KL o TW BT IL—TH51
%&. ZIEEDDHEERLTIVWE Y, ThE LFOZ 227 OBMEES
—HLTWVE T, LFOZ 227 rlcdk FrUTDRVERFEN S, AFIL
Ty hEELEY. ERESEEBOTHEELTIN —Z VI OREES
FBIeDICLFICRDENT IO 72y a Il 7 I —THhEENTVE
T, TDET AV MHSBOMICREBNTH BT EIFENETLETIEHY
FHA. Tfe. LRITE TOBRBREER) Y —ICBWTEBLEREIZE
SRREERIT/ Oy a IV EEGRID IV —TEEELE T,
ZD7IV—T &, SBOMICKEEL TV BHREEDN BN EEZSNE T,

HEZERDPAF LT —213. BIE2HHH22E. ERDIHLT
B IERICEGOIFHETRLTIVWE T, ARZERDTVTIVDS
5. SBOMAFEZEL I EHELDN ZDEEICHEEL TWED o fcD
IEHTHE%TH Y TN LTREZERDT > TIVDKRZE (76%)
IFSBOMAFREICHEBL C L DN FERITHEEL TLE LT,

TOLEIE LFERRENZIVDY VY TIVHEEICEZD T EETRTEL
DEDDIDNCTEEB A, TNS2DDH Y TIVEEEZETEY. Bge/N
KIVDT > TIVESBOMITHEBLTH Y. LFY > TIUEIEBhcEEL T
WEWEWDSEREIL SBOMERDRTFNZREZIRMET 2T L &RTRE
lcLE9,

[E1&&DSBOMERNDEIEHES
EIEEICSBOMEZRZiRMLIE. AR EEZEDHEBDEDLSIC
SBOMZERLTWV\BH\ LTelIERTHFENH DML BRIC
EIEYTZEMDHZIOESHESRE LT, ZOBRBDERIE. SBOMD
HFEDBEVEEEZ T AV MET S EERRC SBOMICEI S 251#7% 12
BT 21 &DRIDTTET LTz, B3, [EEEHSBOMICEI S ZERIC[E
EIBERDHDERLTNENES DR SBOMBAERIICX S L TR
LIcEDTY,
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2EELTIFEAEDEIEE (83%) (FSBOMDERICEET 2ERIICE
ZBBERDB D ERCTEY. 11%ESBOMDERIC DV CEET ERHE
WERLCTHY. 5%IESBOMDERICDWTHEIS Hbh ofch BED D
WERATLT . SBOMEREZ L. SBOMAFE S SUVMBEERLEL
fz. SBOMEFAEDZ E1d. SBOMEREIZEDS & IEEREIZED
EEEEBELTOE LTz, K31E SBOMA/X—2—MD96%HSBOMD
BRICEZBERDHDEELCTWBDICT LT, SBOMT7—1)— 72T
Z—"T1%89%. SBOMEERCIE59% ChH 5 &AL TULE T, SBOM
DEMICEE T HEEHENERLTEIZEE (24%) F7zI&DKNS (Don't
know/Not sure) EEIELIZEIZESE (18%) D56, xbEWLElE% &
DIFSBOMIEEIRC LTz,

AE T BIBENEDREERDHZERLTLEINICHDDS

9. SBOMICEE G B3I NTCOERMICEIE LTS KD, BIEEICSKRSHEL
feo ZEREZDSBOMDITIE. HEZT T LILINTDEIEEHLSD
TR ERTHILICLE L, EWDDh BRROBLEIEER
SBOMDERI<XI LT, 1FEAEBICDKNSEEZELTNADT, THIEE
BRICREZS | ERIT Lldh) E A,
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E31
Do you feel qualified to answer a questions about how your company uses/intends to use SBOMs?
Single Response | Segmented by SBOM maturity | N =341

Yes

No

Don't know or
not sure

0% 20% 40% 60% 80% 100%

@® Total @ SBOM Innovators @ SBOM Early Adopters SBOM Procrastinators
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Bhx

1 EREERS HREERELT—2 =X, 201957 —%,

2 EREERES. HREERELT—2 =X, 20197 —%,

3 HEBMBIHDX I DLTIE TDLR—FDRORESELTZEL K3, A9, A10. ATl A14-A17

4 EROTFAN—tF21) 71 DREICEHT ZAHEED] 2021558,
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cyber security ¢
FIFARTRE

5 ID, EB1ERICHNT

6 [SBOMD#IE | INational Telecommunications and Information Administration 2021548278, https:/www.ntia.gov/files/ntia/publi-

cations/sbom_at_a_glance_apr2021.pdfH*5 AFEIBE,

7 The Minimum Elements for a Software Bill of Materials(SBOM). KEmEFEE. 2021478128

8 Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations, 77 X ) A E TAZ#E R T ZT AT, SP.800-161r1-
draft2,0ctober 2021

9 SBOM Options and Decision Points,National Telecommunications and Information Administration,20214H27H

9 SBOM at a Glance. National Telecommunications and Information Administration, 202184527H
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https://www.whitehouse.gov/briefing-room/presidential-ac   tions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity
https://www.ntia.gov/files/ntia/publications/sbom_at_a_glance_apr2021.pdf
https://www.ntia.gov/files/ntia/publications/sbom_at_a_glance_apr2021.pdf

{FERA: ACIETETE SBOME(iIR R I<BI I S ENN1THER

RIS T TIVDOAOREER REDITIRIE, HXUSBOMDERIKRZFHMICHIAT BHDEHZENTVE T, RORHEENE T,

Al £ E# A2 I RREIIC I B ERE T T
BEE/F1) T4 F—LDEFE

A2 755128

R A3 i8I VT D IT SATHAUILDETT
A3 EERENH SBOMAERL L TLNBHM? (SBOMBISARER)
A4 BB DRE AAERE VT ILT SATHAIILDETT
A5 [TEERABBOIES. TR ODIELE SBOMZEER LT %D (SBOMBEFER!)
A6 Linux Foundation®D X >/ \—{ZETIHY? A15 S B DSBOMAEARIASR
A7 BRI DEEE A16 HIIFRIDY 7 b7 ¥ 2 71 BT AR D& REIE
A8 KEEEDERIINZE A7 KESA/N\—tF 2 T (TSI T SR B OSSR
A9 HIIBEHYIT R DSBOMIC RIS 2 KB &t 75 S A18 KETA/\—tF 2 7o TR SIS LTt Rl D21t
A10 HUEEBHY IS RIAEES 1< 55113 OSPODTETE A19 fBREDSBOMIERICBE T 25+E (FEFER)

TFa) T FLEHBLTLZH? (tiER!)
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& A1

HLIDEHOUREH WR2MEF) ZHATILEL,

(12#4R) | EE# (N) =412

SOFTWARE BILL OF MATERIALS (SBOM) AND CYBERSECURITY READINESS

51

® 13% 1-99

® 21% 100-499

® 29% 500-1,999

@ 15% 2,000-4,999

® 8% 5,000-14,999

® 15% 15,000 or more
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E A2

HLETOHBLERBZRLEICRLTVSEDIIENTIH?

(1234R) | EIE# = 412

SOFTWARE BILL OF MATERIALS (SBOM) AND CYBERSECURITY READINESS

53

@ 17% IT - Director or Vice President
@ 12% Developer
©® 11% Software/Package Maintainer/Lead/Manager
® 11% Chief Technology Officer
© 9% IT Operations - Director or Vice President
© 8% Open Source Program Office (OSPO)
8% Chief Information Officer
7% Chief Information Security Officer
@ 5% Other C-level
® 4% Product Development - Director or Vice President
@ 4% IT Service Management - Director or Vice President
@ 2% Non-IT Business Manager

® 1% Counsel
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B A3
HEOELGRERFISAMTTH?
(LTREDLOETNTER) | EEH =407 HHEEH (Valid Cases) = 407, EEFERHH (Total Mentions) = 1,227

56% Software development

50% IT Services management

50% Security

37% Software delivery or deployment

28% Legal, Governance, Risk, or Compliance
28% Strategy

26% Operations

14% Procurement

11% Senior Management

2% Other (please specify)
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B A4
ST DBBDEEIIFATIH?
(1DER) | EIEH =405

25% Information Technology

12% Automotive

8% Healthcare

7% Manufacturing (discrete or process)

6% Financial Services (Banking/Insurance/Securities)

5% Energy

4% Telecommunications / Internet Service Provider (ISP) / Web Hosting
4% Retail & Wholesale

4% Professional Services

3% Education (K-12/Primary/Secondary)

3% Other (please specify)

3% Life Sciences (biotech, pharmaceuticals, etc.)

3% Utilities (other than energy)

2% Construction/Engineering

2% Business Services (accounting, consulting, legal, etc.)

2% Consumer Packaged Goods

2% Government (Federal/National)

1% Education (College/University)

1% Oil & Gas

1% Transportation & Logistics (other than automotive)

1% Government (State/Province/County/Municipal/other local government)
0.25% Media (broadcast communications, entertainment, publishing, website, social networking ... )
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B A5
ITHEEETEHVTVBIENDEMTY, LOLSEITHETHLTVEITH?
(STREBLOETATER) | EEH =101, HHEEH = 101, EEERHEH =220

57% A software vendor or supplier

50% A system integrator or IT consulting firm

32% A cloud service provider or managed service provider
22% A software reseller or distributor

18% An embedded systems vendor

17% A hardware vendor or supplier

14% A nonprofit association or foundation

8% An academic or research institution

1% Other (please specify)
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A6
HET=HEILTL S48 Linux Foundation X VI\—¥TTH?
(12:=FR) | EZEE = 404

@® 64% Yes
31% No

® 5% Don't know or not sure
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B A7

ST DRFMEEHZTILEL,

(120:=FR) | EE#H =402
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@ 40% North America (US and Canada)
@ 32% Western Europe
@ 5% Japan
@ 5% Other Asia Pacific countries

4% India

4% Mexico, Central, and South America
® 4% Middle East and Africa
@ 3% Eastern Europe

3% China

@ 0.5% Russia
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X A8

ST DIFD2020FDFRAINI EHATLEL,

(12:=FR) | EZEE = 402

SOFTWARE BILL OF MATERIALS (SBOM) AND CYBERSECURITY READINESS
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@ 5% Less than $1 million

® 5% $1 million to less than $5 million

® 4% $5 million to less than $10 million

® 4% $10 million to less than $25 million

© 5% $25 million to less than $50 million

© 12% $50 million to less than $100 million
4% $100 million to less than $250 million
11% $250 million to less than $500 million

® 11% $500 million to less than $1 billion

© 6% $1 billion to less than $2 billion

© 6% $2 billion to less than $5 billion

® 4% $5 billion to less than $10 billion

® 7% $10 billion or more

® 5% Prefer not to answer

9% Don't know or not sure
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B A9
BT DEBDSBOMICEI T BERHEEH AT LELY,
(DR | MBI HET | EIZEH = 361

Never heard
of the term

Heard of the term but
I'm not familiar with it

Somewhat familiar
with the term

Familiar with the term

Very familiar
with the term

Don't know or
not sure

0% 5% 10% 15% 20% 25% 30% 35% 40%

@ Total @ The Americas @ EMEA Asia Pacific
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A10
SLIOERIE. F—TV—R TOJS5L 71X (0SPO) Z5RiE
LTH—TVV—-ADFERITOVTEELTVLETH?

(IDER) | MBS | B =390

Yes

Don't know or
not sure

0% 10% 20% 30% 40% 50% 60% 70% 80%

@ Total @ The Americas @ EMEA Asia Pacific
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B A1
SEEDA—=TV/—RA TATILFAT1 AR F=TV/—Z 7OI 17+ DE
ANV M) —%ZEF2) 71 FLEHBLTEHLTWLETH?

(IDER) | HIEBIICEE | EIEH =384

Yes

No

Don't know or
not sure

0% 10% 20% 30% 40% 50% 60% 70% 80%

@ Total @ The Americas @ EMEA Asia Pacific
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B A12
bircOE#IE. REFREF1) T BEE (CSO) PEFa2) T F—LZEE
LT LHROF—T>V—R 7OV FOMesstEEEHLTVETH?

(IDIR) | MBI KE | EIEH - 388

Yes

Don't know or
not sure

0% 20% 40% 60% 80%

@ Total @ The Americas @ EMEA Asia Pacific
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A13
HLTOEBZ. VIFVITRES A ITHA7IVDETTSBOMZERLTWETD TIIERTHFETTH?
(HTREBEOETNTRIR) | SBOMDRAMERICKE | EEM =335, HHEEH =335, EEHREM =849

During software deployment
to production

During software delivery to an
artifact registry or repository

During software builds

During software
delivery to staging

During software integration

On decision to use
external software

Don't know or not sure

10% 20% 30% 40% 50% 60% 70% 80%

o
=S

@ Total @ SBOM Innovators @ SBOM Early Adopters SBOM Procrastinators
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X A14
HLEOERE. VIV TRES A THMIIVDETTSBOMEZFERLTVWE T D ER3ERATHFETTH?
(HTREBEOETNTER) | SBOMDRMERICEE | EIEH = 325, HHEEH = 325, EIERRHY =896

During software builds

During software delivery
to staging

During software deployment
to production

On ingress of external
software into our organization

During software delivery to an
artifact or repository

On decision to use external
software

During software integration

Don’t know or not sure

o
=

10% 20% 30% 40% 50% 60% 70% 80%

@ Total @ SBOM Innovators @ SBOM Early Adopters SBOM Procrastinators
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A15
BTN T IV—TDREDSBOMMI IR IREHZ TS EE LY,
(IDHR) | HEBIICES | EIEH =357

We have not started to address SBOMs

We are planning how to address SBOMs

We are just beginning to address SBOMs

We are addressing SBOMs across a few
segments of our business

We are addressing SBOMs across some
segments of our business

We are addressing SBOMs across many
segments of our business

We are addressing SBOMs across nearly
all segments of our business

We have been using SBOMs as a part of
our standard practices already

Don't know or not sure
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Not
concerned

Slightly
concerned

Concerned

Very
concerned

Extremely
concerned

Don’t know or
not sure
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Yes

Don't know or
not sure
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Yes

No

Prefer not
to answer

Don't know or
not sure
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We have no plans to produce SBOMs

We will produce SBOMs
within the next 6 months

We will produce SBOMs
within the next 6-12 months

We will produce SBOMs
within the next 12-24 months

We are producing SBOMs across a
few segments of our business

We are producing SBOMs across
some segments of our business

We are producing SBOMs across
many segments of our business

We are producing SBOMs across
nearly all segments of our business

We have been producing SBOMs as
part of our standard practices already

Don't know or not sure
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We have no plans to consume SBOMs

We will consume SBOMs
within the next 6 months

We will consume SBOMs
within the next 6-12 months

We will consume SBOMs
within the next 12-24 months

We are consuming SBOMs across a
few segments of our business

We are consuming SBOMs across
some segments of our business

We are consuming SBOMs across
many segments of our business

We are consuming SBOMs across
nearly all segments of our business

We have been consuming SBOMs as
part of our standard practices already

Don't know or not sure
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This report is provided “as is.” The Linux Foundation and its authors, contributors,
and sponsors expressly disclaim any warranties (express, implied, or otherwise),
including implied warranties of merchantability, non-infringement, fitness for

a particular purpose, or title, related to this report. In no event will the Linux
Foundation and its authors, contributors, and sponsors be liable to any other
party for lost profits or any form of indirect, special, incidental, or consequen-
tial damages of any character from any causes of action of any kind with respect
to this report, whether based on breach of contract, tort (including negligence),
or otherwise, and whether or not they have been advised of the possibility of
such damages. Sponsorship of the creation of this report does not constitute an
endorsement of its findings by any of its sponsors.
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