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https://owasp.org/www-project-dependency-track/
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https://github.com/ossf/scorecard
https://github.com/ossf/allstar
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://github.com/guacsec/guac
https://owasp.org/www-project-threat-dragon/
https://owasp.org/www-project-cyclonedx/
https://owasp.org/www-project-samm/
https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html
https://spdx.dev
https://github.com/anchore/syft
https://github.com/mitre/advmlthreatmatrix
https://github.com/sigstore/model-transparency
https://github.com/ossf/scorecard
https://github.com/ossf/allstar
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://github.com/guacsec/guac
https://owasp.org/www-project-cyclonedx/
https://owasp.org/www-project-dependency-check/
https://github.com/awslabs/deequ
https://greatexpectations.io
https://greatexpectations.io
https://dvc.org
https://arx.deidentifier.org
https://arx.deidentifier.org
https://github.com/ydataai/ydata-profiling
https://github.com/ossf/scorecard
https://github.com/ossf/allstar
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://github.com/guacsec/guac
https://owasp.org/www-project-dependency-check/
https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html
https://mlflow.org
https://dvc.org
https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://github.com/protectai/nbdefense
https://github.com/sigstore/model-transparency
https://github.com/ossf/scorecard
https://github.com/ossf/allstar
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://github.com/guacsec/guac
https://owasp.org/www-project-cyclonedx/
https://owasp.org/www-project-dependency-check/
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https://github.com/Giskard-AI/giskard
https://github.com/sigstore/model-transparency
https://github.com/ossf/scorecard
https://github.com/ossf/allstar
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://github.com/guacsec/guac
https://owasp.org/www-project-cyclonedx/
https://owasp.org/www-project-dependency-check/
https://owasp.org/www-project-dependency-track/
https://github.com/ProtectAI/ModelScan
https://github.com/anchore/grype
https://github.com/sigstore/model-transparency
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://github.com/guacsec/guac
https://owasp.org/www-project-cyclonedx/
https://www.jenkins.io
https://argo-cd.readthedocs.io/en/stable/
https://github.com/PyCQA/bandit
https://github.com/sigstore/model-transparency
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://github.com/guacsec/guac
https://owasp.org/www-project-cyclonedx/
https://owasp.org/www-project-dependency-track/
https://whylabs.ai/whylogs
https://github.com/tensorflow/privacy
https://github.com/tensorflow/privacy
https://github.com/evidentlyai/evidently
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https://github.com/sigstore/model-transparency
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://owasp.org/www-project-samm/
https://github.com/NVIDIA/garak
https://github.com/SeldonIO/seldon-core
https://github.com/protectai/llm-guard
https://github.com/QData/TextAttack
https://github.com/bethgelab/foolbox
https://github.com/sigstore/model-transparency?tab=readme-ov-file
https://github.com/guacsec/guac
https://owasp.org/www-project-threat-dragon/
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https://github.com/whylabs/whylogs
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https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
https://www.iso.org/standard/77304.html
https://www.iso.org/standard/77304.html
https://www.iso.org/standard/77304.html
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CNCF end user technology radar provides
insights into DevSecOps | CNCF

DOD Enterprise DevSecOps Reference Design:
CNCF Kubernetes

DevSecOps Days Washington DC 2021

About - Open Source Security Foundation

GitHub - ossf/tac: Technical Advisory Council

GitHub - ossf/ai-ml-security: Working Group on
Artificial Intelligence and Machine Learning (Al/

ML) Security

Secure Software Development Education 2024
Survey

ML4Devs: MLOps Machine Learning Life Cycle

MLSecOps: Protecting Al/ML Lifecycle in telecom

- Ericsson

toolbelt/personas/README.md at main - ossf/
toolbelt - GitHub

Sachiko the Solutions Architect

Alison the AIML Engineer

Timmy the Test Engineer

Guinevere the Security Governance Lead

Pang the Product Security Engineer

Chinmay the Cloud Platform Admin

Ophelia the IT Infrastructure Engineer

Daniel the Data Scientist

Dibby the Data Engineer

Grear the Data Governance Analyst
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Machine Learning Operations (MLOps):
Overview, Definition, and Architecture

OWASP Machine Learning Security Top Ten |
OWASP Foundation

Sigstore

sigstore/model-transparency: Supply chain
security for ML

ossf/scorecard: OpenSSF Scorecard - Security
health metrics for Open Source

ossf/allstar: GitHub App to set and enforce
security policies

SLSA « Supply-chain Levels for Software Artifacts

guacsec/guac: GUAC aggregates software
security metadata into a high fidelity graph
database

OWASP/www-project-threat-dragon: OWASP
Foundation Threat Dragon Project Web

Repository

CycloneDX/specification: OWASP CycloneDXis a
full-stack Bill of Materials (BOM) standard that
provides advanced supply chain capabilities for
cyber risk reduction. SBOM, SaaSBOM, HBOM,
Al/ML-BOM, CBOM, OBOM, MBOM, VDR, and VEX

OWASP SAMM | OWASP Foundation

OWASP Dependency-Check | OWASP Foundation

Threat Modeling - OWASP Cheat Sheet Series

OWASP Dependency-Track | OWASP Foundation

RiccardoBiosas/awesome-MLSecOps: A curated
list of MLSecOps tools, articles and other
resources on security applied to Machine
Learning and MLOps systems



https://www.cncf.io/announcements/2021/09/22/cncf-end-user-technology-radar-provides-insights-into-devsecops/
https://www.cncf.io/announcements/2021/09/22/cncf-end-user-technology-radar-provides-insights-into-devsecops/
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20-%20CNCF%20Kubernetes%20w-DD1910_cleared_20211022.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20-%20CNCF%20Kubernetes%20w-DD1910_cleared_20211022.pdf
https://www.youtube.com/watch?v=litL9R1F6iI&t=2165s
https://openssf.org/about/
https://github.com/ossf/tac?tab=readme-ov-file
https://github.com/ossf/ai-ml-security
https://github.com/ossf/ai-ml-security
https://github.com/ossf/ai-ml-security
https://www.linuxfoundation.org/research/software-security-education-study
https://www.linuxfoundation.org/research/software-security-education-study
https://www.ml4devs.com/en/articles/mlops-machine-learning-life-cycle/
https://www.ericsson.com/en/reports-and-papers/white-papers/mlsecops-protecting-the-ai-ml-lifecycle-in-telecom
https://www.ericsson.com/en/reports-and-papers/white-papers/mlsecops-protecting-the-ai-ml-lifecycle-in-telecom
https://github.com/ossf/toolbelt/blob/main/personas/README.md
https://github.com/ossf/toolbelt/blob/main/personas/README.md
http://toolbelt/personas/softwaredeveloper.md%20at%20main%20·%20ossf/toolbelt
http://toolbelt/personas/softwaredeveloper.md%20at%20main%20·%20ossf/toolbelt
https://github.com/ossf/toolbelt/blob/main/personas/softwaredeveloper.md
https://github.com/ossf/toolbelt/blob/main/personas/securityengineer.md
https://github.com/ossf/toolbelt/blob/main/personas/securityengineer.md
https://github.com/ossf/toolbelt/blob/main/personas/infrastructureandplatformengineer.md
https://github.com/ossf/toolbelt/blob/main/personas/infrastructureandplatformengineer.md
https://github.com/ossf/toolbelt/blob/main/personas/dataoperationspractitioner.md
https://github.com/ossf/toolbelt/blob/main/personas/dataoperationspractitioner.md
https://github.com/ossf/toolbelt/blob/main/personas/dataoperationspractitioner.md
https://arxiv.org/pdf/2205.02302
https://arxiv.org/pdf/2205.02302
https://owasp.org/www-project-machine-learning-security-top-10/
https://owasp.org/www-project-machine-learning-security-top-10/
https://github.com/sigstore
https://github.com/sigstore/model-transparency
https://github.com/sigstore/model-transparency
https://github.com/ossf/scorecard
https://github.com/ossf/scorecard
https://github.com/ossf/allstar
https://github.com/ossf/allstar
https://slsa.dev
https://github.com/guacsec/guac
https://github.com/guacsec/guac
https://github.com/guacsec/guac
https://github.com/owasp/www-project-threat-dragon
https://github.com/owasp/www-project-threat-dragon
https://github.com/owasp/www-project-threat-dragon
https://github.com/CycloneDX/specification
https://github.com/CycloneDX/specification
https://github.com/CycloneDX/specification
https://github.com/CycloneDX/specification
https://github.com/CycloneDX/specification
https://owasp.org/www-project-samm/
https://owasp.org/www-project-dependency-check/
https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html
https://owasp.org/www-project-dependency-track/
https://github.com/RiccardoBiosas/awesome-MLSecOps
https://github.com/RiccardoBiosas/awesome-MLSecOps
https://github.com/RiccardoBiosas/awesome-MLSecOps
https://github.com/RiccardoBiosas/awesome-MLSecOps
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« SPDX - Linux Foundation Projects Site

» anchore/syft: CLI tool and library for generating

Jenkins

Argo CD - Declarative GitOps CD for Kubernetes

a Software Bill of Materials from container
images and filesystems

« awslabs/deequ: Deequis a library built on top of

Apache Spark for defining “unit tests for data” ,

which measure data quality in large datasets

« Great Expectations: have confidence in your
data, no matter what « Great Expectations

« Data Version Control - DVC

« ARX - Data Anonymization Tool - A
comprehensive software for privacy-preserving

whylogs: the open standard for data logging |
WhyLabs

tensorflow/privacy: Library for training machine
learning models with privacy for training data

evidentlyai/evidently: Evidently is an open
source ML and LLM observability framework.
Evaluate, test, and monitor any Al-powered
system or data pipeline. From tabular data to
Gen Al. 100+ metrics

NVIDIA/garak: the LLM vulnerability scanner

microdata publishing

« ydataai/ydata-profiling: 1 Line of code data
quality profiling & exploratory data analysis for

SeldonlO/seldon-core: An MLOps framework
to package, deploy, monitor and manage
thousands of production machine learning

Pandas and Spark DataFrames

o MLflow

» Trusted-Al/adversarial-robustness-toolbox:
Adversarial Robustness Toolbox (ART) - Python

models

protectai/llm-guard: The Security Toolkit for LLM
Interactions

QData/TextAttack: TextAttack is a Python

Library for Machine Learning Security - Evasion,

framework for adversarial attacks, data

Poisoning, Extraction, Inference - Red and Blue

augmentation, and model training in NLP

Teams

 protectai/nbdefense: Secure Jupyter Notebooks

https://textattack.readthedocs.io/en/master/

bethgelab/foolbox: A Python toolbox to create

and Experimentation Environment

« Open Source MLOps Orchestration | MLRun

o AFLplusplus/AFLplusplus: The fuzzer afl++ is afl
with community patches, gemu 5.1 upgrade,
collision-free coverage, enhanced laf-intel &
redqueen, AFLfast++ power schedules, MOpt
mutators, unicorn_mode, and a lot more!

» protectai/modelscan: Protection against Model
Serialization Attacks

« anchore/grype: A vulnerability scanner for
container images and filesystems
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adversarial examples that fool neural networks
in PyTorch, TensorFlow, and JAX

Modeling Threats to Al-ML Systems Using STRIDE

Al Risk Assessment for ML Engineers | Microsoft
Learn

MITRE ATLAS ™

Al Risk Management Framework | NIST

ISO/IEC 23894:2023 - Al — Guidance on risk

management


https://spdx.dev
https://github.com/anchore/syft
https://github.com/anchore/syft
https://github.com/anchore/syft
https://github.com/awslabs/deequ
https://github.com/awslabs/deequ
https://github.com/awslabs/deequ
https://greatexpectations.io
https://greatexpectations.io
https://dvc.org
https://arx.deidentifier.org
https://arx.deidentifier.org
https://arx.deidentifier.org
https://github.com/ydataai/ydata-profiling
https://github.com/ydataai/ydata-profiling
https://github.com/ydataai/ydata-profiling
https://mlflow.org
https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://github.com/Trusted-AI/adversarial-robustness-toolbox
https://github.com/protectai/nbdefense
https://github.com/protectai/nbdefense
https://www.mlrun.org
https://github.com/AFLplusplus/AFLplusplus
https://github.com/AFLplusplus/AFLplusplus
https://github.com/AFLplusplus/AFLplusplus
https://github.com/AFLplusplus/AFLplusplus
https://github.com/AFLplusplus/AFLplusplus
https://github.com/ProtectAI/ModelScan
https://github.com/ProtectAI/ModelScan
https://github.com/anchore/grype
https://github.com/anchore/grype
https://www.jenkins.io
https://argo-cd.readthedocs.io/en/stable/
https://whylabs.ai/whylogs
https://whylabs.ai/whylogs
https://github.com/tensorflow/privacy
https://github.com/tensorflow/privacy
https://github.com/evidentlyai/evidently
https://github.com/evidentlyai/evidently
https://github.com/evidentlyai/evidently
https://github.com/evidentlyai/evidently
https://github.com/evidentlyai/evidently
https://github.com/NVIDIA/garak
https://github.com/SeldonIO/seldon-core
https://github.com/SeldonIO/seldon-core
https://github.com/SeldonIO/seldon-core
https://github.com/SeldonIO/seldon-core
https://github.com/protectai/llm-guard
https://github.com/protectai/llm-guard
https://github.com/QData/TextAttack
https://github.com/QData/TextAttack
https://github.com/QData/TextAttack
https://github.com/QData/TextAttack
https://github.com/bethgelab/foolbox
https://github.com/bethgelab/foolbox
https://github.com/bethgelab/foolbox
https://www.mdpi.com/1424-8220/22/17/6662
https://learn.microsoft.com/en-us/security/ai-red-team/ai-risk-assessment
https://learn.microsoft.com/en-us/security/ai-red-team/ai-risk-assessment
https://atlas.mitre.org
https://www.nist.gov/itl/ai-risk-management-framework
https://www.iso.org/standard/77304.html
https://www.iso.org/standard/77304.html
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https://www.ericsson.com/en/reports-and-papers/white-papers/mlsecops-protecting-the-ai-ml-lifecycle-in-telecom



https://openssf.org/
http://openssf.org/getinvolved
http://twitter.com/theopenssf
http://linkedin.com/company/openssf
http://youtube.com/openssf
http://github.com/ossf
http://openssf.slack.com
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